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Poc lap - Tw do - Hanh phic

S6: 1014 /QD-BTTTT Ha Néi, ngay 02 thang 06ndm 2022

QUYET PINH

Phé duyét Pé 4n Bao dam an toan thong tin cho d6 thi théng minh
giai doan 2022-2025

BOQ TRUONG BQ THONG TIN VA TRUYEN THONG

Can cir Nghi dinh s6 17/2017/NP-CP ngay 17 thang 02 nam 2017 ciia Chinh
phit quy dinh chitc nang, nhiém vu, quyén han va co cdu t6 chirc ciia B¢ Thong
tin va Truyén théng;

Can cir Quyét dinh s6 950/0P-TTg ngay 01 thang 8 nam 2018 ciia Thii twéng
Chinh phii Phé duyét Dé an phat trién dé thi thong minh bén vieng Viét Nam giai
doan 2018 - 2025 va dinh huong dén nam 2030;

Can ctr Quyét dinh s6 829/0D-BTTTT ngay 31 thing 5 nam 2019 ciia BJ
truéng Bo Thong tin va Truyén thong vé viéc ban hanh Khung tham chiéu ICT
phat trién do thi théng minh (phién ban 1.0);

Can cir Quyét dinh sé 2160/0P-BTTT ngdy 19 thing 12 ndm 2018 ciia Bo
triuecéng Bé Théng tin va Truyén théng vé viéc Phé duyét Ké hoach trién khai thuc
hién cdc nhiém vu ciia B Théng tin va Truyén théng tai Quyét dinh sé 950/0P-
TTg ngay 01/8/2018 ciia Thii tuéng Chinh phii phé duyét Pé an phat trién do thi
théng minh bén vimg Viét Nam giai doan 2018-2025 va dinh hwdng dén niam
2030;

Theo dé nghi ciia Cuc truéng Cuc An toan thong tin.

QUYET PINH:

Pic¢u 1. Phé duyét kém theo Quyét dinh nay Pé 4n Bao dam an toan thong
tin cho do thi thong minh giai doan 2022-2025.

Piéu 2. Cyc An toan thong tin phdi hop Pon vi duoc giao chu tri trién khai
D6 thi thong minh cia cac tinh, thanh phd truc thudc Trung wong va cac co quan,

to chirc, don vi lién quan dé trién khai thyc hién D€ an nay.

Piéu 3. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.
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Piéu 4. Chanh Vin phong, Cuc trudng Cuc An toan thong tin, Pon vi dugc
giao chu tri trién khai Do thi thong minh cta céc tinh, thanh phd tryc thudc Trung

wong va cac don vi lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhin: KT. BQ TRUONG
- Nhu Dicu 4; THU TRUONG

- B6 Xay dung;

- Bo truong (dé blc);

- Cac Thu truong;

- UBND céc tinh, thanh phé truc thuoc TW;
-S6 TT&TT céc tinh, thanh phd truc thudc TW;
- Luu: VT, CATTT.
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DE AN
Bdo dam an toan thong tin cho dé thi thong minh giai doan 2022-2025
(Kem theo Quyét dinh so /OD-BTTTT ngay / 12022
cua Bo truong Bo Thong tin va Truyén thong)

I. MUC TIEU CUA PE AN
1. Muc tiéu tong quat

- Bdo dam an toan thong tin cho do6 thi thong minh dua trén viéc trién khai
cac giai phap an toan thong tin két hop hai hoa, ddy du cac yéu td: con ngudi, quy
trinh, cong nghé ngay tir khau thiét ké, xdy dung hé thong, va tién hanh thudng
xuyén, lién tuc trong sudt qua trinh quan 1y, khai thac, van hanh hé thong.

- Trién khai bao dam an toan thong tin cho do thi thong minh mot cach dong
bo véi bon 16p bao vé, bao gém: luc lugng tai chd; giam sat, bao vé chuyén
nghiép; kiém tra, danh gia an toan thong tin; kKét noi, chia sé thong tin.

- Xéc dinh cac hé thong thong tin quan trong can bao vé va ap dung céc bién
phap k¥ thuat, bién phap quan 1y dé bao dam an toan thong tin cho cac hé thong
d6 mot cach phu hop.

- Bao dam sin sang (mg pho, khac phuc kip thoi cac sy ¢6 mat an toan thong
tin trong do thi thong minh.

- Tap trung dao tao ngudn nhan lyc vé an toan thong tin cho phat trién d6
thi thong minh; ting cudng tuyén truyén, phd bién, nang cao nhan thic vé cong
tac bao dam an toan thong tin cho d6 thi thong minh.

2. Muc tiéu cu thé dén hét nim 2025

- 100% Trung thm giam sét, diéu hanh théng minh (goi tat la IOC - bao gom:
10C cd'p tinh, thanh pho”' truc thuoc Trung wong, I0C cd'p do thi thuoc tinh, thanh
phé truc thuée Trung wong va cdc I0C cdp thdap hon) c¢6 can bd chuyén trach
hodc thué chuyén gia chiu trach nhiém vé cong tac bao dam an toan thong tin.

- 100% IOC dugc giam sat, bao vé béng cac dich vu chuyén nghiép cua cac
t6 chic hodc doanh nghiép an toan thong tin.

- 100% IOC duoc kiém tra, danh gia an toan thong tin mang trude khi dua vao
sir dung, khi nang cap, thay doi, dinh ky theo quy dinh.

- 100% IOC két ndi, chia sé thong tin canh bao, nguy co, diém yéu, 16 hong



an toan thong tin, ma ddc.

- 100% IOC duoc phan loai, xac dinh, phé duyét dé xuat cap d6 an toan hé
thdng thong tin va trién khai day du phuong 4n bao dam an toan hé thong thong tin
theo céap do.

- 100% I10C c6 xay dung va sin sang trién khai kip thoi cac phuong an tmg
pho su ¢ an toan thong tin mang khi c6 su cd mét an toan thong tin xay ra.

- 100% can bd van hanh I0C duoc dao tao co ban vé an toan thong tin trén
dién rong. 100% can bo chuyén trach an toan thong tin cia IOC dugc dao tao
chuyén sau.

- 100% nguoi str dung cac dich vu, tién ich cia d6 thi thong minh dugc tuyén
truyén, pho bién, nang cao nhan thirc an toan thdng tin.

II. NHIEM VU VA GIAI PHAP

1. Ra soat, stra d6i, bo sung theo thadm quyén hoic kién nghi co quan c6 tham
quyén sira doi, bo sung hanh lang phéap 1y, chinh sach dé hd tro cho cac co quan,
t6 chtrc tham gia vao cong tac bao dam an toan thong tin cho d6 thi théng minh.

2. Thué chuyén gia hodc cir can bo chuyén trach chiu trach nhiém vé cong
tac bado dam an toan thong tin trong I0OC.

3. Xay dyng, hoan thién hé thdng giam sat bao dam an toan thong tin cho
cac IOC dang van hanh trudc ngay 30/6/2023. Thuc hién gidm sat thuong xuyén,
lién tuc nham bao vé I0C trudc cac nguy co mat an toan thong tin.

4. Binh ky tién hanh kiém tra, danh gia an toan thong tin d6i véi cac I0C (06
thang v&i IOC cip tinh, thanh phd truc thude Trung wong; 12 thang véi IOC cap
d6 thi thudc tinh, thanh phd truc thudc Trung wong va IOC cap thap hon). Khuyén
nghi st dung dich vu ctia cac t6 chirc hodc doanh nghiép doc lap véi t6 chirc/doanh
nghiép gidm sat, bdo vé va luc lugng tai chd cua IOC.

5. Thyc hién két ndi, chia sé thong tin canh bao, nguy co, diém yéu, 16 hong
an toan thong tin, ma doc giita IOC véi trung tim/dich vu/nén tang giam sat an
toan thong tin (SOC) tinh, thanh phé truc thudc Trung wong. SOC tinh, thanh phd
truc thudc Trung wong két ndi, chia sé cac thong tin trén véi Trung tam Giam sat
an toan khong gian mang quéc gia.

6. Xay dung va phé duyét hd so dé xuét cap do cho cac 10C theo quy dinh
tai Luat an toan thong tin mang va cac nghi dinh, thong tu huéng dan hién hanh.

7. Xay dung va san sang trién khai kip thoi cac phuong an tmg phé sy ¢6 an
toan thong tin mang khi c¢6 su c¢d mat an toan thong tin xay ra d6i véi IOC.
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8. T6 chirc d40 tao co ban vé an toan thong tin cho tat ca can bo tham gia
diéu hanh, van hanh IOC.

9. T6 chire dao tao, tap huin chuyén sau cho can bd chuyén trach an toan
thong tin cho 10C.

10. Xay dung tai liéu ngén gon, truc quan dya trén cac tinh huéng thuc té,
su cb dé tuyén truyén, phd bién, nang cao nhan thirc bao dam an toan thong tin
cua nguoi dung céac dich vy, tién ich do thi thong minh.

11. Nghién ciru, sira ddi, bd sung cong tic bao dam an toan thong tin vao cac
16p trong khung kién trac phat trién d6 thi thong minh phu hop véi tinh hinh thyc
té ciia timg dia phuong.

I11. KINH PHi THU'C HIEN

1. Kinh phi trién khai cac nhiém vu theo Quyét dinh nay do Cuc An toan
thong tin chu tri thuc hién dugc 1ay tir ngudn ngan sach nha nudce cap cho Bo
Thong tin va Truyén thong dé thuc hién Quyét dinh s6 950/QD-TTg ngay 01 thang
8 ndm 2018 cta Thii tudng Chinh phi Phé duyét Pé an phat trién d6 thi thong
minh bén viing Viét Nam giai doan 2018 - 2025 va dinh hudng dén nam 2030;
hodc két hop str dung kinh phi tir nguon ngan sach nha nudc giao thuc hién cac
Pé an, Quyét dinh, Chi thi ctia Thii tuéng Chinh phil vé an toan thong tin dé trién
khai cac nhiém vu tai Quyét dinh nay cho phu hop.

2. Kinh phi trién khai cac nhiém vu theo Quyét dinh nay do cc co quan, don
vi khac chu tri thuc hién do UBND tinh, thanh phé truc thudc Trung uong chu
dong bd tri theo quy dinh cta Luat Ngan sach nha nudc va cac quy dinh hién hanh
khac co lién quan.

IV. TO CHUC THUC HIEN

1. Cuc An toan thong tin chu tri, phdi hop v6i S& Thong tin va Truyén thong
cac tinh, thanh pho tryc thudc Trung wong, Vin phong UBND céc tinh, thanh phd
tryc thudc Trung wong co lién quan téi cong tac xay dung, van hanh IOC trién
khai va bao cdo Lanh dao Bo vé két qua thyc hién Pé 4n nay.

2. S& Thong tin va Truyén thong cac tinh, thanh phd tryc thudc Trung wong,
Vin phong UBND céc tinh, thanh phé truc thudc Trung wong co lién quan téi
cong tac xay dung, van hanh IOC chu tri, phdi hop véi Cuc An toan thong tin va
cac don vi lién quan to chire trién khai cac nhiém vu, giai phap tai Dé an.
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Phu luc

NHIEM VU TRIEN KHAI PE AN BAO PAM AN TOAN THONG TIN
CHO PO THI THONG MINH GIAI POAN 2022-2025

(Kém theo Quyét dinh s6 ~ OP-BTTTT ngay _thang nam 2025
cua B¢ truong Bo Thong tin va Truyén thong)
TT Noi dun Pon vi chii tri | Pon vi phi h Thoi gian
0 g ! 1p op du kién

Nghién ctlru, ra soat, stra ddi,
b6 sung theo thim quyén
hodc kién nghi co quan c6
tham quyén stra doi, bd sung
hanh lang phap ly, chinh
sach dé hd tro cho cac co
quan, t6 chuc tham gia vao
cong tac bao dam an toan
thong tin cho d6 thi thong
minh.

Cuc An toan
thong tin

Don vi lién quan

2022-2025

Thué chuyén gia hodc ctr can
bd chuyén trach chiu trach
nhiém vé cong tac bao dam
an toan théng tin trong 10C.

Pon vi duoc
giao chu tri trién
khai BPTTM cua
cac tinh, thanh
phé truc thudc
Trung wong

Cuc An toan
thong tin

Thuong
Xuyeén

Xay dyng, hoan thién h¢
théng giam sat bao dam an
toan thong tin cho cac 10C
dang van hanh.

Pon vi duoc
giao chil tri trién
khai DPTTM cua
cac tinh, thanh
phé truc thudc
Trung wong

Cuc An toan
thong tin

Trudc
30/6/2023

Thyuc hi¢n giam sat thuong
xuyén, lién tuc nham béo vé
I0C trudc cac nguy co mat
an toan thong tin.

bPon vi duoc
giao chil tri trién
khai BPTTM cua
cac tinh, thanh
phd truc thudc
Trung vwong

Cuc An toan
thong tin

Thuong
Xuyeén

Pinh ky tién hanh kiém tra,
danh gid an toan thong tin
d6i voi cac 10C (06 thang
v6i IOC cap tinh, thanh phd
tryc thudc Trung wong; 12
thang voi IOC cap d6 thi
thudc tinh, thanh phé truc

bPon vi duoc
giao chi tri trién
khai PTTM cua
cac tinh, thanh
phd truc thudc
Trung vong

Cuc An toan
thong tin

2022-2025




thugc Trung wong va I0C
cap thap hon).

SOC tinh, thanh phd truc
thudoc Trung wong két noi,
chia sé cac thong tin nhén

So TT&TT cac

. ..o Itinh, thanh phd| Cuc Antoan |Trudc ngiy
6 duoe tr IOC dang van hanh .y o g 500 thengtin | 30/6/2023
vo1 Trung tam Giam sat an
X N : z | Trung wong
toan khong gian mang quoc
gia.
Huéng dan két ndi, chia sé So TT&TT cac
7 thong tin v6i Trung tdm Cuc An toan| tinh, thanh pho |Trudc ngay
Giam sat an toan khong gian thong tin Truc thudc Trung| 30/6/2023
mang qudc gia. uong
Nghién ctru, xay dung tai
ficu, hucng dan thye hanhic, a0y oan Cacdonvilien | 2022-
8 |hi€u qua bao dam an toan thona tin uan 2025
thong tin cho d6 thi thong g a
minh.
Chi dao xay dung va phé
duyét ho so dé xuat cap do
cho cac IOC dang van hanh Chu quan hé . . \
) A £ n : Cuc Antoan |Trudc ngay
9 |theo quy dinh tai Luat An|thong thong tin N
A . : thong tin 30/6/2023
toan thdng tin mang va nghi 10C
dinh, thong tu hudéng dan
hién hanh.
Chi dao trién khai day du
pf)uor}g an lzao dgm an toe}n CI}u quan he Cuc Antodn  Truéc ngdy
10 'hé thong thong tin theo cap thong thong tin théna tin 31/7/2023
d6 cho cac I0C dang van|10C g
hanh.
Xay dung cac phuong an D.()n h\fl ‘du:’cgc
g pho su ¢6 an toan thong glao chu tri tricn
11 | tin mane khi ¢6 su cb mat an khai PTTM cua, Cuc Antoan | Trudc ngay
| AN Kl €O STCO WAL a 4¢ tinh, thanh|  thong tin 30/6/2023
toan thong tin xay ra doi véi| . 2 A
A 1x pho truc thude
IOC dang van hanh.
Trung vwong
7 . |bon Vi dugc
T6 chire dao tao co ban ve an | giao chu tri trién
12 toan thong tin cho tat ca can khai BPTTM ctia, Cuc An toan 2022-2025

bo tham gia diéu hanh, van

hanh 10C.

cac tinh, thanh
phd truc thudc
Trung vong

thong tin
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T6 chic dao tao, tap huin
chuyén sau cho can b
chuyén trach an toan théng
tin cho 10C.

Pon vi duoc
giao chi tri trién
khai DPTTM cua
cac tinh, thanh
phé truc thudc
Trung vong

Cuc An toan
thong tin

2022-2025

14

Xay dung tai liéu ngin gon,
truc quan dya trén cac tinh
huéng thuc té, su cd dé
tuyén truyén, pho bién, nang
cao nhan thirc bao dam an
toan thong tin cua nguoi
dung cac dich vy, tién ich do
thi thong minh.

Pon vi duoc
giao chu tri trién
khai DPTTM cua
cac tinh, thanh
phé truc thudc
Trung uwong

Cuc An toan
thong tin

2022-2025

15

Nghién ctru va ban hanh
huéng dan xay dung tai
liéu vé cac tinh hubng thyc
té, su cb dé tuyén truyén,
pho bién, ning cao nhan
thicc bdo ddm an toan
thong tin cua nguoi dung
cac dich vu, tién ich do thi
thong minh

Cuc An
thong tin

toan

So TT&TT cac
tinh, thanh phd
Tryuc thudc Trung
uong

2022 -
2025

16

Kiém tra hiéu qua cong tac
bdo ddm an toan thong tin
cho do thi thong minh tai cac
dia phuong.

Cuc An
thong tin

toan

Don vi lién quan

2022 -
2025




