
LONG HOA XA HO! CHU NGHtA VifT NAM 
DOc 14p - Tv do - 114nh ph& 

THONG Tif 
Quy (firth eithAn kSi thing nhan lve ding nglie thOng tin chuyen nghiep 

Thong tir so 11/2015/TT-BTTT1' ngay 05 thing 5 nam 2015 eila BO 
truing BO Th8ng tin va Ruyan thong quy dinh chuan ky nAng nhan lye ding 
nghe thong tin chuyen nghiep, co hien lye kat  tir ngay 22 thang 6 nam 2015 dirge 
sfra doi, bo sung bah 

Thong tir so 17/2021/TT-BTTTT ngay 30 thing 11 nam 2021 dm BO 
trueing BO Thong tin va Truyen thong sera depi, bO sung mot A di&I Thong tar so 
11/2015/TT-BTTTT ngay 05 thing 5 nam 2015 cila BO Thong tin va Truyen 
thong quy dinh chuan ky nAng nhan lyc cong nghe thting tin chuyen nghiep, có 
lieu lye ka tir ngay 01 thing 6 nArn 2022. 

Can ca. Luat Cong nghe thong tin ngay 29 thcing 6 ?Om 2006; 

Can cti Nghi dinh so 132/2013/ND-CP ngay 16 thcing 10 nom 2013 ciza 
Chinh phti quy dinh chat ruing, nhiem vy, quyin hqn va ca cau to chav cua BO 
Thong tin viz Truyen thong; 

Can ca. Nghi dinh se 71/2007/ND-03  ngay 03 thang 5 nam 2007 tiro 
Chinh phet quy dinh chi tilt va huong darn thuc hien mat so didu ctia Ludt COng 
nghe thong tin W cong nghiep cong nghe th6ng tin; 

Theo di' nghi cua Vy trzeang Yu Gong nghe thong tin, 
.B0 truemg Thong tin va Truydn thong ban hank Thong Quy dinh 

Chuan Icj ming nhan lyv cong nghe thOng tin chuyen nghiep'.  

Thong to so 17/2021/TT-BTTIT ngay 30 thing 11 nam 2021 cua BO tiring BO Th6ng tin va Tru* thang sun 
b6 sung mOt so thin Thong to sO 1112015fTT-13MT ngay 05 Mang 5 nam 2015 ctia BO Thong tin va 

Truth thong quy dinh chuAn k5 Ming nhan lvc cong nghO thong tin chuyen nghiep, c6 lieu lye ice ttY ngay 01 
thang 6 nam 2022 c6 can dr ban hash nhu sae: 
"Can ca. Ludt Cong nghe thong tin ngay 29 thong 6 nano 2006; 
Can ca. Luet An toan thong tin mong ngay 19 thing 11 neim 2015; 
Can a- Nghi Jinn so 1712017/b1D-CP ngay 17 thing 02 nam 2017 curt Chink phai quy clink chat nang nhiem 
quyin ban va ca tort to chtly mitt Bo Thong tin vd Tray& thong; 
Can ci? Nghi dinh so` 7112007/ND-CP ngay 03 thong S nam 2007 cast Chinh pha quy dinh chi tint va hufmg door 
Mix hien met so dieu calla Luea Cong nghe thong tin a COng nghiep cong nghe thong tin; 
Theo Id nghi mkt Cyc truong Cyc An roan th6ng tin va Yu truing Yu Coq nghe thong tin, 
30 truang Be Thong tin va Tneyan thong ban hanh Thong tic situ tidi, ho sung met se cidu Thong he so 
11/2015/TT-B7777' ngay 05 Eking 5 nom 2015 am BO Thong tin va Tray& thong Quy dinh Chan kJ ruing nhan 
Arc cong nghe thong tin chuyen nghiep." 
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Dieu 1. Pham vi dieu chinh 

Thong to nay quy djnh mot se Chun ky nang nhan lyc cong nghe thong 
tin chuyen nghidp, bao gollt 

1. Chain ky nang Ca sa du lidu (Database skill standard); 
2. Chain ky nang He thong mang (Network system skill standard); 

3. Chutm k9 nang Quin 1y he thong cong nghe th6ng tin (System 
management skill standard); 

4.2  Chan ky nang An town thOng tin (Cybersecurity Skill Standard); 

5. Chan ky nang Thiel ke va phat trien phen mem (Software design and 
development skill standard). 

Dieu 2. Del &gag ap dyng 

e 	1. Thong to nay ap dung del vai ca quan, to 	nhan tham gia tryc 
tiep hoac c6 lien quan den viec clanh gia ky nang chuyen nganh cria nhan lyc 
ding nghe thong tin (CNTT), tong hog dOng dao tao ngin han, bei dtrang cite 
k9 rang chuyen nginh. 

2. Khuyen khich cac tã chfrc, ca nhan ap dyrig Thong fix nay tong viec 
xay dung chtrong trinh, gido trinh dao tao; tuyen dyng, scr dung lao ddng; hoc 
tap, fling cao trinh do va cac hoat ddng khac lien quan den viec dinh gia trinh 
dd, ky nang chuyen mon clia nhan lvc CNTT. 

Dieu 3. Gill thich tir ner 

Trong van ban nay, cac tiz ngisr duai day duce hieu nhu sau: 
1.3  Cac nginh &to tao ve cong ngh'd thong tin bao gem: Khoa hoc may 

tinh, Mang may tinh va truyen thong du lieu, Ky thuat phan mem, He thong 
th8ng tin, Ky thuat may tinh, C8ng nghd ky thuat may tinh, Cong nghe th8ng 
tin, An wan thong tin, ‘K9 thuat sirs 	lip rap may tinh, Thiet ke mach didn 
dr ten may tinh, Truyen thong va mans may tinh, Dien tit may tinh, Oing nghe 
truyen thong, Su pham Tin h9c, Tin hoc ung dung, Tin hoc vigil thong img 
dung, X6r ly du lieu, Lap trinh may tinh, Quan tri mang may tinh, Quan tri he 
thong, Tofin fmg dung, Dam bio town hoc cho may tinh va he th8ng tinh town, 
Dien it tin hoc va cac nganh thudc thorn nganh May tinh va °zing nghe th8ng 
tin theo quy djnh cila BO Gido dye va Dao tao tai Danh myc gido dpc dao tao 

2  Khoim nay ducm stIa dii, b6 sung theo quy dinh tai khoin 1 Dieu 1 can Thing to s6 17/2021/TT-a= ngay 
30 thing 11 nam 2021 cite Be truing BO Thing tin va Truyen thing sin d6i, b6 sung mOt 56 dieu Thing sir s6 
11/2015MT-13MT ngiy 05 thing 5 nim 2015 can BO Thong tin va Truyin thing quy djnh chitin k, fling nhan 
km Ong nghe thing tin chuyen nghiep, c6 hieu lyc ke nY flak/ 01 thing 6 am 2022. 
3  Khoirt nay dtrqc sin d6i, b4 sung theo quy dinh tai khoin 2 Dieu 1 dm Thing to s6 17t2021/TT-BITTT noy 
30 thing 11 nftm 2021 cut Be truems Be ThOng tin va Tnlyan thong Sira 	b4 sung met s6 ditu Thong to vi 

1/201511-T.BTITT ngiy 05 thing 5 nim 2015 all BO Thing tin vi Truyen th6ng quy djnh chuin Icy nang nhan 
luc cling nghe thing tin chuyen nghiep, c6 hieu luc ke tir ngay 01 thing 6 niim 2022. 
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cep IV - trinh dO dai hoc va Danh muc nganh, nghe dao tao cap IV trinh do, cao 
ding ctia BO Lao Ong - Thuong birth vi Xa hai. 

2. Trinh da trung cep, cao ding, 4i hoc sir dung trong viec xep hang 
chuin k9 nang quy dinh tai Dieu 4 Thong to nay la cat mire da kien thirc duct 
quy dinh tai Luat Giao duc va cac van ban hung din thi hanh. 

Dieu 4. Quy dinh ChuAn Icy nang nhan bye CNTT chuyen nghiep 

1. ChuAn ky nang nhan Ikrc CNTT chuyen nghiep la he thong cac yeu cAu 
ve kien thirc va Icy nang CNTT ma nguai lam viec trong linh vlrc CNTT can dat 
de c6 the thkrc hien mat hoc mat nhem cong viec cu the. Mat so ChuAn ky nang 
nhan lkrc CNTT chuyen nghiep nhu sau: 

a) ChuAn ky nang Ca set du lieu (Ma DBSS): gem cac yeu cau ve kien 
thin va ky nang can thiet de thkrc hien nhitmg cong viec lien quan den cac hog 
Ong xay dung ke hoach tang the, xac dinh yeu au, phan tich, thiet ke, xay 
dung, thin nghiem va quan 19 van hanh he thong ca sir di! lieu. 

b) Chuin ky nang He thong mang (Ma NWSS): gom cac yeu cau kien 
vi ky nang can thiet . thuc hien nheng ding viec 	quan den cac hog 

clang xac dinh yeu cau, thiet ke, thy dung, tha nghiem, van hanh, bao tri, qufin 
19 va to van phat trien he thong mang may tinh. 

c) ChuAn ky rang Quin 19 he thong CNTT (Ma SMSS): gem cac yeu cAu 
ve kik thirc va ky nang can thiet de thkrc hien nhung cong viec lien quan den 
cac hog Clang lap ke hoach, quan 19 van hanh, quart 19 nhan luc, quan 19 ngtrai 
sir dung, quan 19 tai nguyen, quart 191oi va ski co, quart 19 an tom thong tin, quart 
19 hieu ruing, bit° tri, dinh gib hog Ong vita he thOng vi h8 trq ngubi sir dung. 

d)4  ChuAn ky nang An town thong tin (ma CSSS): li he thong cac you au 
kien thirc va ky nang can thiet thqc hien nhimg ding viec lien quan den an 
wan thong tin. 

d) Chan ky !tang Thiel Ice va phat trien phAn mem (Ma SDSS): gam cac 
yeu ciu ve kien thin va ky nang can thiet de thkrc hien nig-Eng cong viec lien 
quan den cac hos ding xac dinh, phan tich yen cau ngtreti sir dung, 'tic dinh yeu 
cliu he thong boa, chuAn bi phat trien he tilting, thiet ki tang the, thiet ki thanh 
phin, thiet ke chi tiEt, lap trinh, ho tro. cai dat phAn mem vi kiem thir phAn mem. 

2. Yeu ciu ve kien that, ky nang: moi ChuAn ky nang nhan lkrc CNTT 
chuyen nghiep c6 yen cAu ve kien thirc ca ban va yeu cau ve kien thirc, ky nang 
chuyen sau. Cu the nhu sau: 

Diem nay Mtge dot di then quy dinh tai khoan 3 Dieu 1 ciia Thong to s6 17/2021/TT-BITTT ngay 30 thang 
11 ngin 2021 can BO sevens BO Thong tin vi Truyan them& min &IL 66 sung TnOt s6 digu Thong fir s6 
11/2015/TT-STITT ngay 05 thing 5 Min 2015 dm BO Thong tin va Truyin th8ng quy djnh chuin kg tang nhan 
Ittc cong nght thong tin chuyen nghiep, c6 hien Ipc ke tit ngay 01 thing 6 nAm 2022. 
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a) Yeu cau kik tithe ca ban: yeu c'eu kik tithe ca ban ve CNTT doe yeti 
cac Chuan ky nang nit luc CNTT chuyen nghiep duce quy dinh tai Phy lye so 
01 Thong tu nay, yai trinh do thong ang theo tang hang quy dinh tai Khan 3 
Dieu nay. 

b) Yeu cau ve kik that, ky ang chuyen au: 
- Chuin k9 nang Ca sa du 	cac yeu eau ve kien tithe, ky-  nang chuyen 

sau caa Chuan k9 nang Ca sa du lieu duce quy djnh tai Phu luc s6 02 Th6ng to 
nay. 

- Chuan ky fling He thOng mang: cac yeu ciu ve kien tit, ky nang 
chuyen sau cua Chuan 1c9 nang He thong mang duct quy dinh tai Phu lye set 03 
Thong tu nay. 

- Chan ky ang Quan 19.  he thong CNTT: the yeu au ve kik that, ky 
nang chuyen sau dm Chan 1c5( nang Quan1S,  he thong CNTT duce quy dinh tai 
Phu lye s8 04 Thong tu nay. 

- Chan ky fling An tok thong tin: cac yeu au ve id& tithe, k9 nang 
chuyen sau cua Chuan ky nang An town thong tin duqc quy dinh tai Phy lye so 
05 Thong tu nays. 

- Chan ky nang Thiel ke va phat trien phin mem: cac yeu eau ve kien 
thus, ky nang chuyen sau elm Chuin ky nang Thiet ke va phat trien pit mem 
duce quy dinh tai Phy lye s6 06 Thong tu nay. 

3. Phan hang cac Chan ky nang nhan lye CNTT chuyen nghiep: moi 
Chan ky nang nhan lye CNTT chuyen nghiep duce chia thanh 4 hang theo thu 
ter Ver thAp den cao twang Img hang 04 den hang 01. Cy the nhu sau: 

a) Hang 4: 
- Dap ang yeu au kik tithe ca ban ve CNTT quy djnh tai Diem a, Khoan 

02 Dieu nay a trinh dO trung cap, hoac tat nghiep nganh dao tao ye CNTT trinh 
dO trung cap, trung cap nghe tro len. 

- Dap ang cac myc you au ve kien thiic, ky ang chuyen sau caa hang 4 
tuang Cmg yeti mOi chuin theo quy dinh tai Diem b, Khaki 2 Dieu nay. 

b) Hang 3: 
- Dap (mg yeu au kien tithe ca ban ye CNTT quy dinh tai Diem a, Khan 

02 Dieu nay a trinh dO cao ding, hoac tat nghiep nganh dao tao ve CNTT trinh 
de cao ding, cao ding nghe tra len. 

s  Cum tir "- Chuin ky nang An loan thong tin: cac yeu ciu ve kien thirc, k, nang chuyen sau cila Chan ky nAng 
An tan thong tin duqc quy djnh tai Phu lye so 05 Thong tu nay" duqc thay the Uri cum W. "- Chuin ky nang An 
wan thOng tin: cac yeti ciu ye kiln thik, ky rang chuyen sau cis Chain k, nang An town thong tin duqc quy 
dinh tai Phu luc Thong ttr nay" theo quy djnh tai !choir' 4 Dieu 1 cia ThOng tu s6 17/2021/TT-BTTTT ngsly 30 
thing I I nam 2021 dal SO trutng BO Th8ng tin va Truyan thong mkt Ai, WI sung rata s8 diftu Thong us se. 
I 1/2015/TT-BTTTT ngiy 05 thing 5 nam 2015 dm BO Thong tin vi Truyen thong quy dials chub Icy nAng nhan 
luc tong nght thong tin chuyen nghiep, c6 hieu luc ke tir ngay 01 thing 6 nam 2022. 
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- Dap img the rave you cau ve kien thirc, kg/ nang chuyen sau ctia hang 3 
twang Ung ved moi chuan theo quy dinh tai Diem b, Khoin 2 Dieu nay. 

c) Hang 2: 

Dap Ung yeu cau kien tithe co ban ye CNTT quy dinh tai Diem a, Khoim 
02 Dieu nay 6 trinh do dai hoc, hoc tot nghiep ngiinh duo too vE CNTT trinh do 
dot hoc trer len. 

- Dap Cling the mix yeu thu ye kik thirc, kSe nang chuyen sau dm hang 2 
ruing ring vii moi chu6n theo quy dinh tai Diem b, Khoin 2 Dieu nay. 

- CO kha nang phi trach met 'thorn can be icy this tit 10 ngueli trer len • 
thuOc Huh vac phis hop veri chuan ky nang ttrcmg (mg. 

- Co thed gian lam ding viec twang frng 6 nam lien We tier len a hang 3. 
d) Hang 1: 

Dap img yeu cau kien tithe co ban va CNTT quy dinh tai Diem a, lthoim 
02 Dieu nay a trinh do, dai hoc, hoc tot nghiep nganh duo too ve CNTT trinh de 
dai hoc trer len. 

- Dap ungscic mue yeu au ye kien that, kSi chuyen sau 	bpi!. 1 twang 
img ved mai chufin theo quy dinh tai Diem b, Khan 2 Dieu nay. 

- CO kha nang phu trich met nhem can b0 ky thuOt tar 50 ngueri we( len 
thuOc link v>rc phit hqp vii chub ky nang tueng ung. 

- CO then gian lam ding viec Prang Ung 3 nam lien we tref len 6 hang 2. 

Dieu 5. Hiau Ityc thi hitnh6  

Thong to nay cep hien lye ke tar ngay 22 thing 6 nam 2015. 

Dieu 6. TO chile thyt hian 

1. Chanh van phOng, Cue trueng Cue An than thong tin, Cue truemg Cue 
Oing nghiep Gong nghe thong tin va Truyen thong, Thu truemg eac co quan, don 
v1 thuOc BO Th8ng tin va Truyen thong, Giam doe SO Thong tin va Truyen 
thong the tinh, thanh ph6 true thuOc Trung wing va the ca quan, t6 chat, ca 
nhan co lien quan chin truth nhiem thi hanh Thong to nay. 

6  Dieu 4, Dieu 5 cua Thong ur so 17/2021iTT-BTTTT ngay 30 dying 11 Dam 2021 dm BO tnitmg BO Thong tin 
va Truyen thOng sua dbi, he sung melt s6 dieu Th8ng ttr so 11/2015ITT-STTTT ngsly 05 thong 5 nam 2015 dm 
Be Th8ng tin vi Truyin thong quy dinh chub' k9  nang nhSn lyt Gong nghe thong tin chuyen nghiep, CO hieu luc 
Ice tit ngiy 01 thing 6 nam 2022 quy djnh nhu sau: 
"vii,, 4. Diktu khodn ski hank 
Thong to nay c6 lieu lie thi hank a tit ngdy 01 Mang 6 thin 2022. 
Diist 3. rat  chic Mit hien 
1. Chink Van phew& Cue miffing Cite An roan thong tin. Cue triton Cite gang nghlfp congfighe thong tin va 
Truyen thong, ma Miring tie w quan, don vi thuoc 13q 77rang tin va Truyin thong, Glatt doe Si Thong tin WI 
Truyen thong ctic Unit thank ph6 trite thuac Thing urmg va the co quan, to chic. th ?thin co lien quan chic 
Erlich nhiem ihi hanh Thong the nay. 
2. Giao Cue An loan thong tin chtl tri, phoi hop Cue COng nghiep tong nghe thong tin va Truyin thong than 
mint. Inning din td chair three hien ve Chitin icy nag An wan thong tin." 
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2. Giao Cuc Cling nghiep cong nghe thong tin va Truyen thong c6 teach 
nhiem tham mutt, to chirc hu6ng dan viec thvc hien Thong to nay; nghien cfru, 
de xuAt, bO sung, cap nhat cac Chufin k9 ding nhan Ivo CNTT chuyen nghiep 
phis hop vol dieu kien thvc 

Giao Cpc An town th8ng tin chn tri, phoi hop Cue Ging nghiep ding nghe 
th6ng tin va Truyen thOng tham mutt, huffing dan to chat thvc hien ye Chain ky 
?ling An than thong tin. 

3. Trong qua trinh thvc hien, c6 ph& sinh vueng mac, ca quan, t6 at, 
ca nhan phan anh ve Bo ThOng tin va Truyen thong (Cue COng nghiep cong 
nghe thong tin va Truyen th6ng) kip thiyi giai quyet./. 

BO THONG TIN VA TRUYEN THONG XAC THVC VAN BAN HIP NHAT 

S6:ibt  /VBHN-BTTTT 	Ha Nai, ngayat hang  9  min: 2022 

BO TRUPONG Nol nh#n: 
- Vin phOng Chinh phis (de clang Cong bao va ding 
tai tin aing TTDT Chinh phis); 
- BO TT&TT: BO twang vi cac Thir twang; the c 
quan, don vi thuOc BO; 
- Ctng TTDT BO TT8aT (de ding tai); 
- Luu: VT, CATTT, CNCN'TT&TT (lob). 

Nguyen Manh Hang 



1.1.1 
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PHV LUC RS 01 
flu CAU KAN THUG co BAN VE CNTT 

(Ban himh kam theo Thong tie so 11/2015/77-B1717 ngay 5/5/2015 
caa BO trirdeng BO Thong tin va Truyiin thong) 

Tan red rac  
\roan (mg clung  
14 thuyet ye thong tin Ly thuyet co so 1.1.3 1.1 
L9 thuyet ye truy n thong  
L9 thuyet ve do luting va dieu lchien 

1.1.4 
1.1.5 

C u trim WI lieu 1.2.1 
1.2.2 Thuat toan 1.2 Thuat total va lap trinh 

1413  trinh 1.2.3 
Cac nen nit lap trinh 1.2.4 
BO vi xir 19 2.1.1 
BO nhe 2.1.2 

Cac cau phut may tinh 2.1.3 Bus 2.1 

H
g  

&
O

ng
  m

ay
  t

in
h

  

21.4 Giao dien vitotra 
Thiet bi vio/ra 2.1.5 
Cau hinh he thong 2.2.1 Cac c5u phAn he thOng 2.2 Cie chi so danh gia he thing 2.2.2 
He dieu Minh 2.3.1 
Phan mem trung gian 2.3.2 

Phan mem He thOng t4p 2,3.3 2.3 
ate cons au phat triAn 
Phan mem nguAn my  

2.3.4 
2.3.5 

Phan ding Phan ming 2.4 2.4.1 
Canis nab* giao dien ngu&i sir dung 
Thiet ke giao dien  

Giao dien ngtren sir 
dung 

3.1.1 3.1 3.1.2 
Cong nghe da phtrang tien 3.2.1 3.2 Da phtrang tien ling dung da phuang tien 3.2.2 
He thong CSDL 
Thiet ke CSDL 

3.3.1 
3.3.2 

Thao tac v8ri de lieu 

T
ha

n h
 p

la
n

  k
y  

th
mi

t  3.3.3 3.3 Ca se citt lieu (CSDL) Xis 19 giao dich (transaction 
processing)  
ling dung CSDL  

3.3.4 

3.3.5 
Ki n trac mang 3.4.1 

3.4.2 _T_ruyAn va dieu Bien dit lieu 
3.4.3 Cac giao tit truyAn tin 
3.4.4 19 mung „quan 
3.4.5 Ting dung mang 
3.5.1 Bao mat thong tin 
3.5.2 Quan 19 bio mat th8ng tin 
3.5.3 Dinh gia cong nghe bao mat 

3.4 Mang 

3.5 Sao mat 
)1E1* Itrimg bao mat thong tin  
Cong nghe thuc hits bao mat  
)(tic Binh cat yeu cau he thong 

3.5.4 
3.5.5 

Cong nghe phat trien ce CZ Cr ag 
= a p •a 4.1 4.1.1 
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he thing 4.1.2 Thiet ke kien true he thong 
4.1.3 Xitc Binh the yeu ciujohful mem 

4'1A  
Menet he jcien.tritc Phan mem vi thiet 
ke chi tiet phin mem 

4.1.5 Lap trinh va kiem the phen mem 

4.1.6 nth herphan mem viz kiem the chat 
lueng phial mem 

4.1.7 Tich hqp he,  th6ng va kiem thin chat
funng he thong),  

4.1.8 Cai at phan mem 
4.1.9 Ban giao hist mem 

4.1.10 BA° to Phan mem 

42 Cac 1(9 thuet quan 19 . 	. A 	A 	mem phat trier phan mem 

Quy trinh va Mc phuang phap phat 4.2.1 	• 
juien 
Quan 19 ve ban quyen pfkin mem 

4.2.3 puin 19 mei trutmg phat trier 4.2.3 
4.2.4 	tuln 19 du hinh vi quart 19 thay doi 
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PHU LIJC SO 02 
YEU CAU VE MEN THITC, Kt NANG CHUYEN SAU 

CiJA CHUAN Kt NANG CO SO DIY LI$U 

(Ban hanh kern then Thong tu• so 11/2015/TT-B 111 ngay 5/5/2015 
teta BO Throng BO Thong tin va TruyJn thong) 

MA tham 
Chien 

Nei dung/ Yeu cau can dot Ye  
A
u  cau  

thco 
 can dot 
hanF 

2 	I 	1 Kiln thirc I 	Kg nang 4 3 
DBSS 1 M6 dun: Xiy dung ke hooch tong the a cu s& du. lieu 

Ix 
x 

DBSS 1.1 Xay dtmg ke hooch ve he thong CSDL 
- Cac phuang pluip danh gia he 
th6ng thong tin. 
- Cac phuang phap phan tich 
van de. 
- Viec bio tri he CSDL 

[Dinh gia viec sir dung CSDL. 
Danb gia viec boo tri CSDL. 

- Van hanh va quart IY CSDL. 
- Nghien dm tang the cac he 

Mg thOng tin va CSDL. 
14p ke hooch. 
Sir dung cong cp lap kt hooch. 
GU& thich r6 rang ye ke hooch 
ho nhcmg ngueri lien quan den 
SDL. 
Barth gia cot yeu cau can dap 
g ctia CSDL. 

- That ke, lay clung CSDL tub 
thu de
k

tieu chuan. 
aDankt gia Ichti luqng vi CIO phut 
.p elm d0 lieu. 

DBSS 1.2 Chuin Itha CSDL 
- ac thinh phin dii lieu. 
- Thiet ki mi. 
- 'mkt ke dii lieu. 
- nth toin yen eta dl! lieu. 

That lap cac quy tic 4 chuan 
a lieu. 
Thiel ke ma. 

- Giai thich vier chain hem ml va 
dit lieu cho nhOng ngubi phat 
Olen img dung. 
- Nhan biet va xil lY khi co cac 
quan diem !chic nhau. 

DBSS 2 MO dun: Mc dinh yeu au caw CSDL x x 
x 

x 
x DBSS 2.1 !Chao sat hien trong va phan tich nhiem vu 

- Chi tiet cong viec Gila nguiti 
sir dung. 
- Phuong phap thu thap thong 
tin. 
- Clic phuang phap phew tich dfr- 
lieu. 	 ithu 

- Xac dinh nguan tin ye nhu cau 
caa nguiyi sir dung. 
- Thuc hien cac ky thuat va trinh 
m thu thap thong tin. 

Xitc dinh lucmg theng tin can 
than. 
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flu cau can dot] 
thco 113n7,  

4 3 1 2 	1 

MI thaw 
chair 

Kien thtit 

NOi dung/ Yeu au can dot 

Ky nang 
- Phan tich cau tra 1&i ctla cac ca 
nhan vi cac nhom. 

Lra chon, philn tich th8ng tin 
thu thap dm:lc va xic djnh nhu 
du. 

Tap hop vi tom tit ale thong tin 
da yeti au. 

TO clam thao luau ve cac van da 
uan mpg vi dua ra cat gig 
hip khic nhau.  

- Cac phtrcmg phap phan tich 
g van de. 

DBSS 2.2 Xac djnh phom vi ding vies 
- Moi tnrtmg he thong. 	Bien soon LC lieu re rang ve 
- Men true he thong, phan ding ham vi c8ng viec dap (mg cac 
vi phan mem. 	 •eu au caa ngutri sti ding. 

- Phan biet quy me, phom vi va 
do phan; top cim du An. 
- Dam phan voi nhcmg ngteri lien 
quan ve cac lieu chi thanh cong 
dm dtr an CSDL. 

Tinh tan gibs ding lam viec cho 
6i mvc c8ng viec eta dv an 
SDL. 

- Khito sat, phan tich va so sinh 
" son pham tren thj twang de 
ac djnh kha nang ap dvng cho 

deer 

an. 
Lap tai lieu ve cac han the ky 

thuat. 
I- Tu duy tong the. 

Xic djnh yeu au sa be caa CSDL 
- M8i truCmg phat filen he thOngl- Chuyen doi yeu cau cua ngutri 
va mei truong van hanh he 	sir dung thank cac yeu cau mia 
thong. 	 CSDL. 

- Phat Wan CSDL. 
- Tinh sin sang dm cac tai 

guyen he thong va ngay ban 
:i  

"ao dtr an. 
- Cach tinh gi6 ding. 
- Cac hp ch4 ky thuat. 
- Cac phucmg phap phan tich TIM 

r0. 

L
BSS 2.3 

- CSDL va tich hop c8ng viec. 
- Chirc nang va hoot dens cim 
be thOng. 
- ThiOt Ice vi van hanh CSDL. 
- Phan tfch dtit lieu. 
- Xac dinkcic yeu au hieu 
ming he thong. 
- Chinh sash an town th6ng tin 
cua to chtrc. 
- Dam No than ven der lieu. 
- Kiem soot truy cap de lieu. 

- Nhen bilk the yeti au mau 
thuin nhau va dua ra cac giai 
phap. 
- Phan tich sv chinh xic va nhat 

uan dm thong tin. 
Ap dvng ding nghe hieu qua 

dap img cac yeu cau. 
- Tim hieu ve sv phan tan caa du 
lieu 

Dinh gia cat tieu chi dtinh gia 
"eu nang. 
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Yen cau can did 
then hang  MA tham 

chieu 
Kan that 3 

NOi dung/ Yeti au can dat 

Kje fling 4 
Cie yeu cau van hinh he 

thong CSDL. 
Tien trinh tit scat. 
Clic mac va ghi chit an &roc 
tra vdo trong tai lieu Vic Binh 
reu au CSDL. 

- De xuat each tittle be° darn hieu 
& 

Chuy-en cac yeu au an town 
ong tin mkt taped s* clang 

cac yeu cau an than theng 
tha he thong CSDL. 

Chuyen cac yeu cat' van hark 
girth sir clang thAnh the yeti cau 
ea he thong CSDL. 
M8 to cac yeti au quan tong 
Ot each r43 rang vi chInh xac. 

anh

Lva chip plurcmg phitp truyan 
Ong phi hop voi viec ra ?oat 
c yeu cau va thac day tien do 

' gia met each hieu qua. 
Can 'iliac cac 9 kiin irk nguot 

,mot each phil hop.  

2 1 

DBSS 3 Ma dun: Phan tich va thiet ke CSDL x 
DBSS 3.1 Xay dung m8 hinh du lieu mac Milt them 

- Pthrong phip xay dung mo 
hinh. 
- Bieu de quan he dap the 
(ERD - Entity Relationship 

[

iagram) vi cac mes hinh 
SDL Ichac. 
Quy tic nghiep w. 
Giao dien de hoa ngutd stY 
ang (GUI - Graphic User 

Interface). 

- Phan tich cau trim thong tin, 
phan tich huding (lei thong (Bieu 
de 16p). 
- Chuyin cac yeu cau ctla ngtreri 
sir dung vao m8 hinh mire khcii 
niem. 
- Xic Binh thueic tinh thvc the. 
- Xac nthin sr nhat quirt gifts quy 
trinh nghiep vu va m8 hinh aft 
rot.  
Dieu chinh sv khac biet gifta 
Ot so mei hinh mute khai niem. 
plan biet WI gild quyet cac yeu 
au mau than nhau. 
Lap ck tai lieu dl doe ve met 

hinh din lieu mut khai niem cho 
ngubi phut trien Crng dung va 
ngtred sir dung.  

DBSS 3.2 Kiem chung m8 hinh aft lieu mite  khai them 
- M8 With to chin. 
- Quy trinh nghiep vu. 
- Co set der lieu (CSDL). 

Nam bat nhitng mei quan tam 
chinh elk ngu&i sir clang. 
- Gild thich me hinh (IV lieu cho 
ky sit phut then img dung va 
nguoi stY clang. 
- Xac nhan sv nhat wan giUa cac 
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Yen eau can dot 
theo hung  Nei dung/ Yen au an dut Ma them 

digit 
Kien thfre 1 4 3 2 K, 'sang 

me hinh t6 chin va me hinh du 
lieu. 
- Nhan biet va giai quyet cac yeu 
au mats than. 

Giai thich sv thay dei can mb 
inh dii lieu cho nhting ngueri 
uan tam de chrqc chap thuon. 
Lap tai lieu a hieu vt mb hinh 
Cr lieu cho kg,  su phat Irian (mg 

thing va ngtrei sir dung. 
DBSS 3.3 Thiet ke me hinh dii lieu mac logic 

- Chuyen doi ta me hinh dii lieu 
ERD sang mb hinh du lieu quan 
he. 

Thvc hien chuan h6a. 
Chi ra hot the eau me hinh di 

lieu ERD. 
- Phan tich huerng dta tucrng 
(Bien a 16p); Quyet dinh ve cac 
Ideu .da lieu, cac chi nave vi 

- Cfic 	the eau tinh town vcn. Quyet dinh viec du flub. dii lieu 
va thuyet minh 1sr do. 

- Giao dien a hcia ngueri sir 
dung (GUI).  

CSDL quan he, me With di 
lieu quan he. 
-Xay dung bang dii lieu trong 
CSDL quan he. 
- Hieu suAt thvc thi CSDL 
- Hieu hitt ve quy tic chuyen 
d6i tir lieu do ERD sang au 
true SQL va NoSQL. 
- Chan h6a. 

DBSS 3.4 Kiem chung mb hinh dii lieu mac logic 
- Me hinh cna t6 chfrc. 
- Quy trinh nghiep vv. 
- Ca so dit 

Kiem Chang dii lieu ve de chinh 
xac va tinh pha hop vii rave tieu 
eau du an. 
- Lap tea lieu a hi6u va me hinh 
du lieu cho ngtrai phat tri6n ung 
dung. 

DBSS 4 M8 dun: My dung va kiem thir CSDL 	 x 
DBSS 4.1 Lyn chip va cai dat he quan tri CSDL 

- Cac phuong phap thu }hap 
thong tin ter nha cung cap giai 
phap he quan tri CSDL (nha 
cung cap). 
- Citc deli chi Iva chip. 
- Mei throng hien tai va mei 
triton cai dat Uteri gian thvc. 
- Ung dung CSDL. 
- Thiet ke va trien khai CSDL. 
- Bleu rang CSDL. 
- nth sibs sang. 

- Nhan biet, hop diet va tom tit 
cac you cau kink nhau lien quan 
den he quan tri CSDL. 
- Nhan biet sr hai king hoar 
khong hai !Ong can cac nhom 

E

ach hang. 
So sixth cac quan diem klaac 
au. 

pant) gia thong tin ta nha cung 
p. 

- Gni yen au cho nha cung cap. 
I- Dam phin voi cac nha cung cap. 
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Yeu cau can dat 
thee hang  Ma thaw 

chieu 
4 3H Ky nang Min that 

N41 dung/ Yen au can dat 

- Cic phuong ?hap cal dat va 
danh gia he thong. 
- The nghiem img dung va du 
lieu. 
- Tinh tich hqp va phat trien ma 
reng. 

-Thu thop thong tin cal dat tir cac 
to chile 'chic. 
- Dinh giti str pht hqp yeti muc 
tieu caa du an CSDL. 
- Dia chon he quail to CSDL yen 
cc set can bang giaa cac you to 
chi phi, chUc nang, hieu suit, tinh 
sin sang. 
- Nam bat cac y kien del lip. 
- Giai thich quy trinh va 19 do lun 
chon cho nheng ngueri lien quan.  

DBSS 4.2 
DBSS 
4.2.1 

Thiet Ice CSDL mire vat 19 
Xac nhan m8i twang vat 19 muc tieu 
- Mei txtrong muc lieu. 	1- Dinh gilt hieu nang muc tieu. 
- He quart tri CSDL muc tieu.  

DBSS Phan tich giao dich 
4.2.2 - Phuong phap tinh wan lutmg 

du lieu. 
- Phuong phap phan tich giao 
dich. 
- Phucng phap phan tich lath 
we cot yeu.  

- Phan tich cac giao dich va xk 
djnh cac yeu cau se dung. 
- Phan tich cac yeu cau ttY gee de 
town cuc. 

DBSS Cac yeu au cµ the ve CSDL 
4.2.3 Chinh sach du lieu caa t6 

chac. 
- Chinh sach sao luu phyc 
cita to Ghee. 
- Quail ly van hanh he thOng 
CSDL. 

Hieu nails truy cap CSDL. 

- Chuen bi cac Si lieu du phong 
cho vies xac dinh yeu cats va gill 
thich 19 do. 
- Phan tich cac thong tin yeu au 
vit dua vio yeu cau tong hqp 
Chung. 
- Phan tich va to duy va viec sir 
dung he thong 8n dinh. 
- Xic dinh cac yeu cau CSDL phi]. 

op vei muc tieu. 
Khai thac cac yeu eau ban deu 
its met CSDL va phat then cac 
7eu au he thong chi tiet. 
Nh4ri biet cac yeu au mau 

than va dua ra gild phap. 
DBSS 	fThiet ke kien tree 
4.2.4 Wing dbi du tiou (too lap, 

han phtd, xir 19, loaf be). 
Nhu au xir 1y de lieu tai vi tri 
ua ngubi sir dung. 

- Xic djnh kiin true va chuin bi 
tai lieu. 
- Phan tich cac luu d6 th8ng tin 
va du 
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Yeti au an dot 
thco hong  

2 I 1 

Ma tham 
chieu 

Kien thirc 

NOi dung/ Yen au can dot 

Kt nang 4 3 

- He thong phan tan vi CSDL 
Phan tan. 
- He thong may chit, may tram. 
- Uu diem va nhuot diem caa. 
cac CSDL tap trung hoac phan 
tan. 
- Kien true mang. 

- Chuyin cac yeu ciu ciut nguai 
sir dung thanh thiet ke kien true. 
- Hop ;that va tern tit cac you eau 

ac rthau. 
?Cac djnh cac van de ky thu4t Nit 
e xuit giai phap. 
Giai thich ye qua trinh lua chun 
'en true va 19 do cho nhang 
gtkri lien quan. 

- Thiet kt do. lieu phial tan. 
DBSS Chuyen dei sang he quan tri CSDL muc den 
4.2.5 - quan trj CSDL muc tieu. 

- Lira chon loaf dd lieu. 
- Nen dit 
- Tinh town vgn dft lieu. 
- Thiel ke him ghi vat 19. 
- Cac phucmg phap tinh toan 
Krung dd lieu. 
- ICh6a dd 

- Tim hieu m8 hinh dit lieu mire 
logic. 

Xem stet su 6n djnh dm he 
thong. 
- NEI) s bier han the ciut he quan 
tri CSDL muc tieu. 
- Tinb tpan khong gian km trd 
can thiet. 

DBSS 
4.2.6 

ThiEt ke hieu nang 
- He quan tri CSDL muc tieu. 
- Viec Iva chon each truy cap. 
- Phuong phap diets chinh 
chuan boa. 
- Viec Iga ?huts chi s6. 
- Sr pban be thong gian Iuu 
trd. 

Xem xet tinh 6n djnh caa he 
thong. 
- Nhan hitt hen chi dm he quan 
tri CSDL muc lieu. 

DBSS 
4.2.7 

Phan b6 vat ly cim did lieu 
- Cau hinh thiet bj km trd. - Phan tich mat do truy cap da 

- Thiet ki %rung de lieu phan tan 
vi yang ban ghi phap tan. 
- Dinh gift hieu qua van hanh 
CSDL. 

DBSS Thief kE an man th8ng tin 
4.2.8 - Dam bao an wan thong tin 

CSDL. 
-Klein sok truy cap. 

- Danh gia tuong quan gift yeti 
can bao mat va kiem sok truy 
nh413. 
- Phan quyin thich hop. 

DBSS 4.3 Trien khai thug hien 
- Xac dinh CSDL thong qua 
SQL.  

Trien khai hoac chi dao then 
khai xac djnh CSDL theo he quan 
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Ma tham 
chieu 

Nei dung/ Yen cau can dut You du an dat 
thee hang 

Mien that 	 K9 Wing 
!Ili 

4 	3 2 1 
- Phuong phap thief ke di? lieu. 
- Viec chuyen dei dtk lieu 

CSDL mix deli. 
- Thu thap die lieu geic vi chuyen 

g dinh dang dB. lieu mule tieu. 
!Gem tra cac m8 hinh dit lieu, 
' plan ciut CSDL. 

DBSS 4.4 Kiem thir 
- Phuong phap kiem tra CSDL 
- Viec sir dung cac tong op 
kiem tra 
- Thit tuc kiem tra khi phat hien 
bit thuemg 
- Viec kiem tra so sank 
(benchmark) 
- Luu tit vi bao tri tai lieu 

I- Chuan bi di? lieu phuc viz kiem 

S 
- Phat hien bat thueng 

l'hoi hqp voi ding nghiep de 
tra ra gtai phap xir 1, cac tinh 
u(Sng bat thueng  
Chi ra diem yeti oft CSDL va 

gia anh huong dOi yen nguti 
it dung 
Giai thich d6i vei nguoi lien 
uan met each chinh xic ye 

ung diem yin ciut CSDL co 
huOng ding ke dei v6i ngutri 

it dung 
Chan bi tai lieu huOng din de 

Neu, day de, chinh xic 
DBSS 5 MO dun: Quan tri, Yin Muth he thong CSDL x x a x 
DBSS 5.1 Xay dung Ice hooch vin hanh he thong CSDL 

- Phuong phap giam Mt. 
- Ging oil giant sat. 
- Bito tri phan cimg. 
- Cai at plan cimg be sung. 
- Phuc hei sao Wu. 
- Giant sat he thong. 
- Dam bao MO nang. 
- Toan vcn cm lieu. 
- An town th6ng tin va dit lieu. 

- )5fty (hag chinh sach quin 19 he 
thong tren ca so ngan sach c6 
&roc. 
- Giai thich chinh sach quan 19 
In hanh cho ngutri sir dung. 
- Nhan thirc dtrqc tam quan trqng 
caa viec giant sat. 
- Liet ke cac bat thubng. 
- Ngliien cut viec van hanh he 
thong On dinh. 
- De xuat cac bien phap dei ph6 
veil bAt thueng. 
- LOp ke hooch cii Qat be sung. 

DBSS 5.2 

1 

Von halt va bac, tri he thong CSDL 
- Phuang phap thu thOp de lieu 
Om Mt. 
- Sir dung cac cong cu giam sat. 
- Phuong phap phan tich du lieu- 
&am sit. 
- He dieu hanh. 

- Phan tich der lieu giant Mt. 
- MO to cac phan tich met each 
chi net va chinh xac trong di lieu. 

Thuc hien cac bien phap thich 
hip khi phid hi4n ate died kin 
bat thtremg. 
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Ma tham 
chieu 

NO dung,/ Yeu au can ant Ye  a u ea .. u 

then 
can  

hang 
dat 

Men thit K9 nang 4 3 2 1 
- Nheng the do", ng khi cap nhat 
phan mem. 
- Cac img dung CSDL. 
- My dung chuan. 

- Xitc djnh thed diem thich Iwp de 
cap that phan mem. 
- Tin& lap quy the sir dung img 
citing mai. 
- Giam sat tinh Ming than dul 
huin va Mac day su cai lien. 
Chuan bj cat tai lieu ye chutm. 
Giai thich pu sai lech so vol 

chuan c6 the lam giim hieu nang 
va kha nang bao M. 
- Xac djnh cac than khong c6n 
thich img WA firth mpg thcrc to va 
can loci bd. 

BSS 5.3 b Quin tri he thtmg CSDL 
Brio ton firth toan yen 

 

BSS 
5.3.1 

t 

- M8 hinh du lieu. I- Nhan biet, phat hien nhitng 
khiem khuyet ve tinh town vcn. 

Thvc hien cat Giai phap klilic 
hut nhang !Nem Ichuyet ye Unit 
loan ven. 

DBSS 
5.3.2 

Bit° ton tau true vat 19 eta di lieu 
- tJng dung CSDL. - Phan tich bad cao troy van. 

- Phan tich cac yeu cau ciut ngutri 
sir chin, thut hien giai phap va 
danh gia tic dOng. 

DBSS 
5.3.3 

Quasi 19 phut hei sao km 
- M8i mrtmg he thong. 
- Sao km phut heti. 

- Ojai thich firth tang sao Itru cho 
ngutri sir dung. 

DBSS 
5-3-4  

Quasi 19 cac yeu cAu ye tai nguyen vat 19 
- Giii han ciut cac tai nguyen 
vat 19. 
- Kha fling ciut Si nguyen 4 
ly. 
- Phuong phap do luting trang 
chit sir dung tai nguyen. 
- Cat irng dung CSDL. 

,thuong 

- Do lutmg viec sir dung tai 
nguyen. , 
- Nam bat xu huong sir dung Si 
nguyen mot each chinh xac. 
- Du bin viec ma Ong sir dung 
tai nguyen. 
- Dinh gia su can thiet phai nang 
cap tai nguyen. 
- )(at djnh viec sir dung bat 

cat Si nguyen. 
DBSS 
5.3.5  

Cac hien phap CEng ph6 yeti viec kiem tra CSDL 
- Viec kiem tra (audit) he tilting.- 
- Thu tut kiem tra CSDL. 

Giai ditch chinh At tinh twig 
quart tri van hint h4 th89g voi 
than vien kiem ma he thong. 
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Ma tham 
chat' 

Ni(i dung/ Yeu cau can dot Yeti au an 
theo hang 

dot 

Kien that 	I 	KS,  fling 4 3 2 1 
rL Nam bat cac tieu chi kiim tra vi 
cac bien phip img phi v6i vie° 
ldem tra. 

DBSS 5.4 Dieu chinh bleu nang CSDL 
- Thiet Ice hieu ding. 
- Thiet ke bang. 
- Thiet ke chi se. 
- Phan MI vat lt. 
- Truy cap thiet bj Itm tit. 
- Citi tien hien ruing. 

- Xac dinh nguyen nhan gitun 
hieu nang. 
- Van Mpg cat bai hoc chi lien 
nhu mat each dieu chinh hieu 
nang. 
- Dam ha° chic chin khang c6 
tac &Ong lieu cue phat shill do 
viec thrm hien dieu chinh hiOu 

ang. 
- Dinh gia str an thiet phid tang 
cuing thiet bi. 

DBSS 5.5 i-18 trq ngutti sir dung 
DBSS 
5.5.1 

Cung clip med truing phat Sn CSDL va M trq s* dung 
- He (plan td CSDL. 
- He dieu hank 
- Cac ling dung CSDL. 
- Phut *len CSDL. 

- Thiet lap hose sun MI cac chuan 
phat then CSDL va cac Ong dung 
CSDL. 
- Too su thuan lgi cho ngutti phat 
trier' img dung CSDL. 

DBSS 
5.5.2 

Cung cep m8i timing sir dung CSDL 
- Cac img dung cita ngutri a* 
dung. 
- Viec sir dung phin mem dm 
rigutri sir dung. 

- Clam thieu tic Ong del vai 
gad sir dung do sp thay di ctla 

no hinh du lieu. 

DBSS 
5.5.3 

Xay dung va thpc hien ke hoach dao trio ngubi sir dung 
- each thirc thtic day tien tdnh 
dao trio nguoi sir dung. 

Xay dung ke hooch dio trio vi 
I 8 thy then kha Ming sa• dung 
Mn mem cite ngutri se. dung. 
Dinh gia Icy an dm ngtrtti sir 
ung va phan anh chi tier cite kit 
tra dao trio. 
Phan tich qua trinh dao too 
gued sir dung. 
Phan tich nhu cau eta nstrai sir 

dung ye dao too va cac bien phap 
dap Ong. 

DBSS 
5.5.4  

Kira° sat cac yeti au ba sung °Oa ngutri sir dung 
- Thu thap thong tin ve yeu au 
cita ngutti sir dung. 
- Phan tich yeu au. 

- Chuyin cac yeu eau coa ngutti 
stir dung thanh cac yeu cau vi 
ding nghe cila 4 th6ng. 
- Giai thich phis hop cac yeu au 



18 

N(ii dung/ Yeu au an do 
Men thtit 	 K' Ming 4 3 2 1  

Yeu au an dal" 
theo ban Ma tham 

chieu 

Ichong dung dm ngu&i sir dyng. 
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PHI) LI)C SO 03 
AU CAU VE MEN THtC, KC( NANG CHUYEN SAU 

CUA CHUAN Kt NANG Fit THONG MANG 

(Ban hanh kem theo Thong tic so 11/2015/TT-Bill I ngay 5/5/2015 
caa B6 trailing BO Thong tin va Truyin th6ng) 

Yeu au an dat 
theo hang  

Ma tham 
chitin 

Nei dung/ Wu cau an dot 

Klan thee Ky ning 4 1 3 2 
NWSSI Me dun: Me Chub yen eau ve he thOng man 

NWSS 1.1 Phan tich yeu cau sir clang man 

Lqa chqn, thu thap di) lieu lion 
uan den cac nhiem vu va xac 
jnh nhu au ve de lieu. 

- Cau hinh phan mem (mg dung _u 
cau. Au.

xep va t6rn lugc thong tin ve 

va phan mem trung gian 	ye 

(middleware). 
- Citc hat chi cong nghe, cac 
chuan phan cimg, phan mem la- ?Cay dung tai lieu tham khao chi 
quy trinh xir ly. 	 let ye cac hen chi cite ding nghe. 

- Cac kit thuat phan tich ria ro. TO chirc cac cuoc thho luen tu do 
a xac than tic cau h6i. 

- Lam viec them. 
NWSS 1.2 Phan itch he thong mang hien co 

-Phuong phi", quy trinh va 	Xac djnh cac nguem th8ng tin 
thuc hien thu thap th8ng tin. 	hinh ve nhu cau cua ngubi sir 
- Xac djnh mac tieu va plgun vi ;mg- 
khho sat. 	 Xic djnh ltrqng thong tin can thu 
- Kien trim mang, topo mang, ?hap- 
phan cong va phan mem. 	Phan tich phin hbi elle cac cá 
- C8ng nghe kit not mang va 	va nh6m. 
mai twang van Muth mpg. 
- Thiet ke mang. 
- Cau hinh he thong. 

- Phan tich va xac djnh sv pha 
thuec lin nhau ctla thong tin. 

- Phuong phap thu thep thane 
tin. 
- Do luting luu lugng mang. 
- Cic tong cu phan tich luu 
ltrqng. 
- Cau hinh he thong. 
- CM hinh mang. 
- Cau hinh phan mem 
clung, phan mem trung gian.  

Do luting va oath gia ltru lugng 
ang. 
Xic dish cac kha rang nghen 
ang tren ca so du hinh he 
Ong. 
Phan tich he thong. 

NWSS 1.3 Xic djnh pham vi Gong viec 
- Kien trim mang, topo mang, 
;hen cimg va phin mem. 
- COng nghe ket nei mang va 

- Xay dung tai lieu chi tiet ye 
pham vi cong viec. 
- Sap xep de you au de dap tang 

X X 
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!Ma tham 
chieu 

Kien that 2 1 

NOi dung/ Yeu cau can dat 

KS,  ning 

You au can dot 
theo holt;  

4 3 
m6i truang qua Muth. 
- Tai nguyen sin co vi 
gian hoin thanh do in. 
- Khoi lucmg cong viec. 
▪ Cac han the cong nghe. 

moc tieu. 
- Do doin k& qui ?hat thin theo 
kinh nghiem vi kien thtic co duce. 

fli

Lap ke hooch tren ca ses cat kha 
ang ye nguton luc va ban the. 
Trinh bay true quan tic nhiem 

can thuc hien theo each tuan nr 
oac song song. 
Dam phan ye cat tieu chi an dat 

duct. 
I- Xem xet tang the nhieu van de. 

NWSS 1.4 ac dinh cat yeu cau ve he thong mang 
Phan arch cat yeu cau xis 1y thong 

in cua to chile dtsai clang ac yeu 
can dai yeti he thong. 

Mk dinh mong mutm elm ngubi 
stt dm. 

Nhan biet mau than giCra cat 
yeti cau vi dtra ra each khac phnc. 
- Phan tich Unit chinh xac vi nhet 
quzin cua thong tin. 
- Giai quyet cite vin de ve cong 
gi* 
&mit gia cau hinh cua he thong. 
Lap tai lieu tham !chat) chi net b6 

cho cat you eau. 
Quan sat cat di Wong ter nhieu 
'a canh khic nhau. 

thong viekhi pang tich 
op Gila thong. 
Cong nghe ket not man vi 
of tratmg vin hinh. 
Kien true mang, topo mang, 
hin cfmg va phin mem. 
Cite yeu cau ve hieu ang. 
An tan thong tin mang. 
Wing did dm he thong. 
DO tin ay cua mang. 
Citc yeti au vin hinh mang. 
Cich they thvc hien ra soar. 

NWSS 2 8 dun: Thiet la 114 th6ng mang 	 x 

NWSS 2.1 ao sat, dinh gia cong nghe vi sin phim se bp dung 
Phuong phap thu thip thong Phan tich vi xac dinh su pho 

in 	 u0c 15n nhau cua thong tin. 
Kik tree mang, topo mpg, Gill thich thong tin ding nghe 
hin cling vi phis' mem. 	bing the Gong co thich hop. 
Cic hen the cong nghe, cat - Lap tai lieu tham khio chi tiet va 
ban phan ding, phan mem vi the hen the cua cong nghe. 
uy trinh xis 1ST.  

NWSS 2.2 hies ke he thong mpg  
NWSS ►  ac dinh kien tree mang 
2.2.1 	Ciu hinh he thong cua Ong 

fig, 
Dich vo l&p cao trong ma 
Inh 0S1. 

Phan biet gift cat yeu au num 
6 va cong nghe mong muOn. 

- Dtr down cac ket qua dtra ten 
Inhimg lit nghiem trong qua knit 
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NEN dung/ Yeu cau can (tat MA thaw 
chieu 

Yeu au can dat 
theo hang  

Kien that 
Cric chuan va quy trinh cong 

nghe kat not mang. 
- Cac cong cu va phucmg phap 
thiet ke kien tnic mang. 
- Kien tnic mang, topo mang, 
phan cirng va phin mem. 
- Sa do thong tin. 
- Loai thong tin vet ltru ltrang. 
- Thong luting (throughput). 
- Thong ke ve Ira° Wong tai 
luting va thong limn.  

xp nang 
	

4 
va kien thirc hien co. 
- Phan tich xu the bang phtrong 
phap du bao. 
- Phan tich thong tin cong nghe va 
giai thich met each ro rang va 
ngAn gcn. 

3 2 1 

NWSS Bien phap an toan thong tin 
2.2.2 - An toan he th6ng va nh&ng to 

hens bao mat tient tang. 
- An toan mang. 
- Cach thirc bao ve thong tin. 
-'Fart ban quy pham phap lust 
ye an toan thong tin 

Nhan biet va mien khai chink 
ach an than th8ng tin. 

- Danh gia, mem dei cac tieu chi ve 
an toan th8ng tin. 
- Phat hien cac van de ve an toan 
thong tin & khia cmth dap dim. 
- Xac dinh cac loaf raj ro.  

NWSS Bien phap tin cay 
- DO tin cay. 
- Hien qua kinh to (can bang 
gift chi phi lap dat va chi phi 
van hanh, bao tri). 
- Cac dich vu truven thong tin. 

- Than biet mac 40 yeu eitu 461 
ari cac bien phap tin cay elm ling 
!mg. 
Can bang cac bien phip tin cay 

'a cac chi phi can thiet. 

2.2.3 

NWSS Kich ban thiet ke 
- Tai set dung tin nu phen cling 
hien co. 
- Xay dung cac sa d6 kbed va sir 
dung cac cong cu v8 bieu 40. 
- Du down nhirmg ket qua chra tren 
kien thirc san c6. 
- Trinh bay y tuong, thong tin 
phut tap. 

- Tinh tich h9p va phat then ma,- 
va lira chgn Mot Ice hoach h9p lu. 
- Dun cac chuan va tali tpc vao cac 
tai lieu ky °mat.  

2.2.4 - Cac tieu chuan va quy trinh 
xfr ly ket not mang. 
- Ceti hinh he thong cua tang 
dung. 
- Kien trac mang, topo mang„ 
phin ming va phan mem. 
- Cong nghe mang va each cai 
dat cac chirc nAng cua thiet bi. 

Danh gia cac ke hoach khac nhau 
Ong cua giai phap. 

NWSS 2.3 Lap ke hoach van hanh cho he thong mang mai  
- Trinh bay van a, yen c.au va dal 
can hai va to chirc sap xep cac can 
h6i. 
- Xac dinh cac nhu cau thong tin. 

- Hoat Ming nghiep 
- Cat ben lien quan va cac 
nhom lam vies. 
- Cie thu tic chuyin dei.  



MA tham 
chithi 

NOi dung/ Yeu au an dot Yen au can 
theo han 

dot 

Klan that Kt &Mg 4 3 2 1 
- Cac van de to chin lien quan 
den an town th6ng tin. 

- Thitc day hop tic. 
- Phan tich va tong hop thong tin. 
- Sir thing phitn mEm quAn ly do 
an. 
- Duy tri ac quy trinh tó chat dva 
ten cac quy tic dm to chi= 

Tim hien img citing cAa ngueri sir 
ding va lien ket nhu eitu cna ho 
•eci cau hinh ctla img ding. 
Phan tich trtrc quan melt quan he 

giCra cac b8 phen va tong the cang 
inhu cac quy trinh vi this.' tic. 

NWSS 2.4 Lap ke hooch thvc hien 
- Phuong phi, tich hop va 
clang cu phan tich km Wong. 
- Cach thirc thvc hien Ice hottch 
va anh huerng dOi veri ngueri sir 
dvng. 
- Mang va m8i truong van 
hanh. 

Thu thap va phan tich thong tin. 
F - Giai thich re rang cac thong tin 
ve Gong nghe. 

Gal thich va tong hop kit qua. 
Phan tich thong tin, tinh huong 
it  lap ke hoach trong OM han 

'ep vu va tai chink. 
- 1.4p ke hoach hoot dOng, phiSi 
9p hoat clOng vi thvc hien ke 
oath. 
Sir Ong ac Gang cv quan ty do 

Lil  

'va phanmeinlap lich. 
Dv tan chi phi thiit ke, xtty 

dung va chi phi van Unit, bac) tri 
die thong. 

NWSS 2.5 Ili sok thiet ki 
- Ck thin tic rit scat thiet ke. 
- ICien trim mpg, topo mang, 
phan cling vi phAn mem. 
- Mang va m8i truemg van 
hat*. 

- Truyen dat th6ng tin ve Gong 
nghe cho nhOng ngued sir ding 
khac nhau. 
- Giai thich r6 rang cac thong tin 
ve tong nghe. 
- Lang nghe y kien phe binh mang 
tinh xay ding. 
- Giai thich r6 rang th6ng tin ve 
ding nghe va sir dung ac tong co 
thich hop de gill thich. 

NWSS 3 MO dun: fly ding vi thir ngh4m hg thong mang x x x x 
NWSS 3.1 Thvc hien cac buec chuan bj 

- Can hinh he thong. 
- Cii d4t Odin mem VA cite thin 

- Phan tich thong tin va tinh 
11118"g• 



23 

NOi dung/ Yeu cau can dot MI thaw 
ehieu 

Yeu eau can dat 
then hang  

Kien thfrc 4 110 nan 2 3 
wc de thiet dat cau hinh. 
- Cac ben lien quan va nhom 
lam viec. 

Xem xet rai ro. 
- Chug.' bi cac ke hoach khac 
nhau. 
- Xay dung ke hoach hog dOng. 
- Tulin thu the thu tut thich hop. 
- Lap tai lieu chi tiet ve luting guy 
trinh nghiep 
- Dam phan va ph6i hop cho den 
khi cac ben lien quan deng 9 de 
cai dat. 

NWSS 3.2 Cai dat man 
- Cai.ctkit phan mem va cac thu 
tuc de cau hinh. 
- Cac van a chuyen doi dit lieu 
va cac thu tut thuc hien. 
- Cac van de ve tuang thich va 
cac thii tut thve hien. 
- Ciu hinh phan ding. 
- Kien true mang topo mang, 
phan cimg vi phen mem. 

Xay dung ang dung mai. 
Trinh bay cac thong tin ve Gong 

viec cai dat cho nguoi six dung. 
Xem xet cac 9 Iden (lad not hoc 

van ban) va ea phan hoi thich hop. 
Ap dung chitin lugc cid tien lien 

we va cat tong ca hO trio. 
- Ojai quy-et kip chid cac mau 

tign. 
- T6 chat nhieu lick nth vi quan 
9 cac met pan trpng, dua ra cac 
ieu chink can thi8t. 
Minh hca tao Ong ve hien suet 

'a that hien cac dieu chinh can 
thiet. 

NWSS 3.3 Chuan bi thir nghiem 
- Cac tong ea va thu toc thu 
nghiem. 
- Cac yeu cau nghiep vv. 
- Cac cing dung. 
- Med trtrang mang. 
- Cac anh huong ca' a 181 din 
hieu nang he thong. 
- Ngan sach can thiet vi ca cau 
to chdc. 
- Men true naang, topo mang, 
phan cnug va phan mom. 

- T,Inrc hien viec phan tich he 
thong. 
- Tniyen dat vi hieu th8ng tin. 
- Phan doh va xay dung eau Sc 
he thong. 
- Xac din.h cac thiet bi thir nghiem. 
- Lien ket cac loi veri chafe nang 
eta he thtng. 
- Phan tick nguyen nhan/ 19 do cila 

c van de vi de xuat Ice hoach 
anh Ong. 
Phan tich chi lieu. 
Ranh gia Inat dO phis hop caa 
an tinh huong nghiep vu voi cau 

Sc he theng. 
- Dam phan de cung cap cac  
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Yen au can dal-
thee hand  

Nei dung/ Yen au can oat MA tham 
chieu 

Kien thfrc Icy 'tang 
ngutm lye can thiet. 
- Nhan Net cac diem marsh va han 
the eta 1110  

4 3 2 1 

NWSS 3.4Thir nghiem mang 
- Phtrang phap thus hien thfr 
nghiem va cac thu tits. 
- !yen true mang, topo mang, 
phan clang va phlin mem. 

1- Sir dung cac cong cu lap ke 
hoach. 
- Giai guy& van de ve quy trinh vi 
thu tits trong pham vi trash nhiem 
cua mill. 
- Phan tich plan bien cac chi tiet. 

Ghi lai cac kat qua this nghiem. 
- Xem xit cash thtic phi' hop de 
thus day quy with. 

klic

Kiern soat cite m6c quan tong. 
Khuyen khich va h6 trq cac 
anh vien caa nhdm va phan ding 
' h nhiem de dat nnic tieu cua 

Whom. 
NWSS 3.5 Phan tich va danh gia kit qua thin nghiem  

- San pham va m6i tuang quan Ap dung cac quy tichiguyen tic 
trong m8i trtrong tit* nghiem. d6i veil quy trinh/dtt lieu va lap 
- Quy trinh cal tiers lien We de Juan logic de rat ra kit Wan. 
thus hien thin nghiem. 	Gild thich ve cac 9 tuOng/themg 
- Cac tha tits bao cao trong t6 tin Phtle tall 
chk. 	 - Nerq xet phuang phap gill guyet 

i  an de plot cash sang tao va xay 
ung ke hoach/phtrong phap tiep 
an mai. 
Nam bit va chuyen cac ket qua 
it nghiem vao trong cac tinh 

huiing thirc.  
NWSS 4 M8 dun: Van Minh vi bao to hg thing mang  

NWSS 4.1 Thuc hien cac buds chuan bi cho 'Teti sir citing  
Chinh sash va dui nic cua g - Ap dung cite quy tic, dui tic cho 

tai khan va lap tai lieu. 
- Viec mer Ong cac thu rue. 
- Lap va luu tni tai 
- Cac c8ng cyan town thong tin.r man thil 
- We dieu Wirth va he th6ng 	va thu tits. 

- Xac dinh va giai quyet cac van 
a. 
- Tiep nhan cac cau hat va xec 
Binh Oi dung eau hoi. 

NWSS 4.2 Xity dung chinh sash bao tri, cap nhat va nang cap 

- MO to nol dung cac thu use bao 

cac quy tic, chinh sash 

- Thiet lap mang cho nguoi sir 
dung. 
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Yeti au can dat 
theo hang  

4 3 2 1 

tham 
chicu 

Kien that 

Nei dung/ Yen au can dot 

K9 nang 
- Cac he thong nghiep vv. 
- Vong deri cart he thong mpg. 
- Klan true mang, topo mpg, 
phial ding va phan mem. 

Sy phi thuec gifta he diet' 
Ph va he thOng. 
Cie tha tic sao !Irv. 

- Xac dinh nhu eau va mong muon 
caa nguai sti dung. 
- Dv down ket qua dva tren kien 
thin da ca. 

De xuet vi thvc hien ke hoach 

failh

Ong. 
Giii thich ve cac 9 tuang va 
Ong tin phirc top. 
Dinh gift ciu hlnh vi sv an dinh 
a he th8ng. 

Thu thap thuftg xuyen thong tin 
ve san pharn mei.  

NWSS 4.3 i ap  ket ho3ch bio trl 
k  Cac cong cu va thu tic bao tri. Dinh gift tac dOng dut the 16i ky 

Cac thu tirc van hinh he thong It. 
g tha to ch&c. 	.- 1...ap Lai lieu ha tn7 met each chi 

-et va ro ring. 
Dam phan htrang tai thee thuan. 
Dv down cite kat qua ve mat cong 
OIL 
Nam bit va truyen dat thong tin 

cho the ben c6 lien quan mOt each 
hu et him va di an muc tieu. 

NWSS 4.4 ye hien bito tri, cap nhat va 
g cap  

Cac thu toe thin hien cap 
. 

Ly do cap rthat. 
Cite van de chuyen dei de lieu- Danh gift cau hinh, tinh on dinh 
a cac thil tic ding nhu cac ve 

tuang thich va this toe giai 	Lap ke hoach quy trinh thvc 
uyet. 
Kien true mpg:  topo mpg, 
Kan cimg va phan mem. 
Thu bac &to tri. 
Cfic tha tie vi tieu chuan lap 

iti lieu bao tri. 

NWSS 4.5  ao luu va phuc hei da lieu 
Cac the tic sao km va phyc - Nhan bier cac van de trong he 
8i di! lieu. 	 thong va &nth gift tarn quan taxing 
Kien vac 	topo man, mpg, 	•caa dating. 

Thy° hien viec cai den, sirs dal 
ha hop v6i sir phat trien caa cong 
ghe. 

eta he thong. 

Tuan this cac thu tuc pha hop. 
- Tim hieu viec van hanh, dap ling 
elm he thong. 
- Thn hieu va danh gii the di! lieu 
nhan &roc. 
- Trinh bay thong tin mOt each ro 
rang va chlnh xac.  
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Ma thaw 
chieu 

Nei dung/ ir'eu cau can dat Yeu eau can 
theo hang 

610 

Kan thfre K9 fling 4 3 2 1 
phArt cling va phin mem. 
- Cac phtrang lien sao luu. 
- Cac quy djnh ye ltm es dien 
M. 

Thvc hien ck thin Mc. 
Lap tai lieu ad lieu h8 trg chi tiet 

iron ca se cac thong tin va cac 
hog clang. 
1E)anh gia tic ding caa cac hanh 
ong. 

NWSS 4.6 Quail 19 cAu hinh he thong mang 
- Tlauc hien ding k9 (registry) 
trong ca so dir lieu va truy nha 
co so dir lieu. 
- Cac thu tic dm t6 elite trong 
viec mua sim va kiem soat dau 
ttr. 

- Sir dung cite cong cu kiem sok 
' 	phin mang. 

- Sir dung ca se du lieu ding ky. 
- Lap cac tai lieu h8 tic chi tiet. 

Thvc hien viec giam sat Ye sir 
prig an roan va hieu qua tai 

nguyen. 
- Phoi hgp Yeti ngubi sir dung lien 
quan den viec phan be be nha. 
- Time hien giam sat cgu true 
mang va viec sCr dung hieu quit cite 
tai nguyen duce ditt tu. 

NWSS 5 MO dun: Quin I:4 he thing mang x x x x 
NWSS 5.1 Tittle hien c8ng viec giam sat mang 

- Phuang phap thu thap dir lieu 
giant. sat. 
- Cach sir dung cite Ong au 
giam sat. 
- He thou hanh. 
- Cite ang dung. 
- Kien trot mang, topo mang, 
phan cling va phin mem. 
- Mang LAN, WAN vi cac m8 
hinh mang khac. 
- Chinh sach tit tha tvc an Wan 
th8ng tin caa to claim. 
- Yiec lap tai lieu, luu trft va 
the &Ong cu an town thong tin. 	' 

- Phan tich dir lieu Om sat. 
- Lap cac tai lieu c6 nei dung phan 
tich met each chi tiet. 
- Nam bit cite xu huang ye hieu 
ring va chin doin sai loch lie hieu 

g- 
Sir dung plain mem quart 19 out 

- Phan tich hog dung °Oa he thong 
4 tic ding, hien qua eua he 

'in& 

NWSS 5.2 Phan deli str co va phut hot 
- Phuang phap phan tich dit 
lieu giiun sat. 
- He diet hanh. 
- Cac Ung dung. 
- Kien trim mang, topo mang, 
Olin cling vi phan mem. 
- Mang LAN, WAN vi cac me 

Thvc hien cac bien phap thich 
gp khi co sv co bat thud:mg. 
Gill thich IA dinh gii s6 lieu. 

r  Time hien xa 19 sv e6 khi co true 
tric va ngimg he thong. 
- Nam bit cac xu hyena ye hieu 

kg va chart doin sal tech ye hien 
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Yeu cau can dat 
theo hang  

1 
hinh mang khic. 	 rang. 
- Cac eau phan va thiet bj dieu - yiet bao cao theo dai sv c6 vi de 
khien cita mang. 	 uat xi' t6i. 
- Cic thit tvc khan phvc stir coS.  

NWSS 5.3 Phan tich hieu nang he thong 

Ma thaw 
chieu 

Kan thirc 

NOi dung/ Yeu clu an do 

KS,  ming 4 3 2 

Kien frac mang, topo mang, 
han cling va phen mem. 
Trang thai km lucmg mang. 
Phan hei Ma he thong. 

- Yong dtri Ma he Meng. 

t
Sir dung cac Gang cv do luting vi 
ilun sit mang. 
Phan tich he thong. 
Sir dung Mc cong cu kiem tra. 

- Phan tich vi (lath gia deo chinh 
xic dit 
- Chen doin gioi han ve hieu Wing. 

Nem bat xu huOng hieu nang vi 
than doin sai loch ye hieu nang.  

NWSS 5.4 Phan tich va doi ph6 vol cac vi ham ve an Wan thong tin.  
- Kien true mang, topo mang, 	ph6 thich hop tai thai diem 
phan cimg va phan mem. 	vi pham. 

Cic thu tvc giant sit. 	- Sir ding cac cong cv Om sit 
- Cac cOng cu phat hien xam 	tang va tang cv phat hien xam 
nhap trai phep. 	 ap trii phdp. 

- Cac hien phap dei ph6 vei 	Sir dung cac cOng cu pheng 
hinh vi vi pham an toin thong Via. 
tin. 	 - Thu chap thong tin mot each 
- Lo heng an man th8ng tin va trong xuyen. 
ban vi 181 
- Virus may tinh. 

NWSS 6 M8 dun: Dinh gia he th6ng mang x X x 
NWSS 6.1 Danh gia he thong mang 

Phan tich vi tich hop dieing tin. 
Sir dung cac tong cv lap m8 hinh 

mO phong. 
Danh gia, dieu chinh ke hoach 

- Cac nguton lye Ma to chirc va stoat dung. 
cac han the dm ngu6n lit 	_ Xac djnh cac diem an cai tien. 
- Quy trinh, thin We giam sat  - Bao cao ding tat dinh gia he 
tren he tho5ng. thong melt cacti de hieu. 
- Cac chuin lap tai lieu va cac 
the tvc eta phe hien trong neoi be 
to chtic 

- Thu tic danh gia, thit tvc 
giant sat, thii tvc bao,cao va 
chinh sach 	th8ng mang 
trong to °him. 

NWSS 6.2 Du'a ra de xuat cid tien he thong mang 
- Yong dbi ciut he thong mang. - Da xutt cac st.la dai va cii den he 
- Dtt bac fuel luting mans ve thong vi phin tich cac muc lieu, 
you cliu cua M thong mang 	rang buOc. 
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MA thaw 
chi& 

Nt)i dung/ Yeu au can dat Ye - 	i 	X u cau can 
theo hang 

dat 

Kien thtic !Cy 'tang 4 3 2 1 
- Phuong phap thu thAp th8ng 
tin. 
- Han chi tong nghe,va cac 
chuan phan cling, phan mem vathOng 
quy trinh xu 1.y. 

Thu thap thong tin thuang xuyen 
e cac san pham mai. 

- Nam bit xu hi/Ong au Malt he 
mang au cac to chin khac. 

NWSS 7 ,A1O dun: Ttr van phat trien he thOng mang x x 
NWSS 7.1 Tu van ve 14p kt hoach a phan tich he thong mpg 

- Wong deri tha he thong mang.L 
- Danh gia he th6ng mang. 
- Dv bao huong phat then he 
thong mang 
- Quan 19 he thong mang 

Nam bat xu hueng ve catu hinh 
tia he thong mang trong cac t6 

chrtc  ithac• 
Tong hop nhUng diem chinh 

trong ode cu is thao luau to do. 
Lam viec nhem. 

- Thu* brink 
NWSS 7.2 Ttr van ve thiet ke a "Iv dung he thOng mang 

- Thiet ka va xay thing he thong 
mang. 

- N6 bit xu huong ye au hinh 
dm he th8ng mang trong cac to 
shirt khic. 
- Tong hop nhtmg diem chinh 
trong cac wee thao luau tv do. 
- Lam viec nhOrn. 
- Thuyet trinh. 

NWSS 7.3 Tu van ve vim hanh va bao tri he thong mang 
- yiec van hanh vi quim 19 he 
thong man& 

- N6 bat xu huong ve eau hinh 
dm he thong mang trong cac to 
chile khac. 
- TOng hop nhimg diem chinh 
trong CAC cues thao luau iv do. 
- Lam tee thorn. 
- Thuyet trinh. 
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PHU LUC SO 04 
YEU CAU VE MEN THUC, Id NANG CHUYEN SAU 
CUA CHUAN Id NANG QUAN Lir( HE THONG CNTT 

(Ban hanh kern theo Thong to so 11/2015/7T B1 	ngay 5/5/2015 
cua BQ trwentg BO Thong tin viz Truydn thong) 

MA them 
chigu 

SMSS 1 

Nei dung/ Yen au an do 

Min that 	 rf nAng 
MA dun: LAp ke hoach quan 13, he thOng 

nu au an dat 
theo hang  

4 3 2 1 
x x 

SMSS 1.1 Xac dinh cac yeu can quan 15,  he thong  
- Nei dung vi cac dieu khoan lien,- Tim hien ve chitin lugs tin hoc 

6a. 
Xac dinh nguen thong tin 
hinh ye nhu tau nguai sir 
nag- 
Thyc hien cac phuang phap 

va thu tic thu thap thong tin. 
Phan tich phan hei n1 cite ca 

nhin va cac nithm. 
Ap dung plurcrng phap phan 

tich tong vies de de xuAt cai 
flan va cai each. 
- Ap dung phyang phap phan 
tich van de de giai quyit cac 
van de ye quan ljr he thOng. 
- Lap tai lieu ve cac kit qua 
pick rich, ke hoach cai cash vi 
giai thich cho nguoi sir dyng.  

SMSS 1.2 Xic dinh cac dich vu quan lt he thong  
- Cong viec cua nguiti sir dung. 	pap tai lieu cho ngtrei sir dung 
- Viec sir dung he thAng. 	e pham vi cart cac dich vu. 

- Viec quan lcr he thing 	pain pit  v6i ngubi sir dung 
MN dung dich cac mac 

hanh he thong. 
- 	nii trong quart lfr van 

rich  vg va. pham (rich 
em. 

* 
- Thyc trang caath chirc vi Gong 
nghe hien 	

Xac" dinh pham vi va mire 
:ch vu phi: hop yeti ngan sach 
en cA5- 
Xac dinh cac han chi ve pham 
va mite de,  cart cac dich vu vi va 

cung cap.  
SMSS 1.3 Tinh man chi phi/ lgi ich caa cac dich  

- KE loan. 	 .11Phan tich cac yeti to hinh 
- Phucmg phip hoach toan chi 	anh dich  

de. 
- Ck xu hueng hien tai va tucmg 
lai cart loai hinh nghiep vu, nganh 
nghe, list vim hoat d0ng caa to 
chirc. 
- Cac xu htrong hien tai va Wang 
Iai con CNTT. 
- Viec van heath quart 1y tang the 
he thong. 
- Quan 131,  con ngu6ri. 

quan din tong vier cua ngueri sfr 
dung. 
- Vik thu the!) thong tin. 
- Cite phucmg phap phan tich yin 

- Phuong phap dinh luang nei 
dung cart the dich vu. 
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Yeu au an dot 
theo hong  

Kien thtic 

Ma tham 
alien Ntii dung/ Yeu au can dot 

KS,  ming 4 3 2 1 
chi. 

- Cac yeu t8 a 4./ thay dai chi 
hi cho quan 12 he thong. 
Chi phi mua sim cho to chirc va 
ac chi phi khac. 
	hanh  

- Uttc tinh tien dau to vac 
nguen 	va chi phi vAn hAnh. 
- Giai thich chi phi/ 191 ich cho 
ngutri sir ding, dieu chinh (neu 
can thiet) de duqc chap thuan.  

tic SMSS 1.4  ay dung quy tran  
Cac c6ng viec quan 11 tang the 

he thong. 
Viec chan him vi cac thit mt. 
Viec sir dung nguan 
Quin 11 thay  

- Cung cap bleu mAtt this toe va 
tieu chuan hoa cac hoot deng 
hang ngay. 
- Kay dung tai lieu a cac quy 
tic mot each holm chinh, chinh 
xlic va re rang. 

That hien sir khac nhau gift 
quy Jac vi tinh hinh thuc te, 
quyet dinh ve cac hien phap cal 
tien. 

Giii thich quy tic de duqc 
chap thuOn. 

Nam bit 2 kien phan bien.  
SMSS 1.5 Xtly dung ke hooch quart' 11 he thong 

- C8ng viec quan 1, tong the he 
thong. 

Viec soon thao ice hunch. 
Viec vOn hanh thong. 

- Viec bao tri he thong.  

- Soon thito cac ice hooch ngin 
han vi did hon. 
- Giii thich re Ice hooch cho 
ngu6i sir dung. 
- Xem xet quan 12 hoot dons he 
itheng theo quan diem tong the.  

SMSS 2 MO dun: Quin 19 he thOng x 

SMSS 2.1 Vfm hanh he thong 
- Viec 1#p Itch. 
- VOn hanh he; thong. 
- Xay dung tai lieu hutmg din sir 
dung. 
- Der lieu danh gia mac do, dich 
vu vi each that thu thap' du lieu. 
- Viec phan tich va danh gia aft 
lieu thu thOp chrorc. 

Too stx Tang ththan cis ngtrei 
it dung a sir hop 11 dm lich 

v#n hanh. 
Xem xet this tux cang viec vi 

xep Gong viec met each 
eu qui. 
Xem xet mire de kho !than 
ong tong viec, trinh dO k2 
ang mica nhan vien phu trich 

va uarc luting thtri gian vitn 
hanh. 
- Brio cao cho lanh do° ve ket 
qua phan tich, danh gia firth 
hinh hien tai vi cac van de hoot 
&Ong dm he thong.  

SMSS 2.2 Quin 19 ngutti sir dung 
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chieu 
MA tham Yeu Nai dung/ You eau 	a n dot eau can dat 

theo hang 
Kien thire KS! nAng 4 3 2 1 	' 

- Chinh sach va mpc Bich ciui 
viec quan 19 ngtred sir dung. 
- Quan 19 viec clang k9. 
- Quail 19 an than thong tin va 
tinh Hang tu. 

- Xac dinh cac hang mpc dirge 
giam sat beri he thong Ira cac 
hang mix duce giam sat bed 
ngired sir dung. 
- Kie'm tra su khong nhat cyan 
giera thong tin dA clang kj,  va 
tinh gang six dpng dm nguroi sir 
dung. 
- Giai thich cho ngtrOi sir dung 
ve six can thiet Gila cac nei dung 
an dugc ngueri sir dung giam 
sat. 
- Bao cao cho lAnh dao cac ket 
qua phin deli, dank gia hien 
trang va cac yin de ye quart 19 
nguai sir dung. 

SMSS 2.3 Quan 19 van hanh 
- Linh vgc hoat dQng Gila to chin. 
- Quy the van hanh. 
- Quan 19 lei va lchac phpc 16i. 

Cie dieu kien ring huge va cac 
diem can xem )(et de chuen bi lap 
ke hoach. 

Quan 19 nhan scr. 
- Hop deg voi nhan vien ben nom.  

Danh gia khed luting tong 
iec va so Luang nhan vien theo 

1  au cau' 
Xac dinh tong viec pith hap 
ifri pham vi {mg dung CNTT. 
Kiena tra viec van hanh co 

I gc thgc hien chinh xac, kip 
• &i theo Wm' 	quyen hay 

Ong. 
Phan tich ket qua van hanh vi 

• a xuat cac bien phap cad tien 
ach thirc van hanh he thong. 
Van hanh va xay dung the 

• uy tic lam viec Whom de co 
eu suet cao that. 

SMSS 2.4 Quan 19 chi phi 
- Cac phgcmg phip xac dinh ngin 
ach. 
Clic phuorig phap thu thap 

thong tin ye chi phi that te. 
Chi phi ban clau va chi phi van 
kill. 
Thue va cho thug. 
Cac phuong phap ye chi phi b6 

sung.  
Flep deng va thanh town hgp 

dOng. 
- Cac phirang phap phan tich su 

- Chia cac hang mue chi phi 
eo nguen yen vi loai chi. 
Xem xet viec mua stun met 
'ch thich hop bang each so 

giva viec mua sam vi time 
oii. 

r Vic dinh six pith hgp gift,  
ngan sash Nit chi tieu thue te. 
- Phan tich sg lchae Net gbh 
ngan skit vii chi tieu thuc to va 
bio cac ket qua phan tich dm 
Mali dao. 
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Nei dung/ Yeu cau an Bat 1 Ma them 
chieu 

Yeu cau can 
thee hang  

Kien thine 
khic biet Oita ngan sich va chi 
tau that te. 

1C9 nang 4 3 2 1 

SMSS 2.5 Quart 19 nhan lye 
- BO Lust Lao Ong. 
- ?hap lugs lien quan den binh 
dang OM tong tuyen dung va sir 
dung lao dOng. 
- Philp lull lien quan den sire 
lthoe va an toan lao dung. 
- Giao due va dio tao. 
- H9p ding ben ngoii. 
- Quan 19 nhiem vv. 

- Tinh toan s6 gib lao dOng can 
duet. 
- Tinh town chAt Wong lao 
dOng. 
- Thiet cac nhiem vu mOt 
cash thich hop. 
- Quan 19 trang 	cOng viec 
va tinh tang sire kb& via nhan 
vien. 
- HO trg nang cao Wing lye eta 
nhan vien. 
- Dieu chinh va dam phan giaa 
the th chin de luan chuyen can 
b6- 
- Dieu chinh va dam phan v6i 
the nha thAu ben ngoai de sap 
;cep nhan vier]. 

SMSS 2.6 Quin 19 cac diem phan tan (Distributed site) 
Cdc vein de ve quan 19 he thong 

tai cac diem phan tan. 
- CAu hlnh he thong va the citu 
phan eta cac diem phan tan. 
- Gang viec cua ngtreci sir dung 
the diem phan tan. 

Citc cling nghe ve he tilting 
phan tan. 

- Nam bat cac you eau ye quart 
van hank he thong tai cac 

diem phan tan. 
- Xay dung he thong quan 19 
the diem phan tan ten cc s6 ke 
hoach quart 19 he theng. 
- Nam bit cac vAn de ve quart 
9 van Minh he thong phan tat 

vi xem xet cac bien phap khac 
phnc. 

Xfiy dung ke hoach dao trio tai 
cac diem phan tan. 

SMSS 2.7 Sir dung he thong quiin 19 van bath 
- Cac cans viec chung trong van 
hinh he thong. 
- He thong quart 19 van hanh. 
- Cac yeu cau d6i voi he thong 
h6a. 
- Citc g6i phan mem co san dung 
tong quan 19 van Muth. 

- Nam bat' cac yin de ve quitn 
19 van hank he tilting va de xuat 
cai tiOn. 
- Dinh lugng the tact  dOng cua 
viec img dung he theng quail 19 
van hank. 
- Xac dinkkha nang thich img 
ciut g6i phan mem cho the tong 
viec ctia to chtc. 

DE xuksiai phap kb& phuc 
cac vAn de lien quan den viec  
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chieu 
Ma tham Yeu NOi dung/ Yeu eau 	cAn dat au 

theo 
can 

hang 
2 

dal 

1 Kirin that Kt nine 
lquan 

4 3 
19 he thong phin tan. 

SMSS 2.8 Chan hem 
- Cac tong vied lien quan clan van, 
birth he thong. 
- Thu Mc chuan Ma. 
- Quan 19 clic chuan. 

Xay dung cat bieu miu ca 
dinh va chung cho cat ding 

ViXe:y dung tai lieu ye van hanh 
a chuan Ma de huong din cho 
gued sa dung. 
Xay dung cat chuan ye IchtSi 

trong tong vied va giai Mich 
ho ngutli sa dung ye cat 
han nay. 
Kha ang gild thich cho ngtred 
• chpgve sa can thiet tuan thu 
'c chuan. 
Nam bat Mac trang ac tong 
•-ec co the ang dans CNTT va 
ac mac da pha hop theo cat 

bhuan. 
SMSS 3 MO dun: Quin lt tali nguyen x x x x 

SMSS 3.1 Quin 19 phan ding va tai nguyen mang 
- Phan Gang va mang. 
- Tang chi va cau hinh phan cling 
va mang, cat thanh pit au hi 
phan cimg vi eau hinh mang. 
- Thiat bi thOng tin lien lac va 
• ich vu truyen thong. 

Quin 19 clang k9. 
Quan 19 tai san. 
Quin 19 au hinh. 
Quail 19 thay di. 
Bao al phan cling. 

- Quart 1, va bao al mang. 
- Thu tic kiem tra mpg. 

L xiy dung ban Bang k9 quart 
9 
Quin 19 tai Mn phan tang va 
kit phan mang thich hop. 
Quin 19 tai sin phial cang va 
i sin mang hien cd di duy tri 
c gia tri sir dung. 

Xac dinh phi= vi itnh htro-ag 
Si voi van hinh lien quan den 

• 
thay dad eau hinh phan cling 

a mang. 
So Binh hieu qua kinh to girth 
' hinh third so hi u (mua, thut 
a cho thug). 
'Ran 19 tai san mang hien có 
e duy tri cat gia tri sir dung. 
Dinh gia str tuong thich caa 

he thong truyen thong th' 
ban, thiet bi mpg va phan 
em mang cho to third tren 

uan diem van hanh. 
So sanh hien qua kinh ti dm 
' 	he thong thong tin lien lac 
ac nhau. 
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Nei dung/ Yeu au can d31 

Kien that 

flu cAu can dot 
theo h n 

Henn  
uan 11 plan mem 

- Phan mem. 
- Cau hinh phan mem. 
- Cac yeu to cAu hlnh phan mem. 
- viec quart ly ding 14. 
- Quan 19 au hinh. 
- Quan 19 thay dei. 
- Wing dbi phAn mem. 
- kicip long ban quy'en phan 
mem. 
▪ Viec ha trq cia nha cung cep 
phan mem. 
- Ban quyin. 
- Cie tong cv quint, thu vien. 
- Cac et:mg cv quint, tai 

Kt nAn1 

Xay dung ban dAng k9 quint 
ly va quan 11 tai san phan mem 
met cach thich hqp. 

Dinh gia kith ming tran‘ 
thich ciut timg gal phan mem 
thanh phin (16i v6i to chirc theo 
quan diem van hanh. 

Xac djnh plutm vi anh hueng 
cua sv thay d8i eau hinh phan 
mem dOi voi van hanh he 
thong. 

So sanh so khac biet ve you 
cAu bit° ve quyin ser him ti tue 
do sv khic biet trong hinh that 

hAt trien (tv /bit trier, phat 
triOn theo cam ket va mua phtm 
mem).  

SMSS 3.3 Quan ly de lieu 
- Da lieu dm to chirc. 
-,Chinh sdch bito m@ de lieu cua 
to chirc. 

Quan ly tai nguyen thong tin. 
Vong dei dui de lieu. 
Quan 11 de lieu. 
He quin tri CSDL. 
Quan ly CSDL. 
Dante mvc he thong (catalog). 
Tt dien/ thu mvc da 
Chan hoa da lieu. 
The tic kiem soat de lieu.  

- Xitc djnh tam quan tong cia 
iir lieu. 
- Dinh gia stir Wong thich cua 
:41c Gang cv quan11 an toan, 
wan 11 de lieu, tong cu phan 
ich du lieu tir quan diem van 
th. 
• Giai thich Gee se lieu va phei 
inp voi kiim scat vien. 

SMSS 3.4 uan11 trang thiet bj 
- Cac tea nha cUa t6 chirc va 
trang thiet bi phi trq. 
- Trang thiet bi van hanh may 
tinh. 
- Trang thiet bi truyen th8ng. 
- Phitp lust lien quan den cac Bien 
phip an toan cho cac ca sa vat 
;hat va trang thiet bi. 
- Cac hinh thee so' heu ca sa vat 
that va thiet bi (mua, cho time va 
:hue). 

Xac djnh duce tam quan trong 
na diet bj. 
Nam bit cac diem can km 1 

tong quan19 thiet bj. 
- Nim bit nhuqc diem cea quy 
trinh quan11 thitt bj va thtrc 
hien cac bien phip de pheng 
can  thiet. 
- So sanh hieu quit kinh to dm 
de hinh thuc se/ heti khac nhau 

(mua, cho thug va thue). 
Nem bit nhu c diem ciia cac 
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Yeu au an dat 
theo hang  NQi dung! Yeu au an do MA tham 

ehieu 
Kien that 

- Bao him thiet hal. 
Tieu chan va bien phap bao 

dam an toitn he thong thong tin. 

19 Wing  
tea nha nai lap dat thiet bi, cia 
trang thiet bj tai cat dia diem 
phan tan va thoc hien cac bien 
phap de phing can thiet.  

4 3 2 1 

SMSS 4 
SMSS 4.1 

MO dun: Quin IS 18i vi sw co 
Giam sat 18i 

x 

- Cite nil dung an &am sat. 
- He thong Om sat. 

Cat loai 18i he thong va cac die 
g rieng le. 

Phuong phap phat hien 18i. 
Cric trutmg hqp 18i trong qua 

11. 

Xfiy (long phuang phitp phat 
hien 161 tir giai doan du. 

ray dtmg hinh thic giam sat 
trong hoat dOng giarn sat. 

Phan biet cac dau hien eta 16i. 
Xac djnh dau hieu elm 181 lieu 

ce clan den stir xuk hien dal& 
hay khing. 

Xac djnh mit dek nghiem 
tr9ng via 181 di xay ra. 

Xfic dinh inh htrerng cila 18i 
toi nghiep vo cia to chic.  

SMSS 4.2 Xac djnh nguyen nhan 18i 
- Cac loai 161 hO thong vi dac 
ditm cia 18i. 
- Cite phuong phip phan tich cac 
yEu to cita 181. 
- Cite truang hop 161 trong qua 
khir. 

- Lap vi thoc hien ke hoach dio 
tao de to lap 181 6 giai doan dau 
vi diau tra nguyen nhan. 
- Chi djnh nhan vien thich hqp 
de dieu tra nguyen nhin theo 
die diem I8i vi so hqp tic cia 
nhimg nguoi khk. 
- Khoanh vt1ng pham vi itnh 
huemg ctla 181. 
- Xac djnh trang thai 18i vi khoi 
dOng lai he thong mOt each 
thich hop.  

Xir 1y, khoi phoc he thong SMSS 4.3 
- Quy trinh khoi phoc di lieu. 
- Quy trinh Uteri phyc mang. 
- yiec khoi phoc phan cling vi 
phan mem. 
- Cac loai 181 vi phan loai 18i. 
- Viec danh gia cac bien phip 
phong ngia chong tai di8n 18i. 

- Xily dons phuang phap khoi 
phoc it anh huerng den ngueri ser 
don. 
- Dua ra nhiau phuang phitp 
. di phoc vi ch9n phucrng phap 
of tru. 
Loa ch9n ngtrai thich hop 
eo nOi dung Ging viec khoi 

hoc. 
i )Cly dung vi gum hien ke 
oach dao too ve Ichei phoc. 
M6 to 161 theo dic to mijt each  

X x 
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Ycu cau can datl 
theo hang  Vui dung/ flu au an dat 

Ma tham 
chitu 

Kitu that 2 3 4 1 icy ning 
chinh xic va hieu qua. 
- Phan tich nguyen nhan gay 18i 
mot each dity du va thvc hien 
nhttng hanh dung de ngan chart 
tai 
- Du dok cat 18i co thtt  thy ra 
trong mOi tnrerng cta to chirc. 
- Danh gia kit qua thvc to cua 
cat, bien phip phong nera 
chong tai dien Mi.  

SMSS 5 IMa dun: Quan 12 an Wan thong tin cho he theng 	 X 

SMSS 5.1 	et lap he thOng quart' 12 va chink sach an torn thong tin 
- X& dinh kha nkg Tat an 
town thong tin trong to chirc. 
- Tint hieu chinh sach an torn 
thong tin cita cac to chirc va 
hien phip an torn thong tin 
chrqc xay chmg trong he thOng. 
- Danh gia rui ro. 
- Tinh than fy le chi phi/ lqi ich 

- Cac bien phi, an toan thong tin cho cac bien phap an tornthong tin.  
vat 1y, ky thutlt ye. quan 

- Xay chmg ice hoach an toln. 
- Phap luat lion quan den an torn thong tin is 19, ky thuat, quart 
thong tin. 	 ly va thvc hien Ice hoph. 
- TnrOng hop an torn thong tin bi 
)(fun pham. 
- Cong nghe an town thong tin vi 
cac tinh huong dung. 
- Chi phi ye ky thuat cho cite hien 
phap an man thong tin.  

SMSS 5.2 Giarn sat xam nhap an town thong tin va phan tich tang thai  

x 

Cac yen eau an torn thong tin. 
Ke hoach doi pho voi truemg 
op bat net. 

- Cac nguy co tiem an. 
- Cac cong cv quan 12 an town 
thong tin. 

Co sift de lieu. 
Mang. 

- Cie dang xam nhap an toan 
thong tin va &lc diem caa timg 
Bang. 
- Ky thuat de phut hien sv xam 
nhap an town thong tin. 
- Cac tithing hop xam nhap an 
town thong tin trong qua lchir. 
- Viec thvc hien cac bier' phap 
chong lai sv xam nhap an torn 
thOng tin. 
- Viec giam sat he thong thong 
tin 

- Phan marn kiem tra an torn 

- Phan biet cac dau hieu eta 
'cam nhap an town thong tin. 
r  Xac dinh deli hieu co the dan 
den kha nang xam nhap an torn 

Ong tin. 
Xac dinh raft dO nghiam 
ong xam nhap an torn thong 

in. 
Xac dinh mire du anh Inking 
am nhap an town thong tin tai 
' b0 phan nghiep vv cua to 
hart.hare. 
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Yeu au an dat 
theo hang  

Klan thtte 2 1 K9 nang 3 4 
thong tin. 

Ma tham 
chiau Nei dung/ YEu can an dot 

SMSS 5.3 Kim tra mix dO an town thong tin 
- Phan mem an town thong fin. 
- Danh sash kiem tra mfrc de an 
toAn thong tin. 

- Nam bat duce tam quan trong 
cua vies kiem tra xic nhan mac 
de an toitn thong tin. 
- Niun bit not dune de :mac 
trong danh sash kiem tra mire 
do, an town thong tin va cac tieu 
chi chip nhart. 
- Xac Binh hieu qua phuang 
phap kiem tra mire de an toin 
thong tin.  

SMSS 6 MO dun: Quin 19 hieu Jiang h? thong x 3c. 

SMSS 6.1 
SMSS 6.1.1 

Danh gia hieu nang he thong 
Thiet lap tieu chi danh gia hieu nang 
- MO hinh giant sat hieu 
- Dac to hieu nang phin 
- Phuong phip dinh gia hieu 
Ming. 
- Cau hinh he thiing. 
- Mang. 

- rat hop cite me hinh ditnh gia 
hieu nang hien tai hoc mai de 
thiet lap me hinh climb gil hieu 
nang theo cat dac trung cua to 

- Thiet lap mot gid tri muc tieu 
Cmg vai cat cap de dish vu 
tong m6i chi so danh gia hieu 
nang. 
- Ltra chon phuang phap thu 
thap der lieu pith hqp cho m8i 
chi so danh gia hieu nang. 
- ?Cac dinh diem nut c8 chai 
hang each phan tich dfr lieu 
hieu nang.  

SMSS 6.1.2 Phan tich vi danh gii hieu nang 
- Xic.dinh Bien phip tai tien 
khi ket qua danh gia tip hon 
so yen giit tri Inc tieu. 

Lea chon the Gong cu do 
luting hieu atm; phi.: hop yen 
you cau elm to chirc. 

- Cat thong tin dime sir dung lam 
chi s6 danh gia hieu rang phan 
cling, pit mem, mong va 
phuang phap thu thap sac thong 
tin do; sac gia tri chuan. 
- Cac,tliong tin duqc sir dung Mm 
chi sei dinh gia hieu nape tang 
the, cat gia tri lieu chuiin vA 
phuong phap thu thap. 
- Cite cone cv do Wang hieu 

- Thong ke.  
SMSS 6.2 Quiet bfr niing hrc he th6ng 
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ning 

MA tham 
chiiu NO dung/ Yen au cAn dot 

Kien that 

eu cAu cAn dot 
theo hong  

4 3 2 1 

ian

UV Tv van stY dung hop 1j,  
guyen he thong. 
Vac ltrong tai he thong, dy 
oin Ming ltrc va hien nang gieri 

mOt each chinh xac va nglin 
gira van a phat sinh. 
Phan tich nguyen than giitm 

hieu nang ti) nhieu g6c dO khac 
au. 

De mat mOt each hqp ly viec 
sung thiet bi va d6i mdd he 

Ong, co tinh den tS,  le chi phi/ 
oi ich. 

 

- Dv doin nhCmg thay d6i trong 
tong thai sir long he thong Ui 
nhang thay &Si trong m8i 
twang nghiep At ctla ngtrai su 
dung.  

- Sr hon the cilia cac nguan tai 
nguyen. 
- Quan he gift tai nguyen va hie 

ling. 
- Nang lye he thOng. 

Viec van harth he th6ng 6 clang 
uat/ hieu suat giOi hon. 
NhCmg thay &it trong moi 

nreing nghiep vv cu.% nguin sir 
WV.  

SMSS 7 MO dun: Bio teat he thong x x x x 
SMSS 7.1 Xfty dtmg ke hooch bao tri he thong 

SMSS 7.1.1 Thu they yeti au ye bit° tri he thOng 
yiec bao trl phen cimg va phAn 

mem. 
- Bao tri cc set vet chit vi trang 
thiet bi. 

- Loa chon nguOn thong tin ye 
nhu cau bap tri. 
- Sap xep nhu eau bao tri. 
- Phan tich nhu can bito tri. 
- Thiet lap mire dO uu tien cac 
nhu au bao tit 

SMSS 7.1.214p ki hooch bao tri he thong 
- Viec bao tri. 
- Cat to chirc chit' trich nhiem  
bao tri he thong. 
- Bao tri phAn cimg va phAn 
mem. 

Hop deng bao tri phan mem. 
- ICE hooch nAng cap mitt cac nha 
cung cap phAn mem. 
- Quan 1, thay del phen mem. 
- Bao tri mpg. 

Co so vat chat va trang thiet bi.  

- Thvc hien ke hooch bao tri 
dap img nhu au cita ngubi sfr 

tVng.  Phan biet phom vi ant huong 
pith viec durc hien bao tri d6i 
veri nguti sir cluing. 

SMSS 7.2 Thyc hien bao tri he thOng 
- Quy trinh bao tri he thong. 
- Quan 1j,  thay ct61 phen mem. 
- Bao tri phan mem. 

- Clam tbieu phign vi Art 
luUmg cua viec bit° tri dei v6i 
cans viec cua ngtrbi sir don. 



39 

Yeu eau can dal' 
theo hang  

Men thtic 

Ma tham 
chieu NOi dung/ Yen au an dot 

Kg Sing 4 3 2 1 
- Phan ph6i phan mem. 
- Hop ding bao tri. 

- Quyet dinh Wen phap cal tien 
ngan ngtla cat an de phat sinh 
trong quit trinh dive hien bao 
tri. 
- Xem xet alb htrOng cult viec 
nang cap phan mem. 
- Dam ?Ilan veil the nha cung 
cap phan mem. 
- Dam phin vei cfic nha thau 
ben ngoai de OW trien phan 
mem, 
- Xic dinh so can thiet phai bio 
tri. 
- Thoc hien ki hooch bio tri. 

SMSS 8 MO dun: Xay doing hg thing mid va di chuyin he thing 
(system migration)  

SMSS 8.1 Xay chmg Ice hooch phat trien he thing 

X X 

- Phat trien he thong. 
- Bao tri he thong. 
- Kiem thir he thong. 

Di chuyen he thong 

- De xuat viec Si lien trong qua 
trinh phat trien he thong tren 
quan diem quan IY Win hanh he 
thong. 
- Xay dtmg Ice hooch van hanh 
he thing vi dot dugs duce sr 
chap thu#n. 
- Danh gia kha nang thvc hien 
cat yeu au quan 1y van hanh 
he thong. 
- Dam phial va diau chinh yea 
nhiing nguii lien quan ye viec 
phat trien he th6ng.  

SMSS 8.2 Tin& ke phucmg phap yen hanh he axing 
-Men trfic may tinh. 
- Quan 19 he thong. 
- Cac van di lien quan den clan 
15,  van hanh thvc to tai to 
- Cac xu the a tong nghe quan 
lY van hinh. 
- Ctic tong cu quan ly van hanh 
co ten thi truing.  

Xac dinh cat bien phap giai 
uyet van di ye quitn 19 van 
emit phil hop voi thvc to cua to 
hire. 
Dinh gia sv tuong thich ctla 
ac phucmg phap  quan 15,  van 

SMSS 8.3 Thu nghiem vats birth va di chuyen he thong 

 

- Cac cling cm kiem tit 
-'Van hanh he thong. 

- Lva chon cac hang mvc ce the 
ap dung trong thin nghi'em di 
chuyen he thing. 
- Lva chip cfic cling cv tint  
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Yeu au can dot 
theo han • 

Nei dung/ Yen clu can aitt 

i chu en It' then 

• hat trien 

11 oi. 

SMSS 9.1 is d'ith muc tieu dinh 	ccic mac can danh ii 

• ua ten • the Dinh is hien 

Men thee neon 
ghiem trong qua trinh di 
huyen he thong. 

- Dv kik cae cAng viec khi di 
huyen he Meng. 
Xac dinh su plul hop dm su 
an harsh he thong vi Icheai phut 

thOn du •116n!. 
SMSS 8.4 

Cic he thong men va 
Cic eking ell di chuyen. 
Di chuyen da.  
Cie van de lien quan den di 
huyin trong qua Ichir. 

Giant thielt cac 	hu6ng 
ien quan den di chuyen he 

Ong doh vol nguM sir dung. 
Gal thick cho cac nguesi c6 

• A 
'en quan ve ke hooch di 
huyen he thong vi dieu chinh 
eo the ST kien khic nhau. 
Xiie dish lieu c6 flip we di 
huyen he thong tong qua trinh 
ire hien vies di elm in. • 

SMSS 8.5 uttn 1' mei trtran 
- Cau hinh he thong. 
- Phat triers he thong. 

M8i truchig phat thin vi the 
ac diem dm ngtred su dung. 

Duy tri trang thai cho phan he 
Ong khong thay d6i so v6i he 
Ong hien tai. 
Duy tri trang thai cho plan he 
Ong lchang anh hems den he 
A ong khae. 

Duy tri tang thai cho Rhin he 
Ong bi 18i nhung c6 the xa 1j,  

ucre neu xay ra tong he thong A 	. 

• 

pieu chinh nguein Luc theo 
lien de phat then he thong. 

Dam pit vi (lieu chinh theo 
gFeri sir dung m8i trams phat 
On. 

cua h-  thOn X x hoat d8n 6 dun: Minh SMSS 9 

COng viec quart ly van hanh. 
- Tai nguyen he thong thong tin. 

\Peng d&i he thong. 

Dinh gia muc tieu van hanh 
ai down thiet ke he thong. 
Dinh gia he thong van hanh, 
ten nang va Gong suAt 6 giai 
oars thiet ke he thong. 
Dinh gia chat nang, hieu qua 
a de tin thy trong giai dorm di 
huyen hi thong. 

Ma tham 
chieu 
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Yen au can dat 
theo hang  

3 12 

tham 
Nei dung/ Yeti cAu an (fiat chieu 

Kien thirc 1 4 lq rang 
Gila he thong trong giai 'Joan 
van hanh he thong.  

SMSS 9.2 Thiet lap cac hang ;nue, lieu chi danh gia vi thuc hien danh gig 
- Quan van hank he thong. 
- TM nguyen ciia he thong thong 
tin. 
- Cac phucmg phap danh gia. 
- Gia tri tham khao cita cac chi so 
danh gia.  

- Xac dinh su hop lg cua cac 
tieu chi danh gia. 
- Phan tich cae yeti tie trong cac 
hybris hop ket qua. danh gia 
thap hon so vii mu° tieu. 

SMSS 9.3 De xuat cai tien he thong 
- Cong viec dart gia cai tien. - Lam cho nhCmg nguai lien 

quan hieu dtroc a st cal tien. 
- Phan biet nguyen nhan thuc 
stir ala van de van bath va 
quyet dinh Mc bien phip giai 
quyet. 

fi

Nam bit cac de xuat phan 
ien. 
Giai quy& cac van a chung.  

x SMSS 10 Mo dun: Igo trq ngtriri sti• dung x X X 

SMSS 10.1 118 trq nguai sir dung 
- C6ng viec cua nguei sir Mpg. 
- Trinh de ky thuat cita ngutd str 
dung. 
- Mei quan he gitta hint vi vi 
pham quy tac va loi. 
- Cac phuong phap thu thap 
thong tin 
- Thong tin ky thuat va cac tai 
lieu lien quan den nhu cau cua 
ngtrbi s* dung. 

- Xac dinh yin de thy sinh 
trong quart ly van hanh he 
thong do vi pham quy 
- Xay dung vi phe bien quy tac. 
- Nhan Wet vi phan tich nhu 
eau eta ngutti s* dung vi cung 
cap giai phap de dap img nhu 
eau cua nguai su dung. 
- M8 to nei dung no tao met 
each chinh xac va don gian, 
giup cho nguai s* dung hieu 
dtroc. 
- Dfinh gia nang Arc eta ngtrai 
sir dung can dao tao vi dat mut 
lieu dao tao phia hqp. 
- Ch 'uAn N nei dung dim tao va 
mei truting dao tao. 
- Huang dln va to van cho 
ngutri st dung theo cac mirc de 
hieu biet va trinh de kg thuat.  

SMSS 10.2 HO fro nguai s* dung khi phat sinh you au mai 
- Pham vi cites dich vu. 
- Mai trutrng he thong va. cac  

- Phan biet cac you °Au vita 
ngued sir (hang va mire uu tien 
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Ma them 
chieu 

ilau cAu Not dung/ Yeu cats can dot theo 
an 
hong 
2 

dot 

1 Kan those Kgs thing 4 3 
t6 thinh phan. 
- Quy trinh stY dung cac ngu6n tai 
Iguyi n. 
- Viec diets tra mix dO hai long 
ciaa ngubi sir dung. 

tucmg ling. 
- Tim hieu the van de ve tong 
nghe quan lY van hanh he 
thong. 
- Xac dinh bien phap de cai 
thien mat d0 hai long dm 
nguoi sir dung dueri quan diem 
van hanh. 
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PHU LIJC S6 057  
AU CAU VE MEN THtt, KY NANG CHUYEN SAU 

CCU CHUAN Kt NANG AN TOAN THONG TIN 

(Ban hanh ken theo thong tie se 17/2021/77B11T 1 ngay 30/11/2021 
caa BO Throng BO Thong tin va Truydn thong) 

MA Tham 
chieu 

MA 
Kien 
that 

Kien flute 
MA 

Ky ning 
Kjf nang 

CSSS 1 Quin If cui ro 

KT001 Kien thtic ve cac khai niem va 4iao thirc mang 
may tinh va phuang phap Juan ye an Loan dieing 
tin mang 

KNO01 K5 Ong tien hank gnat 16 heng va nhen Wet 16 
hong trong he thOng bao met. 

KT002 Kien that: ve vac quy trinh quan lfr nil ro (vi dm: 
cac phtrcmg phap dinh gin va giam thieu rai ro) 

104004 K.7 fling ap dung cac nguyen tic tinh bi met, tinh 
toan vgn va tinh sin sang. 

KT003 Kien thire ve luat, quy djnh, chinh sach va doo 
&lc nghe nghiep lien quan den an toan thong tin 
mung va quyen rieng tu. 

KN1013 K9 nAng xac dinh tech thug hoot (tong cna he 
thong bao met (bao gem kha nang phut hal' va 
kha ding tin clay) va nhttng thay doi ye dieu 
kien, hoot dung hoec mei tnrang se anh htrOng 
nhu the nao den nhOng ket qua nay. 

KT004 Kien thim ve an toan thong tin mang vt3/4  cac 
nguyen tic quyin rieng tu. 

KNO16 Kg nAng xac djnh nhu ciu &to ve (tut la kiem 
seat an loan) dm he thong thong tin va mang. 

7  Phtl 110C nay dugs nay the then guy dinh tai Diiiu 2 can ThOng to s6 17/202 UTT-BTITT ngay 30 thing 11 aim 2021 dm BO truing BO Meng tin va Tniyin thong sin 461, be sung 
mot s6 diet' Thong tu sti 11/2015/TI-BTM ngay 05 thing 5 nam 2015 Oa BO Mang tin va Truyin thong quy dinh chart 1c9 Wing nhin hrc tong nghe thong tin chuyen nghiep, ci 
hieu lye 	ngay 01 thing 6 nam 2022. 
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im Mg Kien they Ma KS,  ming 4 3 2 1 
KT005 Kien thirc ve cac mgi de d9a va diem yea an loin 

thong tin mang. 
KNO18 ics,  nang xac dinh cac bign pluip hogc chi se ve 

hieu suit caa hg thong va cac Wadi dgng can 
thiet de cat thign hogc higu chinh higu so, lien 
quan den cac nape dell cue be Meng. 

KT006 Kien thuc ve cac Anh huong dot vei hoat Ong 
do mat an town thong tin mang 

KN038 Ky nang sa citing may io. (Vi dc: Microsoft 
Hyper-V, VMWarc, VirtualBox, v.v.). 

KT007 Kien ain ye phucmg phap xac Chu; ay quyen va 
kiem sok truy cap. 

KN043 Ky riang nhgn biet, phan loci 18 heng bac mgt va 
cac hinh thirc tan ding lien quan. 

KT008 Lien tithe ve itp dung cac quy trinh kinh doanh 
WI hoot (king dm cac to chin. 

KNO57 Ky slang 4 citing cac Men phap kiem sok an 
toan. 

KT009 Kien thin: ve cac diem y6u trig dung. KNO58 Ky nang sir clang hogc phat trien cac hog gong 
hoc tap (vi du: kith ban, trio choi huong den, bat 
tap tuang tac). 

!crow Kier) (him ye cac phurmg phap ket niii, nguyan 
tat va khai nigm ha tang mang. 

KNO59 KSr'.  Ong xac dinh cac you cau Gila cu so ha tang 
Kiem tra & Barth gia (con nguoi, pharn vi, Gong 
cc, thiet bi do dac). 

KT011 Kier' thirc ve kha nang va ang dung cim thiet bi 
mang bao g6tn b0 dish tuyen (router), thigt bi 
chuyen mach (switch), eau not (bridge), may 
chit, plurcmg tign truyen dan va phin cling lien 
quan. 

ICNO60 icy nang giao tiep voi khach hang. 

KT013 Kien title ve cac Gong cu bao vg va danh gia 
diem yeu an man thong tin mang va lcha nang 
caa cac ding cc. 

KNO61 Ky nang quan 19 tai san kiem thtY, tai nguyen 
kiem thir va nhan sty kiem thin de dam bao hoin 
thanh cac skr kign kiem tl± mgt each higu qua. 

KT018 Kien than ye mat ma va cac khai them quail 11 
khga mat ma 

KN062 Ky nang lap bao cao kiem tra, &rill gia an tokt 
thong tin 

Iva Th 
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Ma Thom MA Kien that MA ICS,  ning 
KT017 Kien thk ve cac thuat toan ma him ICN064 Ky nAng xsm 141 nhat k9 de xk dinh bang Chung 

ve nhung lan dm nhAp trong qua kb& 

KT019 Klan fink vi sao luu va phgc h6i dit lieu. KN067 K9 nang xir 19 so co va than doan the bet 
thu&ng ve ca ser ha tang pheng thu khong gian 
mang va giiti quyet van de. 

KT020 Men that ye he thong ca so dit lieu. KNO68 Ky nAng quan tri nhan lye elm viec van hanh he 
thong CN117. 

KT021 Kien thirc ve ke hooch duy tri hoot d(ing 0 kited 
phut tham boa. 

KN072 K9 nang dimh gilt he thong. 

KT022 Kitt thirc ye kien trim an toan thong lin caa to 
chirc. 

KN073 K9 Ming xay dung ke hoach kiem thin an town 
thong tin (vi do: dan vi, Hell hap, he thong, chap 
then). 

KT023 Kienthim ye cae yeti ceu anti gift vi xac nhan 
cult to chirc. 

KN074 Ky Ming ve the nguyen tic, m8 hinh, phuang 
phAp quan 19 he thong mang (vi du: giam sat 
hien suet he thin end-to-end) 0 cac cong cu. 

KT024 Min that ye ket not Mang gm 138 va mang dien 
Bing  Goa to chirc. 

KNO7S K9 nAng thus hien &rah gia 18 hong him mat lop 
img dung. 

KT031 Kien fink ve quy trinh Ranh gia vi Oy quyen 
bao mat an total thong tin mang. 

ICN076 Ky nAng sir dung ma hem ha ling kbea cong khai 
(PKI) va cha k9 so vao the (mg dung (vi du: 
email S/MIME, SSL). 

KT032 Kien thin ve the nguyen tie an toan thong tin 
mang va rierjg to duem sfr dung de quan 19 rill ro 
lien quan den viee sir dpng, lim tr( va truyen 
thong tin hoAc dO lieu. 

KN079 K9 Ming anti gia an toan thiet ke he thing. 
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MA Thant MA Kitn that MA Kytag 4 
KT034 Kien thcre a the nguan ph6 hien thong tin a 

diem yeu bao mat (vi du: canh bao, to van va 
ban tin,...). 

KNO80 Ky Ming tich hop va lip dung cac chinh sad, dap 
img cac muc lieu bao mat he thong. 

KT038 Men thin: ve cac nguyen tac va yeu au an town 
thong tin mang va rieng to (lien quan den tinh bi 
matt, tinh wan vcn, tinh !chit dung, xac thus, 
ch8ng choi bo). 

KNO8 I Ky ming dank gift cac bienephap kiem scat an 
toan dun tren cac nguyen tac va nguyen 12 an 
than thong tin mang. 

KT041 Kien that vt cac yeu au quan 1$,  nil ro. ICNO90 KY nang dint hien danh gift tie deng/riti ro. 

KT042 Kien thin a cac nguyen tic vi phuang phap an 
toim thong tin (vi dtc tut% lira, DMZ, mA h6a). 

KNO91 icy nang fip dung cac ky thuAt ma Ma an town. 

KT046 Kien tire va the phuong phap chuyen nganh a 
them dinh, tri6n khai va zip dung dank gift an 
Loan thong tin, Om sat, phat hien; cite Gang cu 
WI quy trinh khae phuc thco cite tieu chain. 

KN092 Ky nang stl.  dung cac tong cu. twang quan stet 
kien an toim thong tin. 

KT048 Kien thirc a truy cap mang, dank birth va quart 
ly truy cap (vi du: ha tang kh6a cong khai, 
Oauth, OpenID, SAML, SPML). 

KN093 icy nang stt dung cat dung en phan tich ma. 

KT051 Klan thirc a cac tong nghe mai va mei not rinh 
vuc thing nghe thOng tin va an tan thong tin 
man& 

KN094 KY nang dux hien plan tich Sac quyAn quart tri. 

KT060 K*1 that ve cac mai de doa va diem yeu dm he 
th8ng va img dung (vi du: tran be dem (buffer 
overflow), me di Ong (mobile code), cross-site 
scripting, PL/SQL injection, ma dec,...). 

KN095 Ky nang trong cac hog d:eng lap ke hooch hanh 
chinh, bao g$m viec chub bi cac ke hoach 118 
try chi/0 nang va cu the, chuan bi va quan Vs thu 
tir, va Gee din we nhan str. 

KT071 Men thirc ye cac nguyen the va plurtmg phtip 
phan dell cau true. 

KN096 Ky nang pilau tich mang luei lien lac cita muc 
lieu. 
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i 	MA Min thrit MA Ky rang 4 3 2 1 
KT074 Klan that ve cac ding cv dinh gilt he thong vit 

ky thuat xac djnh 18i. 
KN097 K9 nAng phAn tich hru ltrvng de xac djnh cac 

thiet bj mpg. 

KT079 Klan thirc ve eau trac vi quy frith Wm can dm 
nha cung cap djch vn an town thong tin mang. 

KN106 KII nAng xac djnh cac lg hang va han the tal 
th8ng mink. 

KT080 Kien thin: vi lden trim tong nghe th8ng tin, 
Chinh pint dien tir. 

KN107 Ky nAng xac dinh cac van de nen nga co the co 
tac Ong den cac raw lieu Oa to chirc. 

KT081 Kien thirc vi cac tam shin vi mvc tieu Ong 
nghe thong tin dm to chirc. 

KN108 Ky nAng xac dinh khich himg tiem nAng de pith 
trien mix tieu. 

KT099 Klan thirc ye thvc hanh Quan 19 rai ro chugi 
cung (mg. 

KN109 Ky nAng xac djnh et nen nfl va phuang nga 
(MS nfl). 

KT110 Kiel' thirc ve the quy trinh kinh doanh / sir menh 
cot loi caa to chk. 

1C14110 K9 nAng xac dinh de thiet bi hoat Ong a nu:3i 
tang dm the m8 hinh giao thin. 

KT118 Kiel' thirc ve luAt, nghi dinh, chi thj, quy dinh 
hi'en hanh ve an Loan thong tin. 

1CN111 K9 nAng xac dinh, dinh vi va theo doi mvc lieu 
thong qua cac ky thuat phart tich IchOng gian dia 
it 

KT119 Kier) thin ve an town chuifii tong Cmg cong nghe 
thOng tin vi rill ro chuiii cung (mg, cac chinh 
sach, yeu cau vi thu Mc quan 19. 

KN112 K9 nAng uu lien thong tin lion quan den nghiep 
vv. 

KT120 Kien tit ve the he thong ha tang quan tong yeti 
tong ngh8 th8ng tin vi truyon th8ng throe thiet 
ke mA quan tam ve him mat hg thong. 

104113 Kg,  nAng din giai cac ngen nn lap trinh Bien 
djch vi thong dick. 

KT127 Min tithe ve eau Ichai niem kien true an town 
thOng tin mpg bao gOm cau trim lien ket 
(topology), giao thirc, cac thanh phAn va nguyen 
tie (vi dv: phong this chi'eu sau defense-in-
depth). 

KN114 Ks,  ding dien giai sieu el lieu va nOi dung duqc 
ap dung lxii he thOng thu them. 

MI Tha 
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rham Ma Mien th&c Ma K9 fling 
KT141 Kien thirc ve cat khai niem kien trot an town 

thong tin va the kien laic m8 hinh tham chieu (vi 
dp: Khung kien frac Zachman, v.v.). 

KN115 Ky nang tan giai de ket qua truy yet, cling nhu 
apt  dung cho viec phan tich va eau true lei he 
thong mans. 

KT144 Kien that ye the me hinh bao mat (vi du: m8 KN116 Ky nang giai thich kit qua quet 16 hang de xitc 
djnh 18 hang. 

_ 

hinh Bell-LaPadula, m8 hinh Slim, Me hinh 
Clark Wilson). 

KT162 Kien thtie ve cat tieu chitin an loin thting tin ca 
nhan, d11 lieu ca nhan. 

ICN117 Ky fling quan 19 kien thirc, bao gam the ky thuat 
tai lieu Icy thuat (vf du: Wikipage). 

KT163 Mtn thirc ve cac lieu chuin an loin dfr lieu the 
thanh loan (PC1). 

KN118 Ky nang quan 19 moi quan he yeti khach hang, 
bao gam xfic dinh nhu eau / you call cu khach 
hang, quart 19 ky veng dm khach hang va the 
hidn cam ket mang lei kat qua chit ltrqng. 

KT164 Kier' th6c ye cat tidu chuin an toan chl lieu 
thong tin y te, sire khOe ca nhan. 

1CN119 Ky Jiang that hien phan tich he thong mac lieu. 

K1'169 Kien fink ve 141 phap, chinh sach, thit tut heat 
quan tri an tom thong tin mpg cho the ha tang 
quan tong. 

KN120 Ky nang chub bi va trinh bay the cudc hop giao 
ban. 

KT182 Men thirc ve chtrong trinh phan loci thong tin va 
de quy trinh doi vol 'cam pham thong tin. 

KN121 icy nang chuan bj ke hoach vi the thu tit lien 
quan. 

KT198 Kien that ve he thong nhting. KN122 Ky nang uu tien ng8n ngfr mut tieu quan tr9ng. 

KT208 Kien thirc ve c4c nguyen tic, cong ell vi icy thuat 
kiem tra tham nhap. 

104123 Ky nang xtY 19 dfr lieu thu thap dugs de phan tich 
tiep. 

KT247 Kien thin ve clic hien phap kiem soot lien quan 
den vies sir dung, x* 19, km trO vi truyen dir 
lieu. 

KN124 Ky nang phan itch de h6 try viet bao coo hank 
clang theo lung giai down. 

Ma 
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ham MA Kan thin Ma Ky nang  
KT248 Klan thirc ve rai ro bao mat (mg dung (vi du: 

Danh sach top 1016 hOng owasp) 
KN126 1C9 Ming nhan x6t va chinh sin san phim danh 

gia. 

KN127 Ky nang xem xet va chinh sire ke hoach. 

KN128 Ky nang theta chinh phan lich theo cac * dO 
can thiet (vf du: phan loci vi to chtic). 

KN129 K9 nang ph& tan muc tieu ho fro Ulm tiep cho 
heat (hang thu thap. 

1CN130 K9 nang xac dinh skr bAtthuong °Oa mang muc 
tie!! (vf du: thu nhap, Meng MI lieu hoac xir 19, 
trien khai muc tieu cac c8ng nghe mai). 

KN131 K9 flung viet k9 thuat. 

KN135 Ky nails sir dung phan hei dE cal thin quy trinh, 
san pham va dich vit. 

ICN138 Ky nang tiep can th8ng tin ve tai san hien co, 
each sir dung. 

KN139 K7 nAng truy cap co ser &Cr lieu bao gem duy tri 
ke hooch / chi thj / htr(mg dln. 

KNI40 K9 nAng phan tich huang dim chitin lucre cho cac 
van de can lam r8 vi / hoac huang clAn be sung. 

KN141 Ky nang phan tich muc tieu hoac m6i de km. 

KN142 K9 nang xay dung ke hoach thu thap lam rig 
ngiuili h9c de thu Map thong tin can thiet. 

MAT 
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MA Than MA Kan thfrc Ma KY nang 4 3 2 1 
KN143 Ky nang Minh gia cac yeu au cung cap thOpg tin 

de xac dinh xem thong tin pit hdi c6 ton tai 
hay kh6ng. 

KN144 Ky nang trich xuat thOng tin tit the ?Ong co va 
amg dpng e6 san lien quan den yeu cau thu thap 
va quan ly hoot tong thu thap. 

KN147 Ky nang ap ding the nguyen,tae an loan thong 
tin mpg va quyen rieng to dei vei de yell eau 
cart to chin (lien quan den tinh bi ma; Unit toan 
yen, tinh kha dung, xac thtrc, eheng chtli bo). 

1CN148 Ky nang sir ding cAu tit va quy trinh bac cao 
tha giai phap pheng thu tren khong gian mang 
cta rieng CEng to chile 

KN149 Ky nang xac dinh the van de' ye an man thong 
tin mang va quyan rieng to xuat tphat tit ket not 
vei the khach hang va to chine doi tae ben trong 
va ben ngoai. 

x CSSS 2 ling oh' sty co_  x x 
KT001 Kith tithe ve cac kit& niem va giao tithe mang 

may tinh va phtrong phap het ve an town thong 
tin mang. 

KNO02 Ky Ming xac dinh, mini bat, lm tra va brio cao 
phan mem die hoi. 

K'1002 Men thire ve de quy trinh quan ly rai ro (vi do: 
the phucmg phap danh gia vi Om thieu nli ro). 

KNO20 Ky rang bao quan tinh town yen caa bang Ching 
theo quy trinh thao tac tieu chuan hoar tieu 
chutin quee gia. 

KT003 KiEn tithe ve luta, quy dinh,.thinh sash va dao 
dire nghe nghiep lien quan den an toan tilting tin 
mong va quyen rieng M. 

KN042 Ky nang bac mat thong tin lien lac mang. 
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Tham Ma Kien that Ma Ky nang 4 3 2 1 
KT004 Kien thine ve an torn thong tin mang Ws cite 

nguyen lac quyen rieng Pr. 
KN043 Ky !tang nhan iiiet, phan loin 16 Wing bao mat vii 

cite hinh thin tan dung lien quan. 

KT005 Kien thine ye cite mei de d9a va diem yeti an than 
thong tin mang. 

ICN044 Ky Whig hao ve mang khlii phin mem der; hoi. 
(VI do: NIPS, thong phin mem due hoi, hp 
che/ngan than thief bi ben ngoai, be Ice thir ran). 

KT006 Kien thine ye clic inh huerng del yeti hoot dung 
do mat an loan thong tin mang. 

ICNO45 Ky nang than hien dinh gilt thiet hoi. 

KT019 Kien thin ve sao luu va phoc hal da lieu. KN092 Ky nang sir dung can cOng cu tuong quan su 
kien an town thong tin. 

KT021 Kien thin ye ke hooch duy tri hoot dung va Idled 
phoc tham h9a. 

KN146 K9 nang thiet ke img phe sir co cho cite mi5 hinh 
dick vu dam may. 

KT027 Kier' that ve co eke kiem soat tray cap may 
cha/mong (vf do: danh sach kiem sofit truy cap, 
danh sach Icha nang). 

KT028 Kien the ye cite djch vu mang va giao thin ket 
not mang 

KT035 Klan thine ve can fool su di, img phi!, su c6 va 
tier' trinh phan hoi su co an loan thong tin mpg. 

KT036 Men thine ve plurcmg phap img ph6 va xfr ljr ski' 
co an Man thong tin mpg. 

KT040 Men tithe ve can phircrng phap va ky thuat ph& 
hien xam nhap de phit hien vice xam nhap may 
cha va mang. 

KT050 Kien thin ve can plurcmg phap OM Lich luu 
	 itrUng Tilting. 

Ma 
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i Th am Ma Min that Ma K9 ning 4 3 2 1 
KT054 Kien that vi phan tich mac &Si tin (packet-

level). 

KT060 Kien thirc ye cac mei do dqa va diem yeu cua he 
thong va Cmg ding (vi di: trim b0 dem (buffer 
overflow), ma di gong (mobile code), cross-site 
scripting, PL/SQL injection, ma dec,...). 

KT084 Kien that ve tic thanh phen met cuee ten c8ng 
ming vA Si quan he dm met cuOc tan c8ng 
mang di vii ale Si de doa va diem yeu. 

KT113 Klan that ye cie chill sach, tha tic vA guy dinh 
ve bit° Si rating va an toen th8ng tin. 

KT115 Kien that vi cac loci ten c8ng kink nhau (vi di: 
thi dung, dui dung, n0i glen, can canh, phan tan 
ten c8ng). 

KT116 Men that ve nhCmg ke ten c8ng rating (vi di: ke 
nghiep dtr (script kiddies), fled gian, tai trg quec 
gia,...). 

KT117 Men that ve k9 thuat quAn tri ne thong, twig va 
tang Ma (hardening) he dieu hAnh. 

1CT126 Klan chic vi cat giai don tin c8ng mail (vi dm: 
trinh sat, do quit, lint ke, truy nhap he thOng, leo 
thang dile quyin, duy tri truy cap, khai tithe 
mpg, x6a dau vet). 
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Ma Tham MA Kien thin MA my Ming 4 

x 

3 

x x 

KTI27 Kien thirc ve cat khai niem kiln trite an toast 
thong tin mpg bao gam du trite lien kat 
(topology), giao that, cat thinh ph& vi nguyen 
lac (vi du: pheng this chieu sau defense-in-
depth). 

K1'152 Kien lilac ve mei hinh OS1 va cac giao that 
mpg ca bin (vi du: TCP/IP). 

KT156 Kien that v'e tic me hinh djch At dam may va 
tech cat me hinh do cc5 the hen the ung dm six 
to. 

KT161 Kien that ve cat khai niem vi phuang phi') 
phan Lich ma dQc. 

KT182 Klan that va chuang trInh phan loai thong tin vi 
cat quy trinh dal ved xam pham thong tin. 

KT203 Kien that ye cat giao [h&c mang nhtr TCP/IP, 
DHCP, DNS va tic djch AI thu attic. 

KT241 Kien thin ve cac giao tithe mang va djnh tuyen 
ph6 hien (vi dy: TCP / IP), cac djch AI (vi du: 
web,p 	thu, DNS) vi c•ich chin% tuong tat de cung 
cap let not mpg. 

KT248 Kien that ve it ro bao mat (mg dung (vi du: 
Danh sash top 10 g Wing owasp) 

CSSS 3 Kiem tra, dinh gil diem yin x 
K'1'001Kien that ve tic khai niem vi iciao thirc mong 

may tinh vi phucmg pita)) lain ye an Loan thong 
tin mang. 

KNO01 Icy mang Lien enMath quit 18 hang vi titian biet 16 
hong trong he thong bao mat. 
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MA Thaw Ma Kito thire MA KY Ding 4 3 2 1 
KT002 Kien thfre ve de quy trinh quim ly rai ro (vi dv: 

cac phtnmg phap danh gia va giam thieu rai ro). 
IC14006 Ky nang danh gia mire do an wan thong tin dm 

he th8ng va mo hinh thin ke. 

KT003 Kieft thirc ye 141, quy dinh, chinh sach v* duo 
dim nghe nghiep lien quan den an town th8ng tin 
mang v* quyen rieng tu. 

KNO12 KY Wing sir dung cac cong cu ghat hien xam 
nhap tren may chit va ping. (vi dv: Snort). 

KT004 Kien thinve an toan thong tin mpg va cac 
nguyen the quyen rieng tr. 

ICNO19 KY nang bit chtrOc cac hanh vi dc doa. 

wroos Kien thire ye et M oi de dea va diem yeu an town 
thong tin mpg. 

KN022 Ky ruing sir dung cac ding cu va ky thuat kiem 
thin xam nhap. 

KT006 Kien !h&c ye cac anh hiremg &Si voi boat dung 
do mat an loan thOng tin mang. 

ICN023 Ky Wing sir dung cac Icy thuat tin cong phi ky 
thuat. (vI dv: phishing, baiting, tailgating, v.v.). 

KT009 Kien thac ve cac diem yeu ang dung. KNO46 Ky nang sir dung cac cOng cu phan t1ch 18 hong 
truing. (vi do: fuzzing, nmap, v.v.). 

KT018 Kik thirc ve mat ma va cac khai niem quitn IS,  
Idtha mat ma 

KN064 ICI Ong xem lai nhat ky a >tic dinh bang chimg 
ve nharng Mn xam nhap trong qua khir. 

KT019 Kien thin ve sao luu va phoc hei du' lieu. KN075 Ky nang dive hien dinh gia 18 hong bao mat lop 
Ong dung. 

KT027 Kien that vi cc the kiem soat truy cap may 
chit/mpg (vi dv: danh sach kiem soat truy cap, 
danh sach klu3/4  nang). 

K14090 Ky nang thve hien (lath gia tfic dOng Hai ro. 

KT038 Kien thin vi cac nguyen the va yeu catei an town 
thong tin mang vi rieng to (lien quan den tith bi 
mat, tinh toan van, tinh !chi dvng, xtic thvc, 
chong chei bet). 

KN145 Ky Ming de phat trim rdrang hieu hitt chuyen 
situ ye bei canh mai truerng de dcm elm to chile 
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Ma Thant Ma Klan thee MA K9 nAng 
KT048 Men thirc ye truy cap mang, danh tinh va quan 

lcr truy c$p (vi du: ha tang kh6a cong khai, 
Oauth, °peril!), SAML, SPMI.). 

KN147 Ky nAng ap dung cac nguyen tic an town thong 
tin mpg va quyen rieng to del voi cac you du 
caa to aft (lien quan den tinh hi met, tinh town 
yen, tinh kha dung, Vic thuc, chOng ched bo). 

KT053 Min thirc ve ctich luu lucmg truyin qua man (vi 
du: Giao thirc To), 11), M6 hinh OSI,...). 

KT059 Kiin thirc ve au trtic ngen ngt1 lap trinh va 
logic. 

KT060 Kien thirc ve cac mei de dcia va diem you dm he 
thong va ting dung (vf du: tran be dem (buffer 
overflow), inA di deng (mobile code), cross-site 
scripting, PUSQL injection, mit dec,...). 

KT074 Kien that ve cac ding (4 danh gia he thong va 
ky that xac dinhlai. 

KT084 Men theft ye cac thanh phAn met otter; tan cong 
mang va m8i quan he cart met 9uec ten cong 
mang dei v6i cac mei dc do va diem yeu. 

KTIO6 Kien that ve ng8n ng0 may tinh then djch va 
Bien dich. 

KT115 Kien thirc ve cac Mai (An cong khic nhau (vi dm: 
thu deng, chili deng, nei glen, can canh, phan tan 
tan cong). 

KT116 

	giar..). 

Kien that ve nheng ke tan Ong mpg (vi du: ke 
nghiep du (script kiddies), nei gian, tai iny quik 
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Ma Tham MI Kien that MI K nityA 4 3 2 1 
KTI17 Kien thirc ye k9 thuet quan tri he th6ng, mang Ara 

cling h6a (hardening) 4 Chin hanh. 

KT126 Klan thk ye cac giai down 'tut cling mang (vi du: 
trinh sat, d6 qu4t, li@ ke, truy nhap he dying, leo 
thang dee quyen, duy tri truy cep, khai that 
mang, x6a clan vet). 

KT127 Kien thirc ye cat ;chili niem kien true an tok 
thong tin mang bao gam eau true lien ket 
(topology), giao thirc, cite thanh phan va nguyen 
tat (A du: phong thu °hien sau defense-in-
depth). 

KT144 Kier) thin ve cac me hinh bao met (vi du: me 
hinh Bell-LaPadula, me hinh Biba, Mo hinh 
Clark Wilson). 

KT146 Kien th(rc vi nguyen the duo due va ky thuet 
hack. 

KT148 Klan thirc vi cac khai niem sao lutt va phue hei 
dit lieu. 

KT154 Kien thirc vi cac Ichii niem quart tri he thong cho 
he dieu himh, chi ng hun nhu nhung khong giori 
han cho cac he dieu hinh Unix/Linux, 10S, 
Android vi Windows. 

KT167 Kien thirc vi 4 tang h6 trq de dam bao an town, 
hieu suit va de tin cay. 
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Ma Tham Ma Kien that Ma Kt riling 
KT182 Klan tittle ve chuong trinh pha'n loci th8ng tin va 

cat quy trinh di veri xarn phom thong tin. 

KT189 Kien thire ye phan Lich Oi tin bang cat acing co 
thich hop (vi du: Wireshark, tcpdump). 

KT192 Kien that ve mat ma hoc. 

KT203 Men thirc ve cat giao tittle mpg nhu TCP/IP, 
DI-ICP, DNS va cat dich vu thu num. 

1(1208 Kien thirc ye cat nguyen talc, ding co va Icy thuat 
kiim tra than' nhap. 

KT209 Kien.thirc ve ode mai de doa trong mai trueing 
caa to chirc. 

KT248 Kien thirc ve rai ro bao mat ling dung (vi du: 
Danh sach top 1016 hong owasp) 

CSSS 4 Glom sat an loan thong tin x x x x 
KT001 Kien tittle ve cat khai Mem va giao thirc Luang 

may tinh vi phucmg phap luau ve an town thong 
tin mang 

K/4008 Kt nang phat trien vi trien khai cha k9 se. 

KT002 Kien that ye dm quy trinh quan 19 du ro (vi do: 
cac phuong phap danh gia va gitun dial rai ro). 

KNO12 Kt nang sir dung cat tong co pith hien xarn 
nhap hen may chit va mang. (vi do: Snort). 

KT003 Kien thac ve luat, quy dinh,,chinh sach vi dao 
chIc nghe nghiep lien quan den an Wan thong tin 
mang va quyen rieng ttr. z..• 

KNO13 Kt: nang xric dinh each that host dOng Oa he 
thong bap mat (bao gem kha nang phut h8i va 

.). 	i. kha nang tin cay) va nhimg thay dor ve dim 
!den, boat Ong hoac mai truerng se anh huemg 
nhu the nao den nhiEhtg ket qua nay. 
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MA Tham MA Kan thith MA Ky ming 4 
KT004 Kien thee A an town thong tin mong va cac 

nguyen tae quyen rieng tu. 
KNO17 Ky nails kiem tra, danh gia. 18 king bao mat te 

khau thiet ke. 

KT005 Kien that A cac moi de dos va diem yEu an town 
thong tin mpg. 

KN025 Ky a:1g sir dung cac phucmg phap sir ly au co. 

KT006 Men thee A cite anh Wang din v6i hog Tong 
do mitt an town thing tin man. 

KN026 Ky rang sir dung be phAn tich giao that. 

KT007 Kien thee ve phuong phap site thy; ay quyen va 
kiem soat truy cap. 

KNO31 Ky nAng thu thap uguOn de lieu A pheng thin 
mang. 

KT013 Kien thee ve cac ding co bio ve va danh gia 
diem yeu an toan thong tin mpg va kha nang 
ctla cac tong co. 

KN043 Ky nAng nhan biet, phin tool le hong bao mat va 
cac hinh dare tan Gong lien quan. 

KT015 KS that ve thug totem may tint KNO56 Ky nang doe va gitii thich chic k9 (vi do: snort). 

KT017 Kien thee ve cac thuat toan mA h6a KNO81 Ky nang danh gia cac bienephap kiem soot an 
town doa tren cac nguyen tic va nguyen 19 an 
toan thong tin meng. 

KT018 Kien thee A mat ma va tic khai niem 	19 quan KNO84 Ky nAng thoc hien philn tich mire gin. 
kh6a mat ma 

KT020 Kien thee ve he thOng co so de lieu. ICNO86 Ky fling thin blot It) Wing trong he thong bao 
mat. (vi do: quet IA hong btu) mat va twin the). 

KT027 Kien thee ve co the kiem soitt truy cap may 
cha/mang (vi du: danh sach kiem soitt truy Op, 
danh sach kha nang). 

KNO88 Ky nAng thoe hien phAn tich xu htremg (trend). 

KT034 Kien they ve cite nguen ph4 bien thong tin ve 
diem yeu bito mat (vi do: cat+ bao, ttr An va 
ban tin,...). 

KN147 Ky Wing ap dung the nguyen tic an loan thong 
tin mpg va guy& rieng,  to dOi vol cac yeti au 
ciia to thee (lien quan den tinh 131 mat, tinh loan 



Ma KS,  niing  
vcn. tinh kha dung, xac that, thong choi b6). 

Ma Than' Ma Men link 

Kien thirc ve phucmg phip ang ph6 va xir 19 sa 
co an tab thong tin mang. 

icy nfing sir dung du true va quy trinh bito cdo 
ctia giai phip phong tha tren khong gian mang 
caa rieng tang to chirc 

KT036 KNI48 

Men thtic va cfic nguyen lac va you du an town 
thong tin mang va rieng to (lion quan den tinh bi 
mat, tinh town van, tinh Idta dung, the that, 
thong chcii be). 

KT038 

Klan thirc ve cat phuong phap kg thuat phitt 
hian xam nhap de phat hien viac xfim nhap may 
chit va mang. 

Men thirc va cac nguyen tac va phtrang phap an 
town thfing tin (vi dv: tuerng Era, DMZ, ma Nem). 

KT040 

KT042 

Klan that vc truy cap mang, danh firth va quart 
19 truy cap (vi 	tang kh6a thing khai, 
Oauth, OpenID, SAML, SPML). 

KT048 

Kies thin va cac phuong phip phin tich Itru 
lacing mpg. 

Kien that ve cac cling ngha mei vit mai nen Iiith 
vac cling ngha thong tin va an loan thong tin 
mang. 

KT051 

KT052 Man that ve he diau hanh. 

Kien thirc ve each km Itrang truyan qua mang (vi KT053 

59 
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MA Them MA Kien thee Ma Ic9 Wing 
du: Giao thee TCP, IP, M6 With OSI,...). 

KT056 Kien thtic ve dm bien phap kiim soot truy cap 
due lien chinh sach va thich ting veri nil ro. 

KT060 Kien thirc ye cac m6i de dela va diem yeu elle he 
th6ng ve img dung (vi dy: tram be dem (buffer 
overflow), ma di Ong (mobile code), cross-site 
scripting, PL/SQL injection, ma dec,...). 

KT063 Kien thfre ye cac khai niem chinh trong quan 19 
bao met an toan thong tin inking (vi du: Quin 19 
phat hanh, Quan 19 ban va). 

KT064 Kien dale ye cac cong tat, phuang phap va ky 
thuat thiet ke he th6ng bao met. 

KT078 KIM that ye cac khai niem vi8n thong (vi du: 
Kanh truyan, da kenh,...). 

KT079 Kien thire ve cau tree va quy trinh blo cao cea 
nhi cung cap djch vu an town thong tin m?ng. 

KT083 Kien thin ve bio mat Mang rieng ao (VPN). 

KT084 Kien thee ve cite thenh phin met euec tan ding 
mang va mei quan he dm met cuec tan cling 
mpg d6i von cac mei do doe va diem yeu. 

KT085 Kien that ve ra soot nguy ca nei be, bao cat), tic 
cong cm re soot, cac luet/quy djnh. 

KT088 Kien thee ve chien thuat, k9 thuat va quy trinh 
di thii. 
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Ma Tham Ma Kan that Ma Kg Ming 4 3 2 I 
KT089 Xi& that ye cat tang cu mang (vi dy: ping, 

traceroute, nslookup) 

KT090 Kien that cat nguyen tic phang tha chieu sk 
(defense-in-depth) va kien true an man mang. 

KT091 Kien that ye cfic loyi ket not mpg khac nhau (vi 
dy: LAN, WAN, MAN, WLAN, WWAN). 

KT092 Kien that vi tic phan mer riang ten tep (vi dy: 
AL .bat,  .zip, •FocaP..8ziP). 

KT106 Men Mac ve ngan nfl may tinh thong djch va 
bien djch. 

KTIO7 Kien that ye de quy tr1nh, khi 'tang va horn the 
dm quart 1g thu th(ip. 

KT108 Kien that ye thu thkip he thOng front-end, bao 
gem thu thap, Ice Km lacmg va lye chon. 

KT113 Kiin that ye tort chinh sach, tha mc va quy dinh 
ye bap 4 mpg va an toan Meng tin. 

KTI 14 Kien that 4 tic vector ten tong phi hien tren 
lop mang. 

KT115 Klan that 4 cat loci tan tong !chat nhau (vf dv: 
thy dOng, chi) &Ong, nail gian, can canh, plan tan 
tan tong). 

KT116 Kien that 4 nhOng Ice tan cOng mang (vi dg: ke 
nghiep du (script kiddies), not gizin, Si trq quk 
gia,...). 

KT117 Kien that ye kg thuat quail tri he thong, mang va 
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Ma Klan that Ma K9 nang 
cling hem (hardening) he diau hanh. 

KT118 Kien thirc vie luet, nghj djnh, chi thj, quy dinh 
hien hanh ve an town thong tin. 

KT126 Klan thirc ye cac giai down ten tong mang (vi dy: 
trinh sat, do quet, Iiet ke, truy nhep he thong, !co 
thang dee quyan, duy td truy cop, khai that 
mang, x6a din vet). 

_ 
KT127 Men thkc ye cac khai niem kien ink an town 

thong tin mang hao gem du true lien ket 
(topology), giao auk, cac thimh phan va nguyen 
tac (vi dy: phi:mg thu chieu sau defense-in-
depth). 

KT128 Klan thirc ye cac nguyen Mc, m6 hinh, phucmg 
phrip quan 19 he thong mang va cac tong cu. 

KT137 Kien thirc ve cac phucrng phap ma h6a. 

KT138 Kien thirc tac dOng cite nhen bier vi rut, ma doe 
va cac cuec tart ding. 

KTI39 Kien thirc vb S ding va djch vg Windows / 
Unix. 

KT144 Klan that ye cac m6 hinh bac met (vi do: m6 
hinh Bell-LaPadula, m6 hinh Biba, Mo hinh 
Clark Wilson). 

KT152 Min thirc ye me hinh OSI va cac giao thfrc 
mang cry bin (vi du: TCP/IP). 

Ma Tha 
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Ma Tham Ma Kitt' thirc Ma K9 nAng 
KT153 Klan thirc ve luet, Ca quan phap Ifr, cite hart the 

va quy djnh lien quan den hoot dung phong thu 
tren khong gian mpg. 

KT162 Kien that ve cite lieu chuan an loin thong tin ca 
nhki, dit lieu ca nhan. 

KT163 Kien thin ve cite tieu chain an town de lieu the 
thanh town (PCI). 

KT164 Kien Mire ve cite lieu chitin an loan du lieu 
thong tin y te, sac khele ca nhan. 

KT184 Kien tithe ve cac.phmmg pile]) kiem tra va dinh 
gia bac met he th8ng. 

KT188 Kien thirc ve thiet ke Hen  phap del ph6 veld cite 
rai ro boo met de xac djnh. 

KT190 Kien thirc ye viec sir dung cite cong cg chia 
mang (sub-netting tools). 

KT195 Kien thirc ye cite c8ng cg (long lenh as he dieu 
hanh. 

KT198 Kith that vi he thong nhimg. 

KT200 Klan thirc ye cite c8ng cg va irng dung He thing 
phat hien din nhep (IDS)/He thong ngen ngira 
xam nhep (IPS). 

KT203 Kien thirc ve et giao that mpg nhtr TCP/IP, 
DHCP, DNS va dm djch vg thur Inge. 

KT207 Kien thirc ve each sir dung cap cons cg phan Lich 
mpg a Vic djnh cite diem yeu. 
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Ma Tham Ma Kan that Ma KY nang 
KT208 Kien that ve cac nguyen tat, tong cu va ky thuat.  

kiem tra them nhap. 

KT248 Klan that vi rid ro btlo mat ting dung (vi du: 
Danh skh top 10 18 hong owasp) 

CSSS 5 An toll' hit dug thong tin x 

KT001 KiEn that ve cac khiti niem va 4i.ao that mang 
may till va phutmg phip Ink ye an tan thong 
tin mang 

ICN005 Ky tiling ip dung cac kiem soet truy cop may 
chit/mpg (vi du: dank sitch kiem sok truy cap). 

KT002 Kien that v6 cat quy that quint ly rid ro (vi du: 
cac phtrong phap dinh gia va giarn thieu nil ro). 

KN024 Ky nAng dieu chinh dun hien. 

KT003 Kien that ye haat, quy djnh, thinh sach va dt.w 
dire nghe nghiep lien quan den an Win thong tin 
mang vi quyen rieng hr. 

KNO25 Ky nang sir dung cac phturng phap >dr ly so co. 

KT004 ICI& that ye an toan thong tin mpg va cat 
nguyen tic quyen rieng W. 

ICN027 Ky nang so dung thiet bj vi ma Ma Mang rieng 
ao (VPN). 

K1'005 KIM that ve tic moi de doa vi diem ytu an town 
thong tin mpg. 

KN042 Ky nAng NW mat th8ng tin lien IN mang. 

KT006 Kien that ve cac itnh htrong dOi yeti Witt dOng 
do mat an town thong tin mang 

KN044 Ky nting bao ve mang khai Phan mem d(ic hai. 
(Vi du: NIPS, thong phap mem di)c hai, hp the 
/ nail than thiet IA ben ngoai, bi, loc thu rat). 

KT019 Kien that ve sao Itru va plwc ht.) i du lieu. 1:14065 Ky ntingye ky thuat tang cutmg he thong, mpg 
va 4 dieu hanh. (vi du: x6a cac djch va khong 
can thiet, chinh such mat khan, Phan (top mpg, 
hat ghi nhat k9, it diiC quyen nhat, v.v.). 
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rham Ma KAI that ma icy ning 4 3 2 1 
KT027 KIM thee ve ca chi kiim soat truy cep may 

cheimang (vi dv: danh sach kidin scat truy cap, 
danh sach kha Wing). 

KN067 Ky ruing xe 19 sv ce va chin doan cac bat 
thueng ye ca se ha ding pheng the kheng gian 
mang vi &Ai quyet yin de. 

KT036 Kien thee ye phutmg phi!) tern phi vi 're it sv 
A co an toin thong tin mpg. 

KN147 K9 ring ap dull cat nguyen tic an than thong 
tin mang vi quyen rieng to del vii cac yeu tau 
dm to thee (lien quan den linh bi m@, tinh toll' 
vcn, tinh kha dung, mit thvc, cheng chtai be). 

KT038 Kien thee ye tee nguyen tic va you eau an toan 
thong tin invng va rieng tu (lien quan den tinh bi 
met, tinht  town win, tinh kha dung, xac thvc, 
chtmg chtli he). 

KT050 Kiin thee ve cat phucmg phap plan tich Km 
Itrqng mpg. 

KT053 Kien thee vi each km lutong truyen qua mang (v1 
dv: Giao thee TCP, IP, M8 hinh 081,...). 

KT054 Kien thec ve phan tich met g6i tin (packet-
level). 

KT083 Kien thee ye bao met Mang rieng Ito (VPN). 

KT084 Kien thee ye cac thalnh plan met cuOc tin tong 
mpg vi mai quan he ctla met cuec yin tong 
mang dei v6i cac mei de dort ve diem yeu. 

KTIO5 Klan thec ye cat Ong nghe lot web. 

KT113 Klan thee ve cac chfnh sach, the We va quy dinh 
ve bito ve mang va an loan thong tin. 

Ma 
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Ma Tham Ma Kien that Ma Ky fling 
KT127 Kien that ye the khdi niem kien hat an toan 

thOng tin mang bao gam au true lien ket 
(topology), giao thirc, cac thanh phin va nguyen 
tie (vi dy: phong this chieu sdu defense-in-
depth). 

KT145 Men that cu ban ve 4 thong, mang va kyr thudt 
drag hem he dieu hinh. 

KTI60 Kien that ve the this Me, nguyen tic va phuang 
phap Mem tra. 

KT174 Kien that ye the bin ghi truyin tai (vi du: 
Bluetooth, RFD, IR,Wi-11...) 

KT200 Kr& that ve cac c8ng en va img dung He thOng 
Oat hien xfim nit (LDS)/He thong ngan ngira 
xam nhOp (IPS). 

KT203 Kien auk ye cac giao [him tnang nhe TCP/IP, 
DHCP, DNS va cat djch vu thu mut. 

10205 Kien that ve phan tich Ilia lugng mang (cac 
ding cg, phuang phap loan, quy trinh). 

CSSS 6 Dieu tra s6 x 

KT001 Kien thin ve the khai niern va giao that mang 
may tinh va phacrng phdp lug►  ve an toan thong 
tin mang 	. 

KNOB Ky Ming trong viec phat tries, kiem thir va thnc 
hien the ke hoach du phting, khoi phut ca ser ha 
tang mpg. 

KT002 Kien that ve the quy trinh (min lY rai ro (vi du: 
the phuang phap dfinh gia val giam thiau rai ro). 

KNO20 Ky nang halo quan tinh wan vgn cfla bang chimg 
theo quy trinh thao tat tieu chuari hoc tieu 
eimen <pee gia. 

Kr003 Kien that ve ludt, quy djnh, chinh sach va duo ICNO30 Ky nAng phut) tich ket xuat bo nher de nth knit 
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tam MA Kien that MA Kiitang 4 3 2 1 
dire nghe nghiep lien quan den an town th8ng tin 
mang va quyen riang tu. 

thong tin. 

KT004 Men thirc ve an toan thong tin mang va cite 
nguyen tic quyen rieng tu. 

KN032 K9 ruing xac djnh va Web xuat du lieu quan 
trung al diet] tra s6 trong cac phi:mg tien 
truyen thong da dang. 

1'1'005 Kien tittle ve cac mai de doa va diem you an loan 
thong tin mang. 

KN033 K9 Ming xac ditch, sira dei va thao tac cac thanh 
phan he thong ap dung trong Windows, Unix 
hoc Linux (vi du: met khau, tai khoan ngtroi 
dang, tip). 

KT006 Kien thirc ve cac anh huang Ai ved host ding KN034 icy nang thu thap, xis 19, dOng goi, van chuyen 
va km lit bang chting dien lit de tranh thay dai, 
mat mat, hu hong vat chat hoc pha hay der lieu. 

do mat an than thong tin mpg. 

KT017 Kien tit ye cite thuat loan ma ilea. KNO35 Ky Ming thief lap may tram dieu tra so chuyen 
dung. 

1T019 Kien thirc ve sao km va phuc hal de: lieu. KN036 Ky nat.% sir dung cac beo cling cu dieu tra s6 (vi 
du: EnCase, Sleuthkit, FTK). 

KT036 Kier, thirc ve phi/0'1g phap Ong pho va xtt 19 sv 
c6 an town thong tin mang. 

KN038 K5 ;tang sir dpng may ao. (Vi du: Microsoft 
Hyper-V, VMWare, VirtualBox, v.v.). 

KT052 Klan thin; ve he dieu hank ICN039 Ky nang thao lap vet 19 PC. 

KT060 Kiin lilac ve cac m6i de Oa va diem yin cita he 
thong va (mg dung (vi du: tran lx) dem (buffer 
overflow), ma di dOng (mobile code), cross-site 
scripting, PL/SQL injection, ma dOc,...). 

KNO40 K9 nang thvc hien phAn tech dieu tra trong *au 
mill trutmg he dieu Ranh (vi da: he thong thiet bj 
di dOng). 

KT065 Kien lilac ve he dieu hanh may chit va may 
ichach/tram. 

KN049 Icy ming phin Itch situ va ma deg hai da thu 
duqc (vi da: dieu tra ve phan mem dee hai). 

KT066 Kien thirc ve cac gong cu danh gia may chtl va KNO50 Ky nang s* dung cac c8ng cu phan Itch nhj phan 
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Thani Ma Men that MA K9 Wing 
ky thu t sac dinh 16i. (vi da: Hexedit, mA lenh xxd, hexdump). 

KT087 Kien thire ye tic thanh Oran va kien true may 
tinh vat 19, bao dim cac chat nang caa cac thinh 
phan va thiet bi ngoai vi khac nhau (vi dg: CPU, 
NIC, luu tra di: lieu). 

ICNO51 Ky nang trong cac him barn met chieu (vi du: 
Thug toan barn an toan [SHA], Thug toan tieu 
hda tin nhin [MD5]). 

KT093 Man that ve de he th6ng tap tin that thi (vi du: 
NTFS, FAT, EXT). 

KNOS2 Ky riling phi!' deli cat foal ma bat thudng 

KT094 KIM that ve dc quy trinh thu gift vet bao quart 
bang tilting so. 

KN053 Ky nang phan tich da lieu hien dung. 

KT095 Kien thine ve cac phuang phap hack. ICN054 Ky nang Lit djnh cac Icy thug xao trOn 
(obfuscation) 

KT096 Kien that ye cac tae dung diet' tra vdi phan 
tang, He dieu hanit vi cat tang nghe mang. 

KN055 Ky riling phien djch kat qua du trinh g6 181 de 
xac djnh chien thug, ky thuat vi quy trinh. 

KT097 Men thin ye quan tri phap 19 lien van Ten Icha 
nang chap nh#n (vf da: Quy Mc ye bang chung). 

ICN069 Ky nang phan rich phiin mem dee hai. 

KT098 Kien that ve cac quy trinh thu th(ip, dOng gdi, 
van chuyen va luu tra bang ehimg s6 trong khi 
duy In chuOi quy trinh. 

KNO70 Ky nang tin Ilan11 ithati tick mire bit. 

KT oo Kien that ve loci vi thu thap da lieu an djnh 
(persistent data). 

KN071 Ky fling xir is,  bang chang ky thu#t s6, bao g6m 
vies bio ve vi 410 bin sao hop phap dal bang 
chimg. 

KT101 Kien that ye thu th§p, ky thug tim kiem / phan 
tich, tong ca va cookie Gila thu diem DI. 

KN084 Ky Ilan that hien phin tich mire gel. 

KTIO2 Kien that ye tep tin,  he thong (vi du: tep nh(it k9, 
tep dang k9, tep du hinh) china thong tin lien 
quan va noi tim cat tep he thong dd. 

Mil 
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Thant MA Kien thin Ma Kt nang 
KT103 Kien tiro ve cac loci du lieu dieu tra se va each 

nhan biol. 

KT104 Kien th(rc ye kha nang hien khai dieu tra se. 

KT109 Kien thirc ye cac ding cu twang quan sir kien an 
toan thOng tin mpg. 

KT111 Kan thirc ye lust chting cir dien ttl. 

KT112 Men thirc ve cac quy Lk phap lY ve cherng cu va 
alit tyc tea an. 

KT117 Kien thirc ye ky thuat quan tri he thong, inking va 
thing hda (hardening) he dieu hanh. 

KT118 Klan thtlt ye lust, nghj dinh, chi thj, quy dinh 
hien hanh ye an tok thong tin. 

KT127 Kik thirc ye cac khai them kien true an toap 
thong tin mpg bao gem cAu frac lien ket 
(topology), giao thirc, cac thanh phan va nguyen 
tae (vi dv: phi:mg thu chieu sau defense-in-
depth). 

KT129 Men thk ve cac ding cu va ky thuat khei phv 
der lieu. 

KT130 Kien (hue ve cac khai mient dich nguqc. 

KT131 KIM that ve cac chitin thus*, ky thuat va quy 
trinh eking dieu tra so. 

KT132 Klan thin ve au With thiet ke phong thi nghiem 
dieu tra va cite Ung dung he) trq (v1 dy: VMWare, 
Wireshark). 

MA 
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MA Tham MA KIM thirc MA Kt ning 
KT133 Men thirc ye ck quy trinh va tong cy ger lOi. 

KT134 Kien thirc ve viec larn ding Iota tep bed ke djch 
doh WA hanh vi bat thtreing. 

KT135 Men thirc ve clic tong cy phin tich phin mem 
ma dee (vi dv: Oily Debug, Ida Pro). 

KT136 Kien that ve phin mem dee hai veil tinh niing 
ph& hien may ilo. 

KT154 Kien attic ye teat khai niem quan trj he thong cho 
he dieu hanh, thing Ilan nhu nhtrng khong gieci 
han cho cat he dieu hanh UnixThinux, IOS, 
Android va Windows. 

KT158 Kien that ve phan Itch nhj phan. 

KT159 Men that ve cat khai niem kien trac mang bao 
gem du (vac lien ket (topology), giao iliac va 
cat thanh Olen. 

KT189 Kiin that ve phan tich goi tin bang cat tong cy 
thich hgp (vi dy: Wireshark, tcpdump). 

KT191 Kitt that ye cite  khai them va thyc hanh xil 11 
dIt lieu dieu Ira sea. 

KT210 Men thine va hien biet ye thiet ke In hinh. 

KT248 Kien thirc ve rai ro bao met (mg ding (vi dy: 
Danh sach top 101$ hung owasp). 

CSSS 7 Nghien dm phitt triCn 

• •• 
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Ma Tham Ma Kien tilt MA K'9 nang 4 
KT001 Kien that ye the khai them va ciao that mang 

may firth va phuong phap Mk ye an town thong 
tin mang. 

KNO03 K9 nAng ung dung va ket hyp tong nghe thong 
tin vao cat giai phip dugc de xuat. 

KT002 Kien thirc ye cat quy trinh quan 11 raj ro (vi du: 
cat phuong phap danh gia Ya giam thieu rili ro). 

KNO07 icy Ming tao va sir dung cat m6 hinh toan hgc 
hok thong ke. 

KT003 KIM thdc ye luat, guy dinh, chinh sach va dao 
duo nghe nghiep lien quan den an town thong tin 
mang ya quyin rieng tu. 

KN037 Ky nAng ad dung cat guy tic va phuong phap 
khoa hoc de giai guy& van de. 

KT004 Klan thdc ye an Man thong tin mang va cac 
nguyen tic quyen rieng ttr. 

KNO78 Ky nang ap dung guy trinh ky-  thuat he thOng. 

KT005 Kien tilde ve the mei de d9a va diem yeu an town 
th6ng tin mang. 

KNO82 Ky Ming thief ke tich hgp cac quy trinh va giai 
phap tong nghe, bao gam cac he th6ng ke than 
va tic ngon nga iap trinh hien dai. 

KT006 Men thdc ye cat anh huemg dOi ydi heat dOng 
do mat an town thong tin mpg 

KNO91 Ky Jiang ap dung cat ky the ma h6a an town. 

KT009 Kien thirc ye the diem yeu 1mg dung. 

KT018 Kien thdc Ye mat ma va cac khai niem quart 1, 
khda mat ma 

KT051 Kien that ye cat cong nghe mei va mei not linh 
we tong nghe thong tin va an town thong tin 
mang. 

KT075 Kiln that ye cac nguyen tie quart 19 yang doi he 
thOng, bao gem bao mat phan mein va kha nang 
sir dung. 

KT099 Kit thirc ye thge hiudi Quan 11 '-Ai ro chugi 
cung (mg. 
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MA Tham MA Keen thfit MA KS,  nang 
KT119 Kien thirc ye an wan chu6i cung ling ding nghe 

thong tin vA tin ro chu6i cung img, cac chinh 
sach, yeu can vA thtl We (pan 19. 

KT 120 Klan thirc va cac he thong hailing quan trong vol 
Ong nghe th8ng tin vA truyen thong duqc thiet 
ke mA quan tam ye bao m#t he thong. 

KT121 Man thirc vi k$ thu#t djch nguqc phan cung. 

KT122 Kien 	that 	ve 	plan 	mem 	tiling 	Oan 
(middleware). 

KT123 Klan thirc va cac giao thtle mpg. 

KT124 Klan tithe va ky thuullt djch ngutyc phan mem. 
KT125 Klan thirc ye lieu chuan lugs: a XML. 

KT127 Kien tithe ye cfic khAi niem kien true an toan 
thong tin mpg bao gam eau trite lien ket 
(topology), giao thk, cac thanh phan va nguyen 
tat; (vi du: phong thA chi& sau defense-in-
depth). 

KT143 Klan iliac ve c/o khai niem vA chin ruing dm 
ttrimg lira *rig dung 

KT147 Kien thirc ye ky thu#t cite dell kat Wei. 

KT169 Kien thirc ve Itt#t phi", chinh sich, thu tuc hoc 
quAn tri an toan thong tin mpg elm cac ha tang 
quan trong. 

K1'170 Klan thirc va nh$n dung diku tra se. 
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MA Than MA Kien thirc MA KS7 riling 4 3 2 1 
KT171 Kien thirc ve kien tit truyen thong di deng. 

KT172 Kien thin ve can true va not 	dm he dieu hank 
(vi du: quan ly quy trinh, can frac thu mitt, cac 
trrig dung da cai dAt). 

KT173 !Gen thirc ve cac cong cp phan tich mang duac 
ail dung de xac dinh cac diem yeu phin mem 
lien lac. 

KT183 ICI& dale ve cac tieu clink' m5 hinh dam bao an 
toan thong tin. 

KT187 Kien thirc ye kith Wang, irng dung va cac diem 
yeu tem an pa tluet bi mang, bao gPm cac hub, 
b0 dinh tuyen, bo chuyen mach, cau rt6i, may 
chit, phuong lien truyen dan va cac pilau cimg. 

KT193 Kien that ve cac phuang phip hack. 

KT194 Kien thirc ve cac diem yen an than thong tin 
mang den an dm cac tong nghe chuyen nganh. 

KT197 KIM &Cm ve cac lchai niem Ic'y thuAt duce ap 
dung cho kien tit may tinh va phan elms/1)11am 
mem may tinh lien quan. 

KT208 Kien thirc ye cac nguyen tic, cong cu va ky thuiat 
kiem tra thAm nhap. 

KT235 Kien thirc va an Loan hoat &Ong. 

CSSS 8 Dinh gia an town phan mem x x x 
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Ma Tham Ma Klan thirc Ma K9 nang 4 3 2 1 
KT001 Kien tittle ve cac khai them vet giao thirc mang 

may tinh va phtamg phap luen ye an tan thong 
tin mang 

KNO01 Kr tang lien hatch gnat 18 hong va nhen hiet 18 
hong trong he thong bao met. 

KT002 Kien tire vet ac guy trinh guan 1Y rai ro (vi dirt: 
ac phacmg phap danh gia va giam thieu rill ro). 

KNO09 Ks% nang xay dung, ap clang cac Bien phap 416i 
pit v6i cac dal ro an tan thong tin. 

KT003 Klan thirc a lust, guy djnh, chinh sach va dao 
day nghe nghiep lien quan den an loan thong tin 
meng va guyen Kiang hr. 

KNO14 Ky thing phat trim va ap dung ac bien phap 
kiem soat truy cep be thong bao mat. 

KT004 Klan thirc ve an tan thong tin mang va cac 
nguyen Mc guyen rieng ttr. 

KNO16 K9 nang xac dinh nhu cal bao ve (tk la kiem 
sat an loan) cita he theng thong tin va mang. 

K11005 KIM that va cac mei de doa va diem you an Loan 
thong tin mang. 

ICN047 Tcy riling itch hop cac cOng cp Iciem,  Ira kilo met 
hap den vao guy trinh dam bao chat lacing cAa 
ale ban phat hanh phan mem. 

KT006 Klan thirc a cac lath huong 461 veri host Ong 
do mat an tail thong tin mang 

ICN073 K9 thing xay dung ki hoach kiem thu an toan 
thong tin (vi du: don vi, tich hqp, he thong, chap 
Than). 

KT014 Klan thac ve au trac dtk lieu phac tap. KN076 K9 nang sa thing ma him ha tang kb& cong khai 
(PKI) va chit Ic5,  se vao cac (mg dpng (vi du: 
email S/MIME, SSL). 

KT016 Kien thirc ve nguyen 19 lap trinh may tinh KN093 Kji nang sa dung cac citing op phan tich ma. 

KT022 Kien &re ve ben irk an loan thong tin cent to 
chic. 

KN094 K9 thing thpc hien phan tich dec quyen guan trj. 
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Ma Th a m MA Kan thirc Ma 1{9 nang 4 3 2 1 
KT023 Kien dilly ye cac you au danh gia va xac nhen 

eau t8chtk. 
KN1 47 Kg ndng dp dunq cac nguyan,the an town th8ng 

tin inking va quyen rieng todoi voi cac y8u cAu 
cart t8 chine (lien quan den tinh bi met, tinh toan 
van, Unit !chit dung, vie thus, thong choi be). 

KT033 Kiin thine ve cac nguyen tic va phuong phip an 
loin thong tin mpg va rieng to ip dung cho phit 
trien phap mem. 

KT038 KIM thine ve de nguyin tic va yeu du an toan 
thong tin man va rieng tu (lien quan den tinh bi 
met, link town yen, tinh khit dung, xic that, 
thong ehoi h6). 

KT043 Kien thtrc ve cac nguyen tic va khai niem mang 
nei be (LAN) va mang dien rung (WAN) bao 
gem quart 15,  bang th8ng. 

KT044 Kien thine ve ngan ngit may tlnh cap thdp (vi du: 
hop net). 

KT052 Kien thine ve ho dieu Muth. 

KT057 Kien thirc ve Dinh gid tic deng quyen rieng tu. 

KT059 Kien thine ve cau true nem ng0 lep trinh va 
logic. 

KT060 Men thin ve cac moi de dca vi diem yeu ciut he 
thong va trng dung (vi dµ: tran be dam (buffer 
overflow), ma di tong (mobile code), cross-site 
scripting, PL/SQL injection, ma deer.). 

KT062 Kiin thee ve kg this quail 1± cau hinh an town. 
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Ma Thant MA Kien that MA Ky nang A 3 
KT067 Kien that ve nguyen lac glt liii phAn Sm. 

KT068 Kik thfrc ve cac cOng co, phtrang pluip va ky 
thuOt thiet ke phe'n mem. 

KT069 Kien thirc ve cac mo hinh phat trien phin mem 
(vf do: MO hinh tithe nu& - Waterfall, MO hinh 
xolin óc - Spiral Model). 

KT070 Kien thirc ve ky thuat phAn mem. 

CSSS 9 Man true an town thong tin x x x 

KT001 Kien thin; ve cac khai niem va giao thus mong 
may tinh va phucmg phi, luau v6 an town thong 
tin mong 

KNO03 Ky nang (mg dung va 1(61 hop cOng nghe thong 
tin vao cac giai phap dugc de xuat. 

KT002 Kien auk ye cac quy trinh quint Ifs rOi ro (vi do: 
cite phuang phap danh gia va giam thieu rai ro). 

KNO09 K9 rang Ay dtmg, ap dung cac bien phap dei 
ph6 v&i cac rtli to an town thong tin. 

KT003 Min thUt ve hilt, guy dish, p  chfnh sach va duo 
disc nghe nghiep lien quan den an town dieing tin 
riming va quyen rieng tu. 

KNOI 1 Ky fling thiet Ise tich hop cac giai phap phAn 
cling va phalli mem. 

KT004 Kien thtle ve an toan thOng tin mpg va cac 
nguyen tic guy& Hong tu. 

KN0I3 Ky nAng xic djnh each fink hoot dOng ctlit he 
thong bao mat (bao gem Icha 'rang phut hOi va 
khit nAng tin coy) va nhung thay din ve dieu 
kien, hoot deng hoc mei twang se lath hutmg 
nhu the nao den nheng ket qua nay. 

KT005 Kien that: ve cac mei de doa WI diem yeu an man 
thong tin mang. 

KNO21 Ky nang lap tni5 hinh thiet ki va xAy dung cac 
tnremg hop sa dung (vi do: nem ngtt lap mei 
hlnh uni lie). 
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MA Tham MA Min thirc MA K9 thing 
KT006 Man thee a cac anh huimg d6i veri hoat dOng 

do mat an toes th8ng tin mang. 
KN027 K9 nang sir dung thiet bj va mA hth Mang rieng 

ao (VPN). 

KT007 Kien thirc a phutmg p14 xac that, ny quyen va 
kiem sok tray cep. 

KN029 Ky nang vitt ke hoach kiem this. 

KT008 Kien thirc ve ip dung cat quy trinh kinh doanh 
va hoat dung cea cat to chire. 

1C/4041 K9 ?tang cai det. au hinh cat phan mem, ding 
cu bao ve may tinh. (vi dm: ttrimg lira phen mem, 
Wen mem thong vi-nit, phAn mem thong gian 
diep). 

KT009 Kieft thirc ve` cat diem y6u ting dung. KNO63 Kyr nang thiet ke de gill phap bite met da cep / 
tan mien cheo. 

KT010 Kien thirc ve de phut ng phap ket nei, nguyOn 
tac va Ichai niem ha tin mang. 

KN066 Ky nang sir dung cite phtrang phap thiet ke. 

KT011 Kien thirc va kha nang ve (mg dung cea fiat bj 
mang bao gem b0 dinh !myth (router), thiet bi 
chuyen mach (switch), au n6i (bridge), may 
chit, phuong tien truyen dAn ve pit ding lien 
quart. 

ICN076 Ky rang sir dung tuff he a ha tang khea tong khai 
(PKI) va chtt k9 se vito Otte Ong dung (vi du: 
email S/MIME, SSL). 

KT012 Kith thirc a phlin tich kha nang va yeu au. KNO77 icy nang ap dung cat m8 hinh bao met (vi du: 
me hinh Bell-LaPadula, ma hinh than yen Biba, 
mei hinh town vgn Clark Wilson). 

KT013 Kien thirc ve cat cOng cu &to ve va danh gia 
diem ye'u an loan th8ng tin mang va khit nang 
cita cat ding cu. 

104083 Ky nang  chuyin cat yeu eau hoat Ong thanh 
nhu au bito VC' (tire la kiem scat an toan). 

KT015 Kien that ve thuet loan may firth. KN087 K9,  'tang thiet lop mang con * 19 hose logic de 
tech mang cue be (LAN) khei the mang khong 
ditng tin 4y khac. 
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Ma Tham MA Kan thirc MA K9 tiling 
KT017 Kien thee ye cac thdt tot ma hoa KN089 Kg tang du hinh AM sir dung cac tharth phan &to 

ye may tinh (vi dp: !treng Itla phan ding, may 
chit, be djnh tuyin, net thich lyp). 

KT020 Man thee ve he thong ca se du lieu. 

KT021 Klan thirc ye ke hooch duy tri hoat Ong vtl khel 
phuc tham hoa. 

1(1022 Kan thirc ye kien trim an thin thong tin cite to 
chirc. 

KT025 Kan that ye k9 thuet, Iden Mic may tinh (vi da: 
bang mach, be xti ly, chip NM phan cting may 
tinh). 

KT029 Kan thee ye cili 45t, tich licrp vi tOi tru Ma cac 
thanh plan he thong thong tin 

KT030 Kan thigic ye nguyen 19 Prang tac giOa ngtrai va 
may tinh. 

KT031 Klan thirc ye quy trinh Dinh gilt va Oy quyin 
bao mat an Mk then tin mang. 

KT037 Klan thirc ye cac nguyen tic plan tich tieu chuan 
nganh ya cac phtrong phap &roc chap night, tip 
dung. 

KT038 Kien fink ye de nguyen tic va yeu au an loin 
thong tin mpg vi rieng to (lien quan din tinh bi 
matt, tinh torn ygn, tinh kha dung, xac thuc, 
chong chei b6). 
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MA Tham MA Kik thirc MA Kt nang 4 3  
KT045 Ki6n shire ye toan hoc (vi du: logarit, luting giac, 

doi so tuyen tinh, gild tich, thOng ke va phan tich 
host dung). 

KT047 Merin that ye vi xa iy (microprocessors) . 

KT048 Kien th(rc ve truy cap mang, danh tfnh va quan 
IY truy cap (vi du: ha tang kh6a tang khai, 
Oauth, OpeniD, SAML, SPML). 

KT049 Kian that v6 cat thiett 131 va chat nang phi' 
tang mang. 

KT051 Ki& thirc ye cat tong nghe mai v& mai nisi linh 
no tong nglia thOng tin va an toan thong tin 
mpg. 

ICT052 Ki6n that ye he di6u hanh. 

KT053 Ki6n that ye cach Lim Itrong truyen qua mang (vi 
du: Giao that TCP, IP, MO hinh OSI,...). 

KT055 Mtn thirc ye cat khai niam tinh man song song 
va phan tan. 

K1'061 KIM that ye cat khai niOm tong nglia truy cap 
to xa. 

KT063 Ki6n thirc ye cat khai niam chinh trong quan IY 
bao mat an town thong tin mang (vi dy: Quan ly 
phat hanh, Quan 15'  ban W). 

KT070 KiEn that ve ky thuat phAn m&m. 
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Ma Thant Ma Min thfre Ma Ky Wing 
KT076 Kien thee ve cac phurrng pluip kiem tra va danh 

gill he thong. 

KT077 Kien thirc ve cac quy trinh tich hop cong nghe. 

KT078 Min they vi cac khai niem vign th8ng (vi du: 
Kenh truyen, da kenh,...). 

KT082 Kien thee ve quy trinh ky (bust he thOng. 

KT120 Kien thee ve do he thong he tang quan trung vetti 
cong nghe th8ng tin va truyen thong duqc thiet 
ka ma quan tern a bao met he thong. 

KT128 Kiln that ye cac nguyen Uric, m6 hinh, phuong 
phap quan l, he dicing mang va cac ding cu. 

KT140 Kieft auk ye de khai niem cat tien quy trinh to 
avec va quy trinh m8 hinh tnerng thanh. 

KT142 

' 

Kien lac ye cac khai niem roan 115,  djch vu 
mang va cac lieu chuen lien quan (vi du: tieu 
chuin ITU.). 

KT143 Klan thk a cac khai niem va chat Sing dm 
twang lea (mg dung 

KT149 Kiln thirc a cac yeu au a tinh bi met, tinh 
town van va tinh khit dung. 

K1150 Kiln thirc ve cac san phem phen mem ha try an 
town thong tin mang. 

K1'151 Kiln thin vi pinyon phip dainh gill Khung quan 
It rid ro. 

KT155 Kiln that ve cac lord kiln tree may firth. 
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Ma Kien that Ma Kg nan 4 3 2 
KTI 57 Kien thirc va giai phap he thing bito met da cap 

va ben the ten mien khac nhau. 

KT162 Men thirc va tat tieu chuttn an loan th8ng tin ca 
than, de lieu ca than. 

ICI 163 Kien that ve cat tieu chitin an loan der lieu the 
thanh town (PCI). 

KT164 Klan that ve cat lieu than an town chit lieu 
thong tin y ta, sire khoe di nhan. 

KT166 Kitt thirc ye lep Ice hogch throng trinh bao ve 
(vi du: chink skit balm met chugi sung irng/quitn 
15,  rid ro, k9 thuet Chong gia mao). 

KT175 Kien thirc ye ky lintel quan19 du hilt. 

KT177 Men that ve ma Ma de lieu hien tai va mei nei, 
the tInh neng bat) met trong ca kr de lieu (vi do: 
Lich hap sin tinh nang quan 1Y khda met ma). 

KTI 81 Kien thirc ve N-tiered (vi do: bao gam he (lieu 
hanh may chit va may khkh). 

KT182 Kien thirc ve chuong trinh phan loai th6ng tin va 
the quy trinh dei voi xam pham thong tin. 

KT185 Kien fit vi cat khai niem va ma hinh kien true 
tong nghe thong tin (vi do: throng ca se, xat 
then  thiet ke va kien true moc tieu.) 

KT186 Klan thirc ve viec tIch hap the tam nhin va mut 
lieu cite tat chirc vao kien trot. 

KT196 Kien that ye cat tieu chi danh gia va the nhen 

Ma Thant 

• 
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MA Tham MA Kien that MA KY nAng 4 3 2 1 
cUa to chfrc. 

KT198 Kien thirc ve he thong nhang. 

KT199 Kien thirc ve cac phuang phap ban kha Ming 
chilli& cita he thong. 

KT201 Klein thirc ve 1,9 thuyet thOng tin (vi du: ma 
nguon, ma hem kenh, 19 thuyet thuat loan phfrc 
tap va nen MI lieu). 

— 

KT202 Men thin ye phan Yang DMZ 

KT203 Kien that ye cac giao thirc mang nhtr TCP/IP, 
DHCP, DNS Ira cac djch vu thu muc. 

KT204 Kien that ye cac quy trinh thiet Ice mang, bao 
gOm hieu biet ye cac muc lieu bao mat, muc lieu 
nghiep At va SIT can bang. 

KT206 Kien thirc ye cac phuang phitp xic thuc qttyen 
iruY OP. 

KT241 Kien thtic ye cac giao th(rc mpg va djnh tuyen 
pho bien (vi du: TCP / IP), cite djch At (vi du: 
web, thu, DNS) va each chang Luang It de cung 
cap ket not mang. 

x CSSS 10 Trien khai an toan he thong thong tin x 
KT001 Kien thirc N4 cac khai niem va giao thirc mang 

may tinh va phuang phap Juan ye an toan thong 
tin mpg. 

KNOOI K5 Ming tien hanh quet 18 hang va nhan bier 16 
hong trong he thong bao mat. 

KT002 Kier' that ve ate quy trinh quan 19 nil ro (vf du: KNOO9 Icy nang xay dung, (tp dung cac bien phap doi 
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Ma Tham MA Kan firth Ma K9 nang 4 3 2 1 
cac phuong phap danh girl va giam thieu du ro). phe v6i ck riti ro an town thong tin. 

KT003 Klan thin ye luet, quy djnh, chinh sach va dao 
dirt nghe nghiep lion quan den an tofin thong tin 
mang va quyen rieng hr. 

KNOW Kg nAng xey dung cac Bien phap kiem seat bat) 
met an town thong tin. 

KT004 Kien thin ve an toan thong tin mang va cac 
nguyen tic quyen rieng ttr. 

KNO11 1C9 nAng thiet ke tich hop cac giai phap Olin 
cling vi plan mem. 

KT005 Kien thirc ye cac mei de doa va diem you an Wan 
thong tin mpg. 

ICNO14 icy nAng phat Wen va pp dung cac hien phap 
kiem scat truy cep he thong bao met. 

KT006 Kien thin ve cac finh huffing 4161 v&i float Ong 
do mat an Loan thong tin mang 

ICNO16 Kg nAng xac djnh nhu au bao ve (tire la kiem 
scat an town) do he thong thong tin va mang. 

KT015 Kien fink ve thuat tok may tfnh. KNO17 K9 nAng kiem tra, danh gilt 0 heng ha° met ttr 
khau thiet ke. 

KT017 Kien thin ve cac thuet Wan ma hea KNO48 Ky nang thuc hien danh girl hoec xem xet cac he 
thong ky thuet. 

KT020 Kien thtic ve he thong co' so dO lieu. KNO80 Kg nAng tfch hqp va ap dung cac chinh sash dap 
Ong cac ink tieu bk mat he thong. 

KT022 Klan thirc ve kien trim an loan thong tin cua to 
chin. 

KN085 Kg n'ang s* dung me hinh thiet ke (vf du: ngein 
nge me hinh thong nhit). 

KT023 Kien thirc ve cac yeu au danh girl va xac nhen 
cita t 	elite. 

KN147 Kg nang ap dung cac nguyen tic an town thong 
tin mang va quyen rieng ttr doti voi cac yeti ciu 
ctla to chirc (lien quan den tinh bf met, tinh Wan 
van, tinh !chi dung, xac thuc, chOng chef be). 

KT025 Kien thirc ve ky thuet, kien true may tinh (vi du: 
bang mach, hO xir ISr, chip va phan cling may 
link). 



84 

MA Tham MA Kien thirc MA KS,  nang 
KT026 Kien that ve ldul tang phut hei va du phang. 

KT029 Kien that ve cal,  dal, tich hop va t6i tru hia cac 
thanh phan he thong thOng tin 

KT030 Kien thirc ve nguyen 19 tuong tic girls ngueri va 
may tinh. 

K1038 Kien thirc ve cac nguyen tic va yeu cit .] an toan 
thong tin mang va dens to (lien quan den tinh bi 
mitt, tinh toan vcn, tinh Uri dung, xac dive, 
thong chei bit). 

KT039 Kien that ve tic nguyen the k5' thuit an loan he 
thong thong tin 

KT042 Kien that ve cat nguyen the va phtrang phap an 
toan thong tin (vf du: Wang lira, DMZ, ma h6a). 

KT043 Kien that ve cat nguyen tic va khiti niem mpg 
nti b0 (LAN) va mang (lien rOng (WAN) bao 
gem quan 1, bang thong. 

KT045 Kien thatve toan hoc (vi du: logarit, Itrong gik, 
dal so tuyen tinh, gill tich, thing ke va phan tich 
hoat do, ng). 

KT047 Kien that ve vi xir 19 (microprocessors). 

KT048 Kien that ve truy 4p mpg, (lath tinh va quint 
19 troy cap (vi do: ha timg kh6a tong khai, 
Oauth, OpeniD, SAML, SPMT,). 

KT052 Kien that ve he dieu hanh. 



85 

Ma Thum MA Kien that MA Ky ning 
KT053 Klan thirc ye each luu luang truyen qua ming (vi 

du: Giao thirc TCP, IP, M8 hinh OSI,...). 

KT055 Kien thirc ye cic khai niem tinh town song song 
WI pilau tan. 

KT056 Kien thirc ye de hien phap kiem sofit truy cap 
dna tren chink sach va thich irng Wri nil ro. 

KT057 Kien thirc ve Barth gii tac dOng quyen Hens tn. 

KT058 Kiin Ogre ye cac khai niem quy trinh ky thuat. 

KT062 Kien that Ye kg thuat quan ly cAu hinh an town. 

KT069 Kien thac ye cac m8 filth ;that trien phin mem 
(vi du: MO hinh thac mrOc - Waterfall, M8 birth 
xoin Oc - Spiral Model). 

KT070 Kien that ye ky thuet phin mem. 

KT071 Kien thirc ve cac nguyen tic WI phuang phip 
phfua tich ciu trite. 

KT072 Klan that ve cac cong ell, phuang phip va k9 
thuat thiet ke he thong, bao gem ca ha tilting tit 
clang, the tong cn phan tich va thiet ke. 

K'I'073 Kien that ye he thong phin mem vi cite tieu 
chui$, chinh sach thiet ke to chirc va cac phuang 
phap tiep can lien quan den thiet ke he thong. 

KT075 Kien di& Ye cat nguyen tic guar! ly Wing din he 
thong, bao g6m bao mat phial mem va Icha nAng 
sir dung. 
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Iii Thant MA Kien thirc MA KY niing 4 3 2 1 
KT076 Men that ye cat phuong phap 'dem tra va danh 

gia he thOng. 

KT078 KAI that Ye cat khai niem van th8ng (y1 du: 
Kenh truyen, da kenh,...). 

KT082 Men that ye quy trInh k9 thuat he thong. 

KT099 Kien that ya thirc hanh Quan 19 rai ro chugi 
cung ang. 

KTIO6 Kien thirc ye nen ngt1 may tinh th8ng djch va 
Bien djch. 

KT119 Kiln that ye an tan chai cung irng ding nghe 
thong fin Nth rai ro chuei cung ling, cat chinh 
sach, you cam va tha tuc Tian 19. 

KT120 Man that ye cat he thong ha tang quan trcng yeti 
ding nghe thong tin va truyen theng doge thiet 
ke ma quan tam ye bao mOt he thong. 

KTI27 KIM that ye cat khai niem kien trim an map 
thong tin meng bao gem eau frac lien ket 
(topology), giao that, cat thanh phan va nguyen 
tat (vi du: phang thu chi& sau defense-in-
depth). 

KTI28 Kier' that ye cat nguyen tat, mo hint, phtrong 
phap quart 19 he thong mang va cat tong CO. 

KT142 Kien that ve cat khai niem quan 19 djch vp 
mpg va cat lieu chuin lien quan (vi du: lieu 
chuArt ITIL). 
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MA Kan that Ma Kg nang 4 3 2 1 
KT144 Kien that ye cac mo hinh brio mat (vf du: ma 

hinh Bell-LaPadula, m6 Ifirth Biba, M6 hinh 
Clark Wilson). 

KT162 Kien that ve.  cac tieu chain  an toan thong tin ca 
than, du lieu ca nhan. 

KTI 63 Kien that ve cac tieu chain an toan dD lieu the 
that'll tofu' (PCI). 

KT164 Kien thirc ve the tieu chuan an toan dir lieu 
thong tin y re, sire Ithee ea nhan. 

KT176 Kien fit ve guan 19 an toan thong tin. 

KT182 Kien that ve chtrcrng trinh phan loci thong tin va 
cac guy trinh dei veri xiirrt phalli thOng tin. 

KT188 Klan that ye thiet ke bien phap dei ph6 veri the 
rai ro bao mat da xae Binh. 

KTI92 Kien thac ve mot ma hqc. 

KT198 Kien that ve he thong nhang. 

KT201 Kien thire ye 1,9 thuyet thong tin (vi dy: ma 
nguon, ma hoa kenh, 19 thuyet thu$t toan phire 
tap va nen du lieu). 

KT203 Men tit ye the giao that mpg nhtr TCP/IP, 
DHCP, DNS vi cat dich vy thu my& 

KT204 Kien that ve cac quy trinh thiet ke mang, bao 
gam hieu Wit ye cac muc lieu brio mot, mix fieu 
nghiep va va su can bing. 

MA Tham 
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MA Tham Ma Kien thee MA KY nang 
KT206 Kien that ye cac phuong phap xac thus guyin 

tray cap. 

CSSS 11 Ven hanh an town he tilting 

KT001 Klan that ye de Midi niem va ciao thee mpg 
may tinh va phuang phap loan, ye an than thong 
tin mpg 

KNOT 1 Ky Ming thiet ke tich hop cac giai phap phin 
drug va phial mem. 

KT002 Kieft that ye dm quy frith man 19 rid ro (vi du: 
cac phuang phzip Muth gia va giiun thieu rui ro). 

ICNO13 Ky ming xac dinh each thee boat dOng dm he 
thong bao met (bao gem kha ming OK hoi va 
kha nang tin cey) va nheng thay doi ye dieu 
kien, host Ong hoc mai throng se kb huong 
nhu the nao den nhimg ket qua nay. 

KT003 Kien tithe ye luat, guy dinh, chinh sea va dao 
duo nghe nghiep lien quan den an twin thong tin 
mang va guyen rieng ttr. 

KN014 Kya  nang phat then va ap dung cite hien phap 
kiem soat truy cep he thong bao met. 

KT004 Men thee ye an toan thong tin mang va dc 
nguyen tic guyen rieng tir. 

KNO17 KY nang kiem tra, danh gia la' hang bao met tir 
khan thiet ke. 

KT005 Men thin ye cac mai de doa va diem you an toin 
thong tin mang. 

KN028 K9 Wing viet ma ban' g neon ngtt lap trinh (vi du: 
Java, C 14). 

KT006 Kien thee ye oat: itnh htremg dai \raj hoot clang 
do mat an toan thong tin mang 

KN079 K9 nang danh gia an toan Net ke 4' thting. 

KT015 Kien thirc ye thuet tan may tinh. KNO81 Ky :tang dinh gia cac bien phap kiem soat an 
town dkra tren cite nguyen Mc va nguyen 19 an 
toan thong tin mang. 
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Ma Th am MA Kier' that MA K9 nag 4 3 2 1 
KT017 Kien thin ve cac thuet man ma hoa 1CN086 K9 nAng nhen bier 16 hAng trong he thong bao 

met. (vi dy: quet to h8ng bao met va Man thfi). 

KT018 Kien dire ye met ma va cac khai niem quitn 19 
khea met ma 

KN147 Ky nang ap dvng cac nguyen tae an than thing 
tin mpg va quyen rieng to dei veri cac yeu au 
dm to (ilk (lien quan den tinh bi met, tinh town 
vgn, MTh kha dyng, xac thyt, thong chili be). 

KT020 Kitt thirc ve he thong cc ser du lieu. 

KT029 Kien Mirs ye cai dht, tich hqp va tin tru him cac 
Oath phan he thAng thong tin 

KT030 Kien thirc ye nguyen 19 Wang tae gift nguiri va 
may tinh. 

KT034 Kien tithe ye cac nguen phe bien thong tin a 
diem yeu bao met (vi Mi: canh bao, to an va 
ban tin,...). 

KT038 Kien thirc a cac nguyen tic va yeu au an tan 
thong tin ming va rieng to (lien quan den tinh bi 
met, tinh town vgn, tinh kha dung, xic thqc, 
chSng Choi be). 

KT042 Men th6c ve cac nguyen the va phtrong phap an 
town thong tin (vi dy: tu?mg bka, DMZ, ma h6a). 

KT045 Kien fink ve tom hoc (vi dy: logarit, luqng gik, 
dai so tuyen tinh, giii Lich, thong ke va phan tich 
hot Ong). 
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MA Tham MA Man thin MA KY Ming 
KT048 Kien thirc ve truy cep mang, dash tinh va quan 

15,  truy cap (vi dv: by tang khoa c8ng khai, 
Oauth, OpenID, SAML, SPML). 

K1052 Klan thire ve he dieu hanh. 

K1053 Kien &le vi each Itru Itrong truyen qua mpg (vi 
dv: Giao tithe TCP, IP, Mo hinh OSI,...). 

KT055 Men thirc ve cat khai niem tinh toan song song 
va phan tan. 

KT064 Kien thitc ye the ding cv, phuong phap vi kg 
thuftt thiet ke he thong bito met. 

KT070 KIM flute ye kg thuet phen mem. 

KT078 Kien that ye the khai akin AL thong (vf dv: 
Kenh truyen, da kenh,...). 

KT082 Kien thin Ye quy trinh kg thuet he thong. 

KT127 KIM thfrc ve the khai niem kien trite an loan 
thong tin mpg bao gem eau trite lien ket 
(topology), giao thin, the thank phan ye nguyen 
the (Y1 dv: phang thia ehieu situ defense-in-
depth). 

KTI28 Kien thtic ve the nguyen de, mo hinh, phuong 
phap quan IS,  he thong mang ye the ding ca. 

KT142 Kien thin ye the khai niem quan 15,  djch va 
mpg va the tieu chuAn lien quan (vi dv: lieu 
ehuan 1TIL). 
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n MA Kid° thtic MA K9 Sing 4 3 2 
KT144 Man thirc va cat mo hinh bao mat (vi du: mo 

hinh Bell-LaPadula, me With fliba, MO birth 
Clark Wilson). 

KT155 Kien that vZ the loaf kien trite may fink 

KT162 Kien thirc ve the lieu ehttan an town thong tin ea 
nhan, di lieu ca nhan. 

KT163 Men thfre ve the lieu than an toan dfr lieu the 
thanh town (PCI). 

KT164 Kien thirc ve the tieu chuAn an toxin sift lieu 
dieing tiny to, the khae ea nhan. 

KT165 Min fit ve exit chhth sfich, you Diu va quy 
trinh quan 19 rid to ding nghe thOng tin. 

KT168 Kien thirc ve each chinh gia mac d0 clang tin thy 
Gila nha cung cap va /Mac san phAm. 

KT169 Man thirc ye luat phap, chInh sich, this We hoes 
quan tri an town thong tin mpg cho cat ha tang 
quan tong. 

KT175 Kitn thirc ye icy that quan 1Y du hinh. 

KT176 Kien thae ye quan lY an toin thOng tin. 

KT178 CO kien thin va danh mue dich vu Gang nghe 
thong tin. 

KT179 Kin that ve phat trim va Ap (long he thong 
claim 19 thong tin xac thp ngtrai dung. 

KT180 Kien thfre vie trim khai he thong ky kMa di h8 
trg dft lieu a tang thai ma Ma ng,h1. 

MA ma 
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Ma Tham Mil Kiin th*c Ma K9 Ming 
K1182 Kien thin ve chuang trinh phan loci thong tin va 

cac quy trinh dOi voi xam phom dieing tin. 

KT184 Kien thus ve cac phuong phap kiem Ira va danh 
gifi bao mat he theng. 

KT188 Kien thirc ye thief ke bien phap di pith vhi cac 
raj ro bito mat da xi° dinh. 

KT198 Kien thirc ve he thong nhang. 

KT204 Kien thirc ve cac quy trinh thief ke mang, bao 
gem hieu biet ye cac muc tieu bito met, muc lieu 
nghiep vu va sv can bang. 

KT207 Kien th*c ve ctich s* dung cac cong cu phan Itch 
mong de x2ic dinh cite diem yeu. 

CSSS 12 Phan tichkinh bio sou 

K1'001 Kien thirc ve cac khai ni4m va kAao tithe mong 
may tinh va phuang phap luen ye an toin th8ng 
tin inking. 

KN098 K9 nang thuc hien righien cfm phi quy kOt. 

KT002 Kien tithe ve tic quy trinh quan 19 Ili ro (vi du: 
cac phtrang phap dfinh gin va giam thieu rh ro). 

KN099 Ky nang thvc hien nghien chu bang cach s* 
dung deep web . 

KT003 Kien thirc ve luat, quy dinka chirth sach va dot, 
dtic nghe nghiep lien quan den an town thOng tin 
mong va quyen rieng tu. 

KN100 K9 nang xic djnh va mb la tat ca. the Ufa canh 
thich hap cua men twang hoot Ong. 

KT004 Kien tithe ve an man thong tin mpg va cac 
nguyen tic quyen rieng tu. 

KN101 K9 Ming phat trien hone di xuat cac each tiep 
can hoc giai phap phan Lich cho cac yen de va 
tlnh huOng ma thfing tin Being day du hok chin 
c6 lien le. 
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MA Tham MA Kite thtle MA Kt rang 4 3 2 1 
KT005 Kien thin ve cite mei de dith vi diem yEu an town 

thong tin mang. 
K14102 Kt ping danh gia thong tin ve d8 tin Gay, tinh 

NT la va mac des lien quan. 

KT006 Kien tithe vi cac anh huOng d6i vat hoot Bang 
do mat an loan thang tin mang 

KN103 Ky Wing Lac djnh cac di8n giai, phan tich nhibn 
giam thieu cac ket qua kheng luting fru& dugc. 

KT030 Kien thirc ye nguyan 19 Lang tic gitta ngtniri vb. 
may tinh. 

KN104 Kt Ming xac djnh, bao ham cac yen t6 moo tieu 
quan trQng cho mien mang. 

KT050 Kien tithe ve cac phucmg phitp phial tich lm 
hiving mang. 

ICN105 Icy nAng xac.  dinh ale mei de dQa mang c6 the 
gay nguy hiem cho 19i ich caa to chat vit/hoac 
dei tac. 

KT086 Kien thirc ve cac kluii niam, thuat ngtt va hoat 
ding dm nhieu loci hinh thong tin lien lac 
phucmg flan truyen thong (mang may firth va 
dien thoai, va tinh, cap quang, Icheng day). 

KN120 icy nang chuin bi va With bay de cuetc h9p giao 
ban. 

KT087 Klan tithe ve cac thivah phan va Icitn talc may 
tinh vat 19, bao g6m cite chile nAng cos cac thanh 
phka va thiet bit ngoai vi khic nhau (vi du: CPU, 
NIC, Wu tru dtt lieu). 

104125 Ky nang cung cap str hien Wet 4 cac h0 th6ng 
muc tieu hoac mei de ed9a thong qua viee xfic 
dinh va phan tich lien kat cac m8i quan he vat 19, 
chile nAng hoc hanh vi. 

KT126 Kien thin ve 
trinh sat, d6 
thang dac quyen, 
mpg, x6a du 

de giai (loan tan Gong mang (vi du: 
qua', liet ke, truy nhap he thong, leo 

duy tri truy cap, khai tithe 
vet). 

KN128 Ky nting diet' chinh phan Itch theo cac cap di, 
can thiet (vi du: phan loci vá t6 chum). 

KT211 Kien tittle ye cac loci trang web, quan tri, chile 
nAng va he tilting quan 19 not dung (CMS). 

144132 icy Ming sir dung town tir Boolean di acay dung 
cac truy van don gian va phtle tap. 
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M5 Timm Ma Kien that Ma ICE tiLng 
KT212 KIM thirc ve cac plum/ phi%) vi ky thuot tin 

ding (DDoS, brute force, giti mao, v.v.). 
KN133 Ky nang sir dung Gong cu, co sir du lieu vi ky 

thuat phan tich (vi du: Analyst's Notebook, A-
Space, Anchory, M3, Its duy phin ky / hOi lii, 
bleu de lien ket, ma Iran, v.v.). 

KT213 Kien thirc ve fieu chart, chinh sach vi quy trinh 
phan loci vi va kiem soat Ma ky hieu. 

ICN134 Ky nang sir dung tong cu tim kiern (vi du: 
Google, Yahoo, LexisNexis, DataStar) va cac 
Ong cu trong viec thue hien tim !dem nguen 
me. 

KT214 Kien that ve cac throng hop phe bien dm lay 
nhiem may tinh/mang (virus, Trojan, v.v.) va et 
plurang phap lay diem (ceng, tep dinh kem, 
v.v.). 

KN135 Ky rang sir dung phan h3i de cal thien quy trinh, 
sin phan va djch vu. 

KT215 Kien thin ve the nguyen lac ca ban ve mang 
may tinh (minx: the thinh phin co ban curt Fining 

KN136 Ky nang sir dung Ichang gian lam vies cOng tac 
io va / hok the tong cu (vi du: IWS, VTC, chat 
rooms, SharePoint). may tinh, the loaf mpg, v.v.). 

KT216 KIM thire ve ale be xam nhap tren may tinh hien 
Earth. 

KN137 Ky.  nang vies, clanh gia va chinh sira the sin 
pliant danh Va / WI tue lien quan ten !thong gian 
mang to nhieu ngu8n. 

KT217 Kien thirc ve kha rang thu that) thong tin/trinh 
sat mang vi Jinx tot 

KT218 Kiin thirc ve thuat nga/tti vung hoot deng an 
town thong tin mang. 

KT219 Men thin ve thuOt ngt ket nei du. lieu (vi,  dm: 
giao thirc mang, Ethernet, IP, mil bOa, thiet bi 
quang, phuong tien di deng). 

KT220 Kien iliac ve cat thuat town ma hea vi cat kha 
nang/cong cu (vi du: SSL, POP). 
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MA Kien that MA Kg ning 
KT221 Kien that ye cat.  tong nghe truyen thong dang 

phat trien / m&i neoi. 

KT222 Kien thin ve cac khai niem hoat dOng ccr bin ve 
an toan thong tin mans, thu(it nglithir vmag (vi dp: 
chuan bi mai truOng, ten Ong mang, ph/mg chit 
mang), nguyen tee, kha nang, gioi han yit tat 
dOng. 

KT223 Kien tithe chung vi cac thanh phin He thong 
Dieu khien giam sat ya thu thilp di? lieu 
(SCADA). 

KT224 Men fink ye cac san phem an than th6ng tin tren 
may chit vh each cac san pham do Anil Inthng 
den viec Ichai that vA gitim diem yen. 

KT225 Kien tire ye each hoot den& Oa cac ung dung 
Internet (SMTP email, web-based email, chat 
clients, VOIP). 

KT226 Men that ye each thin cac mang dien thoai ya 
Icy thuat so hien dai lac Ong den hoat Ong an 
town thong tin mang. 

KT227 Kilt tithe ve citch thirc cac he thOng truyen 
thong khOng day hien dai Mc Ong den cac hoat 
dOng an town thong tin mpg. 

KT228 Kien thirc ye each trich xuAt, Oen tich va stk 
dung sieu dft lieu. 

KT229 Kien Ilk ye cac ky luOt trong hoat dOng trinh 
sat. 

MA Tham 
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MA Krill there MA Kt fling 
KT230 Kien thirc ye sir chufin bj trinh sat Giza m8i 

trtremg va cac qua Wirth along tu. 

KT231 Kien thin ye hi, trg trinh sat nhu lap ke poach, 
thue hien va danh gia. 

KT232 Kien thirc ve cac chien thuat n(li 1)0 de du down 
vit/hoac m8 phong cac kha Tiring va harsh dOng 
cilia mei de daa. 

KT233 Kien thirc VI dia chi mang Internet (dia chi IP, 
dinh tuyin lien mien khong phan lerp, &nth se 
cling TCP/UDP). 

KT234 Men thin ye ma deic. 

KT235 Men that va an town hoat di)ng. 

KT236 Men thin ve he thong phan cap th chile va quy 
trinh ra guy& !link 

KT237 Kiim thilc ye cac thiet bi vi ha tang mang vat ISe 
va logic, bao Om hubs, b0 dinh tuyen (muter), 
thiet 	bj 	chuyen 	mach (switch), 	luting 	10a 
(fircwalls), v.v. 

KT238 Kien thirc ca ban ve vin thong. 

KT239 Kik thut ve cAu true ca ban, kiAn true va thiet 
ke dm mang thong tin hien dal. 

KT240 Kien thirc ca ban ve bito mat mpg (vi du: ma 
him, Wang Isla, xac thee, honeypots, bio ye yang 
Bien). 

Ma Tham 
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MA Tham MA Kiln that MA Kis nang 4 3 2 1 
KT241 KIM that va cac giao thirc mang vi dinh tuyen 

phi) bien (vi du: TCP/IP), cac djch Ai (vi du: 
web, tins, DNS) va cach chang Mang the de cung 
cap kat n6i mpg. 

KT242 Klan Mac ve cite each ma cac time lieu hoc mai 
de do sit dung Internet. 

KT243 Klan thirc ve cac mei de do va/hokic cat he 
thong muc tiett. 

KT244 IGEn dire ve cite san phim ao h6a (VMware, 
Virtual PC). 

KT245 Klan lilac ye nherng eau thanh caa "mai de dua" 
di voi mpg. 

KT246 Men tithe ye cac Gang nghe khans day (vi du: di 
dOpg, ve tinh, GSM) bao gam cau tree co ban, 
kien true va thiet ke caa cac he thong kheing day 
hien 41. 
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PHV LUC So 06 
YEU CAU VE MEN Mitt, Kt NANG CHUAN SAU 

CUA CHUAN Kt NANG THIET id VA PHAT TRIEN PHAN MS 

(Ban hernh kern then Thong tug se. 11/2015/TT-BA 	ngay 5/5/2015 
oak: BO truong BO Thong tin viz Truyi'n thong) 

l
ireu au can dat 

then hang  
Kien that 

Ma tham 
chi& 

2 3 4 Kt ming 1 

NO dung/ Yu au can dat 

Mo dun: Phan tich yen cAu cim ngtre i su• dung vi xac djnh yen 
Au he Hying hea  

SDSS 1.1 Thu Thep vi phan tich thiSng tin de xac djnh yeu eau cua ngubi sir 
dung  

SDSS 1 x 

- Pham vi va MN dung tong 
viec ciut ngutri sir dung. 
- Cac phucmg phap thu thap 
thong tin. 
- Cac phtrang phap phan tich 
van de. 

- Xac djnh cac.nguon thong tin 
chinh ye yeu cau cita ngutri sir 
dung. 
- Thut hien cac thuat vi trinh to 
thu thap thong tin. 
- Kite djnh Ithai lugng thong tin an 
thu thap. 

Phan tich phan h6i tb cac ca nhan 
ea tap the. 

Ltra chop, than cac thong tin thu 
thap duqc va xac djnh nhu au. 
- Sapxep va tang hi:1p thong tin ve 
yeu au dm ngueri sa dung. 

Tao mepi trutmg the 1gi de mqi 
ngtrai co the trao d6i ye cac yen d6 
quan trong vi de mat giai phap. 

1
Thu thap va trInh bay du lieu ve 

-chi phi.  
SDSS 1.2 

- Mei tnrtmg he thong. 
- Klett uric he then, phan 
ang va mem. 
- Tinh hien hau cua cac tai 
nguyen va thin han ban giao 
du in. 
- Tinh s6 gib cong. 
- NhQng han the ky thuat. 
- KY that phial tich rid ro. 

Xic djnh pham vi tong viec 
- Viet tai lieu ve pham vi yen au 
eta ngutri stt dung met each re 
rang. 
- Dam phan veil nhCmg ngtroi dat 
hang ye tieu chi an dm doi v6i du 
an he thong h6a. 

156c tinh so gib cong d8i v6i m8i 
uc cong viec trong du an he th6ng 

6a. 
Ifoc tinh tier da hoim thinh dm 
"ec phat Erik he thong. 

-Khao sat, plan tich va so sinh ac 
san phem co tren thi throng va xac  



- Cic yeti au he thong. 
- Xac djnh you au hieu 
:Oa he thong. 

Hang 
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Ma tham 
chieu 

NO dung/ Yeu au can dpt 

Klan that 	 K9 rang  

Yeu au can dal-
then han 

4 eee 
dinh kha ang lip dung dirge d61 voi 
he thong. 
- Xay dung tai lieu theo nhemg rang 
buOc ye kV that. 
Tu duy khang theo tan tux vi tong 

Iquan. 
SDSS 1.3 MSc djnh yeu au he thong hoa 

- He thong hoa vit tich hop he LehuyAn yeu cau ngueri stY dung 
thong. 	 anh yeu au caa he thong. 
- Cac chat nang va von hanh 
ciut he thong. 

guy trinh vi !ring lye phit 
then. 

Ph& hien cac yeu cau miiu than 
Yea nhau vi trinh bay giai phap. 

Phan tich tinh dung din yanhat 
quan cua th8ng tin. 
▪ Ap dung cac cOng nghe dap ung 
the you eau met each hieu qua. 

SDSS 1.4 Xac Binh 

tin. 
- Chinh sach an town th8ng tin 
eta to chirc. 
- Dam &to an town thong tin 
cho mang. 
- Dam bio tinh toim Yen ctia 
dtk lieu. 
- Cac bier phap bao mat (kiem 
soar troy nh3p, ma h6a, xac 
thuc, mons lira) ya cite con 
cu dam bit° an toan thong tin.  

yen cau an loin thou t tin 
- Rid. ro trong an toan thong 	Phan tich mire de quan tong cira 

a lieu. 
Xac dinh cac lopi rid ro. 
Chuyen cac yeu au an toast thong 

tin cila ngubi su dung than)) yeu 
cau an town thong tin cna he th6ng. 
- Ap dung c8ng nghe ditp ung cac 
yeti au ye an town thong tin met 
each hieu qua. 

SDSS 1.5 Xiic djnh yeu au van hanh 

 

 

- Cac yeu cau van hanh he 
thong. 
- Bien phap khic phut 16i he 
thong. 
- Cac tong cu bao tri. 

• Chuyen yeu au van hanh cua 
rgutri sf dung thanh yen eau van 
rinh ciut he thong. 

SDSS 1.6 Xac djnh yen au bio tri 
- Sao tri he thong. Xac djnh cite hang muc ma nguai 

it dung yeu cau bao tri.  
SDSS 1.7 Thiet la. tieu chi &nth 'a hieu  nang 

Dinh gia tieu chi danh gia hieu 
aug 
Xic dinh Icha nang dap img tieu 
hi daub giti hieu rang. 

- De xuat cac hang muc can thiet de 
• am bao hieu nang.  
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Ma tham 
chieu 

Yen au can dat 
theo hang  NOl dung/ Yen eau an do 

Kien that 	 K3 nang 4 3 2 1 
SDSS 1.8 Xac dinh yeu cau kiem thir 

- Phuong phap kiEm thir. 
- Cong cu kiem thir. 

- Xac dinh cac hang mac hem thir 
dung theo you can ngutsi sir ding. 
Kiem tra viec that hien cac yeu 

i'cau he thOng. 
Xir ly cac van de khi kiem thir.  

SDSS 1.9 Chuan N va ra soat cac tai lieu xac dinh yeu cau 
Quy trinh ra sok 

- Ph& trien he thong va mei 
truong van hinh. 
- Cac hang rime va ghi cha can 
dui vao tai lieu xic dinh yeu 
cau he thong. 

iiMe to mOt each r8 rang cac hang 
ac quan trong. 
Lva chgn phuong phip trao di 
ha hgp de ra soar viec xfic dinh 
tu cau va thim day tiAn do ra soil 

Qt each hieu quit. 
Dinh gia cac Y lden trai ngugc 
ot each phtl hcm. 

SDSS 2 MO dun: Chan bi phit trien thOng X X 

SDSS 2.1 Xric dinh me hinh yang doi cho viec phit trien 
Cac me hinh yang doi phan 	dinh quy m6, pham vi, dO 

man). 	 him tap dm (iv in. 

1
-m1.3ra chgn m8 hinh wing did phan 

em tuong thfch vgi do an.  
SDSS 2.2 Chuin bi mot truong phat train 

Phan cling va phan mem 
(ding cu, ngen nga, phin 
mem trung gian). 

- Eva don pit sung va Win mem 
tai uu cho do an (ding cu, nen 
nga, Olin mem trung gian).  

SDSS 2.3 Chuan bi ke hoach that hien quy trinh phat thin 
- Lap ice hoach tei uu, xem xet cry 
m6, do phirc tap vi nguOn lye de 
Mt trien. 
Trinh bay mac tieu cita dg an. 
BO tri nhan so hieu qua. 
Nam dugc k5 nang dm nhan vien. 
Deng vien tinh than nhan vien. 

r  Nghien dm lien phap phong 
Ichang rill ro.  

- Chuan N tai lieu ke hoach dv 
In. 
- Quan ly riri ro. 
- Being lye lam viec cim than 
vien. 

SDSS 3 MO dun: 'Mitt kg he th6ng (thiet ke ngotiO x 

SDSS 3.1 Loa chcon Iden trite he thong 
- Xtty din di lieu chi tiet ve kien 

ttrac thong. 
- Dinh gig cac phuong in 1ap ke 
hoach he thOng h6a vi giai thich 
elm nhung ngueri c6 lien quan. 
- Xitc dinh yeu eau cot ldi cua he 

- Trinh to va kg thuat khao sat. 
- Khai niem va tong nghe thie 
ki he thong. 
- Can dei he thong (system 
trade-off). 
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Mil them 
Chien 

Nql dung/ Yen can can dot Yeu ca  x u can  

theo hang 
dot 

Kieft that Kt nang 4 3 1 2 1 
- Klan tnie he thong, phan 
cang va ph.in mem. 
- Citc lieu chuin he thong h6a. 

Ong ded veri kin trite he thOng. 
Thvc hien viec Iva then ky thuat 

xem xet din khia conh hieu qua 
hi phi. 
Giai thich tinh phac tap caa he 
Ong va phan doh cac j,  Iden caa 

ngubi sir thing. 
Thu thap, ket noi, vi hien cac s6 

ieu. 
SDSS 3.2 Thiet ket  dk to chirc neng va 'ao then cho cac he thong con 

- He thong tong the. 
- Can trac phan cep cna he 
thong. 

Phan tich va thiet lap sir nhat quan 
aa he thong. 
Phan ra he thong thanh cache 
ong con. 
Dann gia tinhpha hqp ciia cac 
"ao dien he thong con. 
Thiet lap he thong mbt each toi 

nu. 
Phan tick au hinh he thong va Ltr

on 
SDSS 3.3 Thiet ke an tan thong tin 

- Cach thiet k'e yeu eau an roan 
thong tin. 
- Chinh Mai an town thong tin. 

Ap thing cac Gong nghe an Man 
thong tin cho thiet ke he thong. 

SDSS 3.4 Xac dinh dm cong viec va mo hinh du lieu 
- Phucmg phap luan phat nien 
mb hlnh clang viec. 
- Phuong phap Ivan phat thin 
m6 hinh cirr lieu. 
- KS thuat mo phong. 
- Han the nghiep vv. 

- Pith than m6 hhili tong viec va 
di-r li0 phi) hop von IcY thuat phat 
iTien mO hinh• 
- Dinh gia dtt lieu. 
- Tao me hinh m8 phemg. 
- Dinh gia tinh nhat quail giaa 
nghiep try vi he thong. 
- phan tich eau Inc va Id& tit he 
thong. 

SDSS 3.5 Chan bi va ra scat tai lieu hirong tan ngubi sa dung (de cuong tai 
lieu hueng den) 
- Tien trinh ra scat tai lieu. 
- Ong viec ciia ngubi sa 
ding. 
- Van bath ht thong. 
- Thief ki giao dien do hpa 
ngutri sir dung (GUI). 

,giao 

- Xay dung tai lieu hirems dan sir 
thing va cac hang moo can mo ta. 
- Lva chop phuong phap trao dOi 
phil h9p de ra seat tai lieu huong 
clan' ngtrai sir thing va each thvc 
hien. 
- De xuat cac phuong an xay dung 

dien ngubi sir thing phil hop 
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Ma tham 
chieu 

NO dung/ Yeu au can dat 
Yen au 

then 
an 

hang  
2 

dot 

1 Kien thirc icy nfing 4 3 
thco yeu cau. 
- Sap 'cep, M ui cac yeu au van 
hanh (tai lieu va thao tat) khi he 

Ong Ma tong viec caa ngutsi sir 
:iting. 

SDSS 3.6 ThiEt ke ac ta kiem thU he themg 
- Thiel ke dac ta kiem thin. 
- Clang cu kiem thU. 
- You cat he thong. 

1- Thiet ke dac ta kiem thin phU hop 
vat khai them  he thong Ma. 

Chant bj ke hoach kiem thin he 
thong. 
- Phan tich nguyen nhan va 19 do 
cua the An ee va trinh bay ke 
hooch hanh Ong. 

SDSS 3.7 Chain bi va ra soat tai lieu thiet ke he thong 
- Cic dac to he thong trong tai 
Mu. 
- Trinh ttr ra seat thiet ki va 
each thvc hien. 
- Quy trinh phat triEn. 
- Mai tratmg van hanh. 

t. 
 

116 trq ngueri sir Ong von !dieing 
hal la ky su 14 thong hieu duqc 

dac to he thong mOt each ang din. 
Giai thich cac thong tin ley thuat 

ien quan din hieu qui dm cans 

Ltra chon phuang phitp trao 661 
ha hop v&i viec ra soat thiet ke he 

thOng vi thvc hien viec ra soat xet 
mot each hieu qua. 
- Danh gia cac y kian di 14 mOt 
each pha hop. 

SDSS 4 MO dun: Thiet ke thAnh phAn (thiet hi trong) x x x 
SDSS 4.1 Thiet ke thanh phart plan mem 

- Cac ky thuat thik ke phan 
mem. 
- CM nen tang co the sir (long 
duce. 
- Thief kE co au aim. 
• Ky thuat thiet ke huong 661 
Prong. 
- Tieu chan Ma. 
- Cau kink he thong. 

- Tim hieu dac ta he thong va chia 
he thong con thinh cac thanh phial. 
- Thiet ki giao din gitta QM thinh 

han mOt each nhat quan. 
Dam bao chat !yang then yeu eau. 
Thvc hien cac ac tinh nha tirth 
es riling, dO tin cay WI tinh linh 

oat. 

SDSS 4.2 Thief ke ca so du lieu mire vats` 
- Chuyen deli m8 him dU lieu 
logic thanh mo hinh 61k lieu 
vat 11. 
- Chaim hem, phi chuin Ma,19 
thuyet quart he, vi the tens cv 
Am45 hinh Ma du lieu. 

- Thvc hien tot cac cOng vice lien 
quan din xay dung va van hanh ca 
so dg lieu. 
- Tim hieu cau true Gila me hinh 
logic vit chuyen doi chthig thanh 
cac au tnk dO lieu thvc. 
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MA tham 
&au 

blOi dung/ Yeti au an slat 

Kien that 	 10 ning 

Yeu au can dal 
theo hang 

4 3 2 1 
- Tinh town dung him cisa 
thiet bj ltru tilt va Olen nhom 
(clustering) 

- Giiti thich m61 quan he gitta cac 
ma hinh de lieu va co s& du lieu. 
- Ap dung cac Woe tao co kr clft 

SDSS 4.3 Tao va kiem the: ban chay thCr (prototype) 
- Phucmg phip lufin thiet Ice - Phan tich cac diem quan trgng. 
ban chay thin. 	 Tich hgp tic quan diem ye phAn 
- Xay dieing ban chay thir va mem va ap dung de cai tien he 
cac phucmg phap kiem thu. Thong. 
- CSng Cu kiem tha. 	Dinh gii hieu slang me hinh he 

thong tren co sa ket qua kiem 
xuAt Ice hoach cai tien. 

Khan thac duqc cac han ch'e caa 
hen mem. 

SDSS 4.4 Thiet ke dfic ta kiem this thiufhphan  
- Thiet ke disc ta kiem thir. 	I- Thiet ke dac to kiem thir twang 
- Citing cu lam this. 	img vai khai Mem thiet ke thanh 

- Dac ta than"' phin vasiao phi phan mem. 

dien giaa cac thinh phan. 	Chu& bi ke hoach kiem thin thanh 
hen. 
Phan tich nguyen nhan va 19 do 

cita cac van de va trinh bay Ice 
hoach Isaiah *Ong.  

RI soat thiet ke thanh phfin ciut phAn mem  SDSS 4.5 
- Tu lieu he, dacya thanh 
pis& caa phan mem. 
- Trinh hr ra soat thiet ki vi 
thvc hien. 
- Quy trinh phat then. 
- Mei throng van hanh. 

Lua chgn phuong phap trap 0i 
his h9p vol viec ra soat thiet ke 

phin vi time hien viec ra scat 
8t each hieu qua. 
Giai thich logic thiet Ice thanh 

.phan mat each re rang. 
- Dinh gia cac y kien d8i 
- De xuit ac phtumg an Ichic. 
- De xuit ke hoach t6i tm ten ca so 
nghien cuts tong the. 

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

 

SDSS 5 MO dun: Thiet Ice chi Hit (thiet ke chtrang trinh) 	 x 

 

x 

   

     

            

            

            

            

SDSS 5.1 Thtre hien thiet Ice chi tie[ phen mem 
- Thiet ke chi tie[ phan mem. 
- Cdc Icy thutit viet cau de giai 
thich logic chucmg trinh mat 
each citing din. 
- Cie can ca CASE 
(Computer-Aided Software 
Engineering). 

Thiet ke dfic tit thanh phan phfin 
em mot cach nhAt quart 

- Phan loai nhang vim a an can 
vi chum bj die to chi di 

ong Ong. 
Ch9n ftra ky thuAt thiet ki t6i 
Chon lua m8i trub-ng phat triers t6i 
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Yeu au can dat1  
then hang  

4 3 2 I 1 

Niji dung/ Yeu au an did Ma tham 
chitin 

Kiin that Kg Sing 
Cac ngen nge lap trinh. un cho he thOng. 

SDSS 5.2 Ra sat thiet ke chi tiet 
- Till lieu thiet ki chi tiet. 
- Trinh tit ra soat met thiet ke 
va time hien. 
- Quy trinh phat trien. 
- Mei truong thut hien 
chuong trinh. 
- Mai trubng van himh. 

- Lira chnn phuong phap thong tin 
phul hop va thuc hien ra snit thiet 
Ice chi tiet. 
- Giai thich tinh logic thiet ke chi 
tiet. 
- Dinh gia cac 2 kien phan 
- Tim hieu tinh trang trien khai 
chuong trinh va chi ra cac van de.  

SDSS 5.3 Thiet ke dee to kiem thin don v (unit) 
- Thiet ke ac to kiem thin don 
vi- 
- Cie tang co lciim thin. 
- Quy trinh san xuat. 

Mai tnrbng van hanh. 
- Cat ngan nge lap trinh. 
- M6i trubng trien khai kiem 
thu. 

- Lap ke hoach kiem tht don vi. 
- nut hien kiem this, ha° citolOi, 
bap cao chat ltrong he thong phith 
mem. 

Thiel lap mei trubng kiem this. 

SASS 5.4 Chuen bj va ra soat tai lieu htreng dln ngutri sir dung (phien ban 
cuoi)  
- Cach viet tai 	htreng clan 1- Lira chon phuong phuip trao dei 
sir dung va ve cat de mot an pha hop cho viec ra soat tai lieu 
ma ta. 
- Tiin trinh ra soat. 
- Gang viec ctia ngutri sir 
dung. 
- Van himh he thong. 
- Thiet ke giao dien de boa 
cho ngutri sir dung (GUI) va 
thirc hien. 

huOing an ngutti st dung vi thirc 
hien viec ra soat met each hieu qua. 
- Trinh bay giao dien db km nguai 
sir dung (GUI) thong sua this ice 
hi net va tieT nhan hien bier cim 

fmg ngutri tham gia trong qua 
re snit 

Sip xep cac yeu tau van birth melt 
ach he thong.  

SDSS 6 MO dun: Xay dung churning trinh 	 x 
SDSS 6.1 Lap trinh (Coding) 

x x 

- Phuong phap Juan ve sp• pith 
trien cita lap trinh. 
-14p trinh SQL. 
- Chit Ittmg chuong trinh (vi 

su than tien tong viec 
doc chuong trinh (decoding), 
bao tri, hieu qua). 
- Ngan nga lap With thich hop 
vol viec phat then ung climg. 

E'

Xic djnh re ac tai lieu huOng an 
ap trinh va can nhAc tic dik to chi 
et. 
Tom tat cite thong tin xis 19. 
Tao cac ma ngubn khac nhau ai 
of cac van de phirc tap de co thE so 

, anh gia. 

tong he thong.  



- Thome kiem thir he thong. 1- Xac dint, xir ly vi hieu chinh cac 
- Quy trinh kiem thtl.  lap. 
- Phuong phap phan tich 16i va 
quy trinh sira 161. 
- Kiem tra tinh chinh xic cart 
he thong. 

• sot va 18i. 
Klam tra, phan Itch trang thai \FA 

le xuat gill phap. 
Tim hiau 'den true va phan cap 
na he thong. 
Phan loaf.  qui trinh vi kat qui met 

each he thong vi Wit thinh van bin 
lam tai lieu minh chime chi tiet. 

SDSS 6.6 Kiem thir yeu cat* he thong hga 
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Ma tham 
chieu 

Yeu au can dat 
thee hang  NOi dung/ Yen au an dot 

Men that 	 KY ming 4 3 2 1 
- yiec sir dung lai cac thinh 
phan da cg. 

Dam bao chit ltrong phan mem 
theo yeu eau. 

dgng ciu trite chuang trinh 
co tinh ma rOng, lint hot a tin 
coy.  

SDSS 6.2 Ri soat mi ngu8n ben ding nghiep (peer-review code) 
- icy thuat vi trinh tg ra soat 
ma nguon bei d8ng nghiep. 

Lira chip nhom tham gia ri soat 
ch hap. 

Ltra chan phtrcmg phip trao doi 
hit 
qp vi thgc hien vier rit soat. 
So sank cac each lip trinh diera 
[h  en ciao ky thuat lap trinh khic 

au. 
Giii thich cac an de to tinh logic 
A d& lieu phirc top. 

- Me; phong ma nguon vi phan tich 
ket qua. 
- DAM gia ding cat Y Id& phan 
bien. 

SDSS 6.3 Kiem thir don vj 
- Thg tut kiem thin don vj. 
- Quy trinh kiim thin lip. 
- Phuong phap phan tich 161 vi 
quy it-111h sira 16i.  

- Xac dint, xfr 1y vi hieu chinh cac 
sai sot va 181 
- !Gem tra, phan tich trang thai vi 
de xuat gal phip. 

SDSS 6.4 Kiem thir think phin 
- Thu tgc kiem thg thinh phin. 
- Quy trinh kiem thin 
- Phuong phap phan tich 18i vb. 
quy With sira I6i. 
- Kiem tra tinh chinh xic ciut 
phan mem.  

- Xac dint, xir ly vi hien chinh cac 
sai sot vi 16i. 
- Kiem tra, phan tich trang thai vi 
a xuat gill phap. 
- Kiem tra tinh chinh xac cal phan 
mem. 

SDSS 6.5 Kiem thg he thong 
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Ma thaw 
digit 

Nei dung/ YEu cau can dot Ye  
... u 

theo 

--, 
cau   can dot 

hang  
3 	2 	1 Men thee 	 Kjf ming 4 

- Thu floc kiem this you cau he 
Ong h6a. 

trinh kiem thin lap. 
Phuong phap phan tich 161 vad 

ac sai sot va 18i.
Quy 

uy trinh sirs 18i. 

 

Xk dinh, giai quyet va hieu chinh 

Phat hien, phan tick trong thai va 
xuat giai phap. 

Tim hien kien true va phan cap 
cua he thong. 

Phan looi quit trinh va ket qua met 
each he thong vi viet thanh van bin 
am tai lieu minh cheng chi fiat. 

- Chuan bi cac phuong in khac 
u va dam phan vOi ngueri sir 

long neu yeu cau cea ngueri sir 
long khong duqc them man do sai 
6t kr,  thuat hoac he tilting. 

SDSS 6.7 Cap nhat tai lieu 
- Xay dung tai lieu htrang dan 
sir dung. 
- Xiy dung tai lieu he thong. 
- Quy trinh 4p that tai lieu. 
- Van hanh he thong. 

Giai thich ve cac thay dOi trong tai 
ieu huong din se dung va nguyen 

'than. 
- Phan St str they dei trong fleet 
ke he thong hoac trong thuc hien 6 
tai lieu he thong. 

SDSS 6.8 Chuan bi ban giao plan mem 
- Can hinh son pham phan 
mem de ban giao. 
- atc the tic chuan bi ban 
giao. 
- Ban giao son phtim de Qua 
vao van hanh va cac giai doan 
boo tri 

TO chic, slip xep phan men, der 
ieu, tai lieu lien quan theo mau ban 

an. 
Giii thich cac mtic lien quan din 

viec ban giao phan mem. 

SDSS 7 Ma dun: 116 trq cai dat phiin mem x x x x 
SDSS 7.1 Cai dat phan mem 

- He thong hien tai cita ngtrin 
se dung. 
- Cai dat phan mem. 
- Viec van hanh song song vaii-vH8  
he thOng hien tai. 

- Lap ke hooch coi dat phin mem it 
anh hueng nhat den moi truemg 
hien tai eta ngtai sir dung. 

trq ngued sir dung tir giai clop 
4ri hanh dau den. 

SDSS 7.2 H8 trq kiem this chap nhan cea nguca sir dung 
- Hieu ve cac ket qua kiim dui- 
he thong va ket qua kiem the 
yeu cau he thong hoa 

Thuc hien cac dung vie.° h8 trq 
cho qua trinh kiem this chap nhan 
theo yeu eau cea ngtred se dting 

SDSS 7.3 Dao too, huan luyen vi h8 trq ngued sir dung 
- Viec van hinh phan mem 
ciut ngtrbi sir dung. 

-14p ke hooch dao tap, huan luyen 
va ho try phu hqpvoi 'king hrc ata 
aguoi sir dung phan mem. 
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Yeu au can dot! 
theo hon  

4 3 2 

Ma tham 
chieu 

r  Dao too, huin luyen va h6 tro 
Ingueri sir dung.  

Kien they 	 Kc Wang 

Nel dung/ Yeu au can dot 

1 

SDSS 8 ME dun: Cie hoot ding kiem the chung x x 

SDSS 8.1 Chuin bj ke hoach kiim thir 
- Dito dim chit luting plan 
mem. 
- Tlnh tin cay cite phttn mem. 
- Lich kiem thir. 
- Ti chive cac he thing kiem 
thir. 
- Ky thuit kiem Mir. 
- Mitt ke vi chutm bj &Tr lieu 
kiem the. 
- Phuong phap dart gia kit 
qua kiem thir. 
- Cac tai lieu kit qui kiem 
- Chain bi mei truing kiem 
thir. 
- CEng au va phucmg tien 
kiem thir 

- 14p ki hooch bao dam chit luqng 
trong quy trinh phat tran he thing. 

Chain bj lich trinh kiem thik hop 
Y. 
-

 
Dinh gid cac tai nguyen va than 

vc can de thuv hien kiem the. 
Lua chon phtrong phap kiem the 
he hop veri du an. 
Nghien dm Ur dens boa quy trinh 
'ern thir. 

- Xac djnh diet' kien bit dau vi kit 
thee kiem thfr. 

SDSS 8.2 Chuin bi quy trinh kiem thir 
- Phuong phap luin kiem thil - Giam sat the tare kiem thir 

I Dinh gia kit qui lam thir. 

-

Ei  Xac djnh, giai quyet ve hieu chinh 
tic sai set vi 16i. 
Fiend tra, phan tich trgutg thdi va 
e xuat giai phap. 
Phan loci tic quy trinh, kit qua 
Ot each he thong ve lap tai lieu. 
Danh gia bleu nang. 
Barth gill tinh kha dung. 
Dinh gia cac thu tare kiem the.  

SDSS 8.3 Thut hien kiim thir 
- Quy trinh hem the. 
- Phuong phap luin kiim thir. 
- Quy trinh kiem the. lip. 
- Phan tich lgi va sira 181. 
- Bao can kit qua kiem the. 

X x 

SDSS 8.4 Ghi nhin kit qua kiem thfr va phe duyet 

 

- Cac tai lieu ghi nhin kit qua Dinh gia cac ding cu kiem this to 
kiem thir. 	 Ong. 

Dinh giti tinh day dir eta kiem 

Nghien thu Ice hooch cai tien thu 
tic kiem  
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